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Default IP / Login Information

IP Address 192.168.2.200
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FCC Warning

This device has been tested and found to comply with limits for a Class A digital device, pursuant to Part 2
and 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses and can radiates radio frequency energy and, if not installed and used in accordance with the user’s
manual, may cause interference in which case user will be required to correct the interference at his own
expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user many be required to take adequate measures.
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1. Exterior
1.1 Front Panel

Ports Status Console
/ LED Panel  Reset Button Port 24 Gigabit Ethernet PoE Ports 4 Gigabit Combo Ports

Power on/off Switch Ground Pad

Status LED lights for 24 Port 10/100/1000Mps with 4 Gigabit Combo Ports

Per Port: Link/Activity Status

Per Port: 1000M/Gigabit Status

Gigabit Combo Port : Link/Activity Status
Gigabit Combo Port: 1000M/Gigabit Status
Per Unit: PWR

1) AC Power On/Off Control Switch
2) ACinput (100-240V/AC, 50-60Hz) UL Safety
3) Ground screw lock point
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2. Software Configuration

CS-3424G-24P supports web-based configuration. Upon the completion of hardware installation, The Switch
can be configured through a PC/NB by using its web browser such as Internet Explorer 6.0 or later.

Set the IP segment of the administrator's computer to be in the same range as CS-3424G-24P for accessing the
system. Do not duplicate the IP Address used here with IP Address of CS-3424G-24P or any other device within
the network. Please refer to the following steps

2.1
Step 1:

Please click on the computer icon in the bottom right window, and click “Open Network and Sharing

Example of Segment: (Windows OS)

Center”

Currently connected to: 4
| }J Router
L Internet access

dﬂpen Metwork and Sharing Center

PM-02:42

CHem T . j 3 s

Step 2:
H H H a“" : »
In the Network and Sharing Center page, click on the left side of “Change adapter setting” button
==
Q\:’ [%5 e All Control Panel ltems » Network and Sharing Center = | 43 ||| Search Controt Pane p
o
Control Panel Home . : . : z
View your basic network information and set up connections
i P 3 See full map
Manage wireless netwarks k :k' 0
Ch dapter sett
ange sdapter settings als Bl e
ANge sdvanced shanng (This cemputer)
settings View your active netwarks Connect or disconnect
| Router Access types Internet
5. Work network Connections: § Local LAN
Change your nebworking settings
i 5etup a new connection or network
= Set up a wireless, broadband, dial-up, ad hec, or VPN connection; orsetup a
TOULEr OF ACCESS paint.
s Connect to 8 network
= Connect or reconnectto a wireless, wired, dial-up, or VPN network connection.
4 Choose hamegreup and sharing options
Aceess files and printers located on other network computers, of change sharing
settings.
HomeGroup = Troubleshoot problems
Internet Options Diagnose and repair network problems, or get troubleshooting infermation.
Windows Firewall

’X‘ service@cerio.com.tw

S, +(886)2-8911-6160
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Step 3:
In “Change adapter setting” Page, right click on Local LAN then select “Properties”

@L}v * « Metwork and Internet » Metwerk Connections » - ty |
Crganize - Disable this network device Diagnose this connection #
‘.! Lc-.:al LAN l_.l WiFi-1

et g & Disable
- Stat
Ky WA se
'h"- '-.'. nneCied Dlﬂgl'l'ﬂl.'v!
w2l i
% Endge Connecticns
Create Shorout
Delete
Rename

F‘rcp:ﬂlﬁ ‘ I

Step 4:
In the “Properties” page, click the “Properties” button to open TCP/IP setting
',“.' Local LAM Status @
General
Connection
IPv4 Connectivity: Internet
IPwE Connectivity: Mo Internet access
Media State: Enabled
Duration: 00:09:00
Speed: 1.0 Gbps

Activity

Sent 'L-._*. Received

Bytes: 138,449 492,051

[@Eroperties [ r&]gisat:-lva ][ Diagnose ]

Close
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Step 5:

In Properties page for setting IP addresses, find “Internet Protocol Version 4 (TCP/IPv4)” and double click
to open TCP/IPv4 Properties window

Y Local LAN Properties IEI

Networking | Sharing

Connect using:

L¥ Realtek PCle GBE Family Controller

This connection uses the following tems:

& Clizrtt for Microsaft Networks

BODS Packet Scheduler

.@ File and Printer Sharing for Microsoft Metworks
- Intemet Pratocal Version & (TCP/IPvE

¥ intemet Protocol Version 4 (TCP/IPv4) ﬁ Double click
-4 Link-Layer Topalogy Discovery Mapper 1/0 Driver

& Link-Layer Topology Discovery Responder

Description

Transmission Cantrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networls.

0K | [ cance

Step 6:

Select “Use the following IP address”, and fix in IP Address to: 192.168.2.X
ex. The X is any number from 1 to 253

Subnet mask : 255.255.255.0

And Click "OK" to complete fixing the computer IP settings

Internet Protocol Version 4 (TCP/IPvd) Properties @

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically

@) Use the following IP address:

IP address: 192 . 168 . 2 . 100
Subnet mask: 255 .255 .255 . 0
Default gateway:

Obtain DNS server address automatically
@) Use the following DNS server addresses:

Preferred DMS server:

Alternate DNS server:

[ validate settings upon exit

@ WWW.cerio.com.tw \. +(886) 2-8911-6160 ’X‘ service@cerio.com.tw




USER MANUAL

Step 7 :

Open Web Browser
Without a valid certificate, users may encounter the following problem in IE7 when they try to access
system's WMI (http://192.168.2.200). There will be a “Certificate Error”, because the browser treats

system as an illegal website.

]
C-al o CS-3424G-24P
= 24 Port Gigabit Managed PoE+ L2/L3 Lite Switch with 4 Combo Gigabit Ports

Login

Username
Password: .

Login

System login Overview page will appear after successful login.

2.2 System login information and IP / Gateway Setting instructions

The CS-3424G-24P web switch default IP is 192.168.2.200
Into the management page as follows, please enter Username and password

> Default IP Address: 192.168.2.200
> Default Username and Password

Management Account Root Account
Username root
Password default

After the authentication procedure, the home page will show up. Select one of the configurations by clicking the icon.

Q, +(886)2-8911-6160 el service@cerio.com.tw
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Default IP Configure:

Edit IPv4 Interface

= ____________?-VLHIH ..............................................................
.................... e
Dynamic '
Address Type @ Static i
T e e T 4
IPAddress ; [192.163.2.200 :
e L T S T T T P 1
@® Network Mask [255.255.255.0
B e e 4
Prefi Length
- P T T T 4
®) primary
sub

Layer 3 Default Route Configure: (This function is the same as the "Default
Gateway Configure " of the Layer 2 switch)

Add IPv4 Static Route

IP Address : (0.0.0.0

O Prefix Length
Next Hop Router IP Address : [192.1682.254 | l
Metric - [1 |

Apply ‘ ‘ Close l
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3. Status
3.1

System Information

cexio

Lmplify pous W

Administrator can check this page shows switch panel, CPU utilization, Memory utilization and other
system current information. It also allows user to edit some system information.

Logging Message
2 Port
Link Aggregation
MAC Address Table
Network
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast
IP Configuration

Security
ACL

QoS
Diagnostics

¢ ||| ||| |x|c|s|«|x|x|x|x

Management

Status + System Information

T3S E TS T %2123

25 27

2 4 6 8 10 12 14 16 18 20 22 24

26 28

100%
System Information 90%
"""" 80%
System Name |/ It
: 60%

System Location | default
b 50%
System Contact | default b a0%
- 30%
MAC Address | 20%
IPv4 Address | 10%
System Uptime | 0%

Current Time |

Uoaderversion| 36755080 () 0%
Loader Date | Sep 07 S0
Fi Version | 1.0.0 ‘I=9: e
irmware o0y 1.0.0.19 0%
Firmware Date | Feb 08 50%
oo N — 50%
Telnet | Dlsahk:a:d 40%
S5H | Disable 30%
HITP | Enabled 20%
HTTPS | 2
0%

SNMP |

|
25

26 27 28

S CPU
\
\ I |
\ I 1 [t
13:10:00  13:41:00 1311200 13:13:00
Time
T
MEM
13:10:00  13:41:00 1311200 13:13:00

—___

Field

Description

Model

Model name of the switch.

System Name

System name of the switch. This name will also use as CLI prefix of
each line. (“Switch>" or “Switch#”)

System Location

Location information of the switch.

System Contact

Contact information of the switch.

MAC Address

Base MAC address of the switch.

S, +(886)2-8911-6160

PX‘ service@cerio.com.tw
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IPv4 Address Current system IPv4 address.

IPv6 Address Current system IPv6 address.

System OID SNMP system object ID.

System Uptime Total elapsed time from booting.

Current Time Current system time.

Loader Version Boot loader image version.

Loader Date Boot loader image build date.

Firmware Version Current running firmware image version.
Firmware Date Current running firmware image build date.
Telnet Current Telnet service enable/disable state.
SSH Current SSH service enable/disable state.
HTTP Current HTTP service enable/disable state.
HTTPS Current HTTPS service enable/disable state.
SNMP Current SNMP service enable/disable state.

Edit System Information
Administrator can click “Edit” button on the table title to edit following system information.

Edit System Information

[ Apply ] [ Close l

»  System Name: System name of the switch. This name will also use as CLI prefix of each line. (“Switch>"
or “Switch#”).
»  System Location: Location Location information of the switch.
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»  System Contact: Contact information of the switch.

Click the “Apply” button to save your changes or “Close” the button to close settings.

3.2 Logging Message

Administrator can use this tools page to Inspection of system RAM and Flash status.

Status + Logging Message

Logging Message Table
Viewing
Showing entries Showing 1 to 5 of 5 entries Q |

Log ID | Time | Severity | Description
1 Jan 012023 08:00:28 notice AAA-0-CONNECT: New http connection for user root, source 192.168.101

System Information

2 Port
Link Aggregation
MAC Address Table

POE Setting

2 Jan 012023 08:00.14 notice PORT-5-LINK_UP: Interface GigabitEthernet25 link up
VLAN
3 Jan 012023 08:00:13 notice PORT-5-LINK_UP: Interface VLAN1 link up
MAC Address Table
~ 5 4 Jan 012023 08:00:13  notice PORT-5-LINK_UP: Interface GigabitEthernet27 link up
Spanning Tree
ERPS 5 Jan 012023 00:00:13 notice SYSTEM-5-COLDSTART: Cold startup
Discovery First | | Previous
Clear ] [ Refresh

DHCP

»  Viewing: The logging view including:
® RAM: Show the logging messages stored on the RAM.
® Flash: Show the logging messages stored on the Flash.

Field Description

Log ID The log identifier.

Time The time stamp for the logging message.
Severity The severity for the logging message.
Description The description of logging message.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .
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3.3 Port

Display detailed port summary and status information for each port.

3.3.1 Statistics

Administration can choose to view displays standard counters on network traffic form the Interfaces,
Ethernet-like and RMON MIB. Interfaces and Ethernet-like counters display errors on the traffic passing
through each port. RMON counters provide a total count of different frame types and sizes passing
through each port. The “Clear” button will clear MIB counter of current selected port.

Status + Port -+ Statistics

System Information

- i GE1 W
Logging Message e
& Port ; i @ Al
; | O Interface

Etherlike
RMON

Error Disabled
Bandwidth Utilization
Link Aggregation
MAC Address Table
Metwork
¥ Port I
¥ POE Setting l
¥ VLAN
MAC Address Table

—_—

None
) Ssec
10 sec
) 30 sec

?
:
:

¥ Spanning Tree
¥ ERPS
¥ Discovery
DHCP
¥ Multicast
¥ |P Configuration
¥ Securty
ACL
¥ QoS

Diagnostics

¥ Management

Click the “Clear” button to clear this page.
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» Port: Select one port to show counter statistics.
»  MIB Counter : Select the MIB counter to show different counter type.
® All: All counters.
® Interface : Interface related MIB counters.
® Etherlike : Ethernet-like related MIB counters.
® RMON : RMON related MIB counters.
» Refresh Rate : Refresh the web page every period of “None, 5 sec, 10 sec, 30 sec “seconds base to
get new counter of specified port.

3.3.2  Error Disabled
If administrator has set Error disabled functions then can monitor information in page.

Status -+ Port -+ Error Disabled

System Information Error Disabled Table
Logging Message

4 Port

Statistics

Q[

Bandwidth Utilization
Link Aggregation M GE?
MAC Address Table
(] GE3
[ GE4
[] GE5
[ GE8&
M ~ee
Field Description
Port Interface or port number.

Port will be disabled by one of the following error reason:
* BPDU Guard.
e UDLD.
* Self Loop.
* Broadcast Flood.
Reason * Unknown Multicast Flood.
* Unicast Flood.
* ACL.
* Port Security Violation.
* DHCP rate limit.
* ARP rate limit.

Time Left (sec) The time left in second for the error recovery.
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3.3.3 Bandwidth Utilization
This page can display Tx / Rx Real-time bandwidth information of each port. (Instant used rate
per port and this page will refresh automatically in every refresh period).

Status + Port + Bandwidth Utilization

System Information Refresh Rate Sec
Logging Message
& Port
Statistics
Error Disabled

[~ [1000Mbps_[10Mbps]_|Link Down|

Link Aggregation
MAC Address Table

% Neiwork

¥ Port

# POE Setting

» VLAN

¥ MAC Address Table

# Spanning Tree

% ERPS

» Discovery

% DHCP

¥ Multicast

# [P Configuration

» Security

¥ ACL

% QoS

¥ Diagnostics

% Management

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 0 10 20 30 40 50 G0
Transmit (%) Receive (%)

» Refresh Rate: Refresh the web page every period of seconds to get new bandwidth utilization Rata.
® 2: Select the 2 second cycle from the drop-down menu to refresh the display page.
® 5: Select the 5 second cycle from the drop-down menu to refresh the display page.
® 10: Select the 10 second cycle from the drop-down menu to refresh the display page.

3.4 Link Aggregation
If administrator has set LACP function then this can display LACP information. This system have support 8
Link Aggregation group. Administrator can enable 8 LAG.
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Status +» Link Aggregation

System Information
Logging Message

Link Aggregation Table

4 Port
Statistics e ————————————————————————————————
Error Disabled LAG ‘ Name | Type ‘ Link Status | Active Member ‘ Inactive Member |
Bandwidth Utilization LAG 1 _ _
LAG 2
MAC Address Table
LAG 3 — -
Network
LAG 4
FPort
LAG 5 — —
POE Setting
VLAN LAGS
MAG Address Table = = =
Spanning Tree LAG 8
Field Description
LAG LAG Name.
Name LAG port description.

The type of the LAG.
e Static: The group of ports assigned to a static LAG are always
active members.

Type * LACP: The group of ports assigned to dynamic LAG are candidate
ports. LACP determines which candidate ports are active
member ports.

Link Status LAG port link status.

Active Member Active member ports of the LAG.

Inactive Member Inactive member ports of the LAG.

3.5 MAC Address Table

The MAC address table page displays all MAC address entries on the switch including static MAC address
created by administrator or auto learned from hardware.

The “Clear” button will clear all dynamic entries and “Refresh” button will retrieve latest MAC address
entries and show them on page.
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Status + MAC Address Table

System Information MAC Address Table
Logging Message
¢ Port Showing entries Showing 1to 23 of 23 entries
Statistics
Bandwidth Utilization 1 8C:4D-EA:30.DD:53 Management CPU
Link Aggregation 1 00:08:9B:D5:33:E4 Dynamic GE27
1 00:11:32:11:76:30 Dynamic GE27
Network 1 00:1A-97:01:AD:B1 Dynamic GE27
: :;r:E Setting 1 00:60:B9:BF:B6:74 Dynamic GE27
¢ VLAN 1 00:ED:AD:10:04:5C Dynamic GE27
¢ MAC Address Table 1 10:60:4B:8B:78:99 Dynamic GE27
Spanning Tree 1 1C:EF:65:26:B9:13 Dynamic GE27
ERPS 1 1C:6F:65:41:52:73 Dynamic GE27
Discovery 1 40:B0:34:54:97:82 Dynamic GE25
DHCP 1 58:38:79:0D:1C:12 Dynamic GE27
+ Multicast 1 GC:B1:58:2E:38:67 Dynamic GE27
% IP Configuration 1 6C:B1:58:2E:38:74 Dynamic GE27
¥ Security 1 6C:B1:58:2E:3B:35 Dynamic GE27
¥ ACL 1 6C:F0:49:0A:85:C1 Dynamic GE27
¥ QoS 1 B8C:4D:EA04:F8:50 Dynamic GE27
¥ Diagnostics 1 90:09:D0:25:A9:4F Dynamic GE27
Management 1 S4:DE:80:70:B4:CD Dynamic GE27
1 98:97:CC:3A6A0C Dynamic GE27
1 A4:5D:36:C7:4D:B3 Dynamic GE27
1 E0:2A:82:A2:2D:40 Dynamic GE27
1 F4:6D:2F96:C8:77 Dynamic GE27
1 F4:6D:2F:96:CC:7F Dynamic GE27
[ Clear l [ Refresh
Field Description
VLAN VLAN ID of the mac address
MAC Address MAC address

The type of MAC address
* Management: DUT’s base mac address for management
e Static: Manually configured by administrator
* Dynamic: Auto learned by hardware
The type of Port
Port * CPU: DUT’s CPU port for management purpose
* Other: Normal switch port

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .
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4. Network
4.1 DNS

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address and

vice versa. Use the DNS screen to configure and view the default DNS servers on the Switch.

Use these pages to configure information about which DNS servers your network uses and how the switch
operates as a DNS client.

DNS service on this switch allows host names to be mapped to IP addresses using static table entries or by
redirection to other name servers on the network. When a client device designates this switch as a DNS
server, the client will attempt to resolve host names into IP addresses by forwarding DNS queries to the
switch, and waiting for a response.

You can manually configure entries in the DNS table used for mapping domain names to IP addresses,
configure default domain names, or specify one or more name servers to use for domain name to address
translation.

You can use these pages to configure information about DNS servers the network uses and how the switch
operates as a DNS client.
Use this page to configure global DNS settings and DNS server information.

Network + DNS

¢ Status

DNS Configuration

Hosts
System Time
Port
POE Setting
VLAN l
MAGC Address Table
Spanning Tree
ERPS DNS Server Configuration

| Oobisabe
DNS Status. o . =

DNS Default Name |ceri0.co.tw

| (1 fo 255 alphanumeric characters)

Apply |

Discovery
¥ DHCP Q |
% ] | Preference | DNS Server |

IP Configuration l ] 1 192.168.101.100

Security

ACL | add || Deete |

DNS Configuration
Select the Disable or Enable button to specify whether to disable or enable the administrative state of the
DNS client:
>  DNS Status:

® Disable : Prevent the switch from sending DNS queries.

® Enable: Allow the switch to send DNS queries to a DNS server to resolve a DNS domain name.
»  DNS Default Name : Enter the default DNS domain name to include in DNS queries.
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Click the “Apply” button to save your changes.
DNS Server Configuration

Administrator can configure this DNS Server Setting “add” and “Delete “ function management.

Field Description

The Preference field displays the server preference order. The

Preference . . . .
preference is set in the order in which preferences were entered.

DNS Server Shows the server is added to the list.

» Add : To specify the DNS server to which the switch sends DNS queries, enter an IP address in
standard IPv4 dot notation in the DNS Server Address and click Add. The server appears in the list
below. You can specify up to eight DNS servers. The preference is set in the order created.

» Delete : To remove a DNS server from the list, select the check box next to the server you want to
remove and click Delete. If no DNS server is specified, the check box is global and will delete all the
DNS servers listed.

Administrator can configure this DNS Server Configuration “Apply” and “Cancel “on the screen and
reset the data on the screen to the latest value of the switch.
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4.2 Host

This page provide administrator to view Host Name to IP Address Information, Administrator can set this
page to manually map host names to IP addresses or to view dynamic host mappings.

Network » Hosts

Status

DNS Host Configuration

Q[ —

System Time

W | Host | IPv4IPv6 Address |

POE Setting [] google.com 216.239.32.10
VLAN [] ceriocc 97.74.109.10
MAC Address Table [ Add l l Delete ]
Spanning Tree

ERPS

Discovery Dynamic Host Mapping

DHCP
Multicast Q |:
IP Gonfiguration Host | Total | Elapsed | Type | IPv4/IPvé Address |

0 results found.

Security
ACL
QoS [

Clear ]

Click the “Clear” button to clear this page

DNS Host Configuration
Administrator can configure “add” and “Delete” for a static entry to the local dynamic host mapping Table
function management.

Field Description

Show “host name” that for you assign to the specified IP

Host
0s address.

IPv4/1Pv6 Address The IP address associated with the “host name”.

Add Host

Host |g00gle_c0m | (1 fo 255 alphanumeric characrers)i

- -4

| IPv4llPv6 Address | [216 239 32 10 | i

[ Apply l [ Close l

» Host: Administrator can set the Host Name field, specify the static host name to add.
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> IPv4/I1Pv6 Address: Enter the IP address to associate with the host name to this " IPv4/IPv6 Address"
field, The entry is displayed in the list on the page after “Apply” creation.

Click the “Apply” button to save your changes or “Close” the button to close settings.

Dynamic Host Mapping
Administrator can clear all the dynamic host name entries from the list, click the Clear button.

The Dynamic Host Mapping table shows host name-to-IP address entries that the switch learned.

Field Description
Host Displays the lists the host name you assign to the specified IP address.
Displays the amount of time since the dynamic entry was first added to
Total
the table.
Elapsed Displays the amount of time since the dynamic entry was last updated.
Type Displays the type of the dynamic entry.

Displays the lists the IPv4 or IPv6 addresses associated with the host

IPv4/IPv6 Address
name.

Click the “Apply” button to save your changes or click the “Clear” button to refresh the page .

4.3 System Time

System time can be configured via this page. Administrator can select SNTP Server or from computer to
update the system time or administration can use manual setting the system time.

Note. If administrator chooses SNTP Server to synchronization update time then must confirm system
gateway and DNS is correct and switch system must be able to connect to the SNTP Server.
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Network —+ System Time

¥ Status

POE Setting
¥ VLAN
¥ MAC Address Table
¥ Spanning Tree
ERPS

¥ Discovery
¥ DHCP
¥ Multicast
IP Configuration
¥ Securty
¥ ACL
¥ QoS

Diagnostics

System Time
»  Source: Select the time source.
® SNTP: Time sync from NTP server.
® From Computer: Time set from browser host.
® Manual Time: Time set by manually configure.
» Time Zone: Select a time zone difference from listing district.
SNTP
»  Address Type: Select the address type of NTP server. This is enabled when time source is SNTP.
»  Server Address: Input IPv4 address or hostname for NTP server. This is enabled when time Source is
SNTP.
» IPv6 Address: Input NTP port for NTP server. Default is 123. This is enabled when time source is SNTP.
Manual Time
» Date: Input manual date. This is enabled when time source is manual.
» Time: Input manual time. This is enabled when time source is manual.

Daylight Saving Time
The Switch support Daylight saving time function, if administrator need enable and set the Daylight saving
time function will can be enable this function.
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b4

Daylight Saving Time

8 MNone
' (O Recurring
i () Non-recurring
~
)]

| O usa |
i () Europen i

E Offset |

From: Day Week Manth Time

To: Day Week Manth Time
From:

"m_mcurﬁ"g :r-::_______:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::_J:
| To |

Operational Status

| CurentTime | 2023-03-17 1433.02UTC+8 |

Apply

»  Type: Select the mode of daylight saving time.
® Disable: Disable daylight saving time.
Recurring: Using recurring mode of daylight saving time.
Non-Recurring: Using non-recurring mode of daylight saving time.
USA: Using daylight saving time in the United States that starts on the second Sunday of March
and ends on the first Sunday of November.
® European: Using daylight saving time in the Europe that starts on the last Sunday in March and
ending on the last.
» Offset : Specify the adjust offset of daylight saving time.
»  Recurring From: Specify the starting time of recurring daylight saving time. This field available when
selecting “Recurring” mode.
»  Recurring To: Specify the ending time of recurring daylight saving time. This field available when
selecting “Recurring” mode.
» Non-recurring From: Specify the starting time of non-recurring daylight saving time. This field
available when selecting “Non-Recurring” mode.
»  Non recurring To: Specify the ending time of recurring daylight saving time. This field available when
selecting “Non-Recurring” mode.

Operational Status
Current Time: Display the current operating time

Click the “Apply” button to save your changes settings.
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5. Port
5.1 Port setting

This page shows port current status and allow user to edit port configurations. Select port entry and click

“Edit” button to edit port configurations.

Port + Port Setting
Status

Port Setting Table

Q[

Error Disabled v 5
Description ‘ State ‘Llnk 5tatus| Speed ‘ Duplex ‘FIowConiroI

% Link Aggregation u
EEE O 25 GE25 1000M Combo Copper Managmentport Enabled Up Auto (1000M)  Auto (Full) Enabled (Off)
Jumbo Frame 0 27 GE27 1000M Combo Copper Enabled Up Auto (10M) Auto (Full) Disabled (Off)
POE Setting ) 1 GE1 1000M Copper Enabled Down Auto Auto Disabled
VLAN O 2 GE2  1000M Gopper Enabled Down Auto Auto Disabled
MAC Address Table ) 3 GE3  1000M Copper Enabled Down Auto Auto Disabled
Spanning Tree 0 4 GE4  1000M Copper Enabled Down Auto Auto Disabled
ERPS ) 5 GE5  1000M Gopper Enabled Down Auto Auto Disabled
Discovery 0 6 GEG  1000M Copper Enabled Down  Auto Auto Disabled
(2l [e= 0 7 GE7  1000M Gopper Enabled  Down  Auto Auto Disabled
pulticast 0 8 GES  1000M Copper Enabled  Down  Auto Auto Disabled
Field Description
Port Display for Port Name.
Type Display for Port media type.
Description Display custom port description.

Display for Port admin state.
State * Enabled: Enable the port.
* Disabled: Disable the port.
Current port link status.

Link Status e Up: Portis link up.
e Down: Port is link down.

Speed Current port speed configuration and link speed status.
Duplex Current port duplex configuration and link duplex status.
Flow Control Current port flow control configuration and link flow control status.

Administrator can set speed / Duplex / Flow Control by each port.
Please select port number in checkbox and click apply button to set speed / Duplex / Flow Control of each
port.

@ WWW.cerio.com.tw & +(886) 2-8911-6160 ’X‘ service@cerio.com.tw



USER MANUAL

Edit Port Setting

Port: GE25

Description ||Vlanag mentport I

State . Enable

@ Auto O 10M
O Auto-10M (O 100M
SPeedi )\ to-100M () 1000M
() Auto - 1000M

® Ao
Duplex: () Full
() Half

() Auto
Flow Control | @ Enable
() Disable

| Apply || Close |

Port: Selected port list.
Description: Custom port description
State: Port admin state.
® Enabled: Enable the port.
@ Disabled: Disable the port.
»  Speed: Port speed capabilities.
@ Auto: Auto speed with all capabilities
Auto-10M: Auto speed with 10M ability only
Auto-100M: Auto speed with 100M ability only
Auto-1000M: Auto speed with 1000M ability only
Auto-10M/100M: Auto speed with 10M/100M abilities
10M: Force speed with 10M ability
100M: Force speed with 100M ability
® 1000M: Force speed with 1000M ability
»  Duplex: Port duplex capabilities.
@ Auto: Auto duplex with all capabilities
@ Half: Auto speed with 10M and 100M ability only
® Full: Auto speed with 10M/100M/1000M ability only
»  Flow Control: Port flow control.
@ Auto: Auto flow control by negotiation
® Enabled: Enable flow control ability
@® Disabled: Disable flow control ability

Y V V

Click the “Apply” button to save your changes or “Close” the button to close settings.
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5.2 Error Disabled

This function can block of faulty operation, including EPDU Guard / UDLD / Self Loop / Broadcast Flood /
Unknown Multicast Flood / Unicast Flood / ACL / Port Security / DHCP Rate Limit / ARP Rate Limit etc.
After administrator enable this functions, if occur error in table functions then system will auto

immediate block of faulty operation until the after the set time, system will auto re-enable.

Recovery Interval [300 |

BPDU Guard [ Enabe
upLD Enable
Self Loop Enable
Broadcast Flood - Enable

Unknown Multicast Flood | Enable

Unicast Flood Enable
ACL Enable
By s
DHCP Rate Limit Enable
ARP Rate Limit Enable

| Apply |

Y

Recovery Interval: Auto recovery after this interval for error disabled port.

» BPDU Guard: Enabled to auto shutdown port when BPDU Guard reason occur.
*This reason caused by STP BPDU Guard mechanism.
UDLD: Enabled to auto shutdown port when UDLD violation occur.
Self Loop: Enabled to auto shutdown port when Self Loop reason occur.
Broadcast Flood: Enabled to auto shutdown port when Broadcast Flood reason occur.
*This reason caused by broadcast rate exceed broadcast storm control rate.
»  Unknown Multicast Flood: Enabled to auto shutdown port when Unknown Multicast Flood reason
occur. This reason caused by unknown multicast rate  exceed unknown multicast storm control rate.
»  Unicast Flood: Enabled to auto shutdown port when Unicast Flood reason occur.
*This reason caused by unicast rate exceed unicast storm control rate.
»  ACL: Enabled to auto shutdown port when ACL shutdown port reason occur.
* This reason caused packet match the ACL shutdown port action.
»  Port Security: Enabled to auto shutdown port when Port Security Violation reason occur.
*This reason caused by violation port security rules.
»  DHCP rate limit: Enabled to auto shutdown port when DHCP rate limit reason occur.
*This reason caused by DHCP packet rate exceed DHCP rate limit.
»  ARP rate limit: Enabled to auto shutdown port when ARP rate limit reason occur.
*This reason caused by DHCP packet rate exceed ARP rate limit.

YV V V

Click the “Apply” button to save your changes settings.
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5.3 Link Aggregation

Link Aggregation is also referred to as link aggregation, teaming port, and port trunk for 802.3ad (LACP,
Link Aggregation Control Protocol), The Port Aggregation can aggregate multiple Ethernet ports together
to form a logical aggregation group. To upper layer entities, all the physical links in an aggregation group
are a single logical link.

5.3.1 Group Configuration

Administrator can select use MAC Address or IP-MAC address of load balance Algorithm.

This system default can set 8 LA group, administrator can select LAG number and click Edit button go to
set LA used ports.

Port + Link Aggregation + Group

Status

B T ——
5 . . @® MAC Address
BN | | AR O i

PortSeting = N
Error Disabled
# Link Aggregation

Link Aggregation Table

Port Setting
LACP

EEE

Jumbo Frame

¥ POE Setting

| LAG | Name | Type | Link Status | Active Member

¥ VLAN O

v ERPS O LAG4

¥ Discovery () LAG5 — —

¥ Multicast () LAG7 — —
| Edit |

¥ Security
¥ ACL

» Load Balance Algorithm: LAG load balance distribution algorithm.
® MAC Address: Based on MAC address.
® |P-MAC Address: Based on MAC address and IP address.

Click the “Apply” button to save your changes settings.
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Field Description

LAG LAG Name.

Name LAG port description.

The type of the LAG.
e Static: The group of ports assigned to a static LAG are
always active members.

Type * LACP: The group of ports assigned to dynamic LAG are

candidate ports. LACP determines which candidate
ports are active member ports.

Link Status LAG port link status.

Active Member Active member ports of the LAG.

Inactive Member Inactive member ports of the LAG.

Edit Link Aggregation Group

. 1AG|
Name | [LAGGRPOUP-1 '
Type

LACP §

Available Port Selected Port

: [GE1
| |GE2

i |GE3
Membest; | -,
i |GE5
| |GE6
| |GE7 :
i |GEB - |

Apply l [ Close l

YV V V

>

LAG: Selected LAG group ID.

Name: LAG port description.

Type: The type of the LAG.

@ Static: The group of ports assigned to a static LAG are always active members.

® LACP: The group of ports assigned to dynamic LAG are candidate ports. LACP determines
which candidate ports are active member ports.

Member: Select available port to be LAG group member port.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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5.3.2  Port Setting
This page shows LAG port current status and allow user to edit LAG port configurations. Select LAG
entry and click “Edit” button to edit LAG port configurations.

Port + Link Aggregation + Port Setting

Port Setting Table

Port Setting Q[
Error Disabled | LaG | | Description | State | Link Status Speed | Duplex | Flow Control |
4 Link Aggregation . Type P p p
Group (] LAG1 SalesDept  Enabled Down Auto Auto  Enabled
] LAG2 ACCDept Enabled Down Auto - 100M Auto Disabled
LAGP [] LAG3 ENGDept Enabled Down Auto - 1000M  Aufo Enabled
EEE [ LAG4 Enabled  Down  Auto Auto  Disabled
Jumbo Frame
: (] LAGS5 Enabled Down Auto Auto  Disabled
¥ POE Setting ‘
+ VLAN (] LAGS Enabled Down Auto Auto DTsab\ed
v MAGC Address Table ] LAG7 Enabled Down Auto Auto Disabled
¥ Spanning Tree ] LAGS Enabled Down Auto Auto Disabled
v ERPS [ e
Field Description
LAG Display for LAG Port Name.
Type Display for LAG Port media type.
Description Display custom LAG Port description.
LAG Port admin state.
State * Enabled: Enable the port.

¢ Disabled: Disable the port.
Current LAG port link status.

Link Status * Up: Port is link up.
e Down: Port is link down.

Speed Current LAG port speed configuration and link speed status.
Duplex Current LAG port duplex configuration and link duplex status.
Flow Control Current LAG port flow control configuration and link flow control status.
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Edit Port Setting

Port LAG2

Description [RDDept |

State | Enable

| @ Auto O 10M

' O Auto-10M () 100M
Speed | () Auto- 100M (O 1000M
. (O Auto - 1000M

() Auto - 10M/100M
@ Auto
Flow Control | () Enable
() Disable
L_Appy | cCiose |

Port: Selected port list.
Description: Custom LAG Port description.
State: Port admin state.
® Enabled: Enable the port.
® Disabled: Disable the port.
» Speed: Port speed capabilities.
® Auto: Auto speed with all capabilities
Auto-10M: Auto speed with 10M ability only
Auto-100M: Auto speed with 100M ability only
Auto-1000M: Auto speed with 1000M ability only
Auto-10M/100M: Auto speed with 10M/100M abilities
10M: Force speed with 10M ability
100M: Force speed with 100M ability
® 1000M: Force speed with 1000M ability
»  Flow Control: Port flow control.
® Auto: Auto flow control by negotiation
® Enabled: Enable flow control ability
@® Disabled: Disable flow control ability

Y V V

Click the “Apply” button to save your changes or “Close” the button to close settings.
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5.3.3 LACP

The LACP can aggregate multiple Ethernet ports together to form a logical aggregation group. To upper
layer entities, all the physical links in an aggregation group are a single logical link.

Administrator can to configure LACP global and port configurations. Select ports and click “Edit” button
to edit port configuration.

ort + Link Aggregation + LACP
¢ Status

TR | [ eemten b

Port Setting ‘ App |
Error Disabled L
4 Link Aggregation
Giralp LACP Port Setting Table
Port Setting
Jumbo Frame W  Entry | Port | PortPriority | Timeout |
¢ POE Setting 0 1 GE1 1 Short
¢ VLAN O 2 GE2 2 Long
¢ MAC Address Table 0 3 GE3 5 Short
¢ Spanning Tree 0 4 GE4 5 Short
¢ ERPS O 5 GE5 1 Long
. D
iscovery 0 6 GE6 1 Long
¢ DHCP
O 7 GE7 1 Long
¢ Multicast .
| R FR 1 I nnn

» System Priority: Administrator configures the LACP system priority on each switch running
LACP. LACP uses the system priority with the switch MAC address to form the system ID and
also during negotiation with other switches. This decides the system priority field in LACP
PDU.

Click the “Apply” button to save your changes settings.
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Field

Description

Port

Port Name.

Port Priority

LACP priority value of the port.

Timeout

The periodic transmissions type of LACP PDUs.
* Long: Transmit LACP PDU with slow periodic (30s).
* Short: Transmit LACPP DU with fast periodic (1s).

Edit LACP Port Setting

R

i
:

r-

| Port Priority ; |1
i

:

|

|

! @ Long
D O ston
[ Apply H Close ]

»  Port: Selected port list.

»  Port Priority: Enter the LACP priority value of the port.

» Timeout: The periodic transmissions type of LACP PDUs.
@® Long: Transmit LACP PDU with slow periodic (30s).
@® Short: Transmit LACPP DU with fast periodic (1s).

Click the “Apply” button to save your changes or “Close” the button to close settings.

5.4 EEE

Energy Efficient Ethernet (EEE) combines the MAC with a family of physical layers that support operation
in a low power mode. It is defined by IEEE 802.3az Energy Efficient Task Force. Lower power mode enables
both the send and receive sides of the link to disable some functionality for power savings when lightly
loaded. Transition to low power mode does not change the link status. Frames in transit are not dropped

or corrupted in transition

to and from low power mode. Transition time is transparent to upper layer

protocols and applications.

This switch support Energy-effcient Ethernet(EEE) function. Administrator can by ports to setting Enable or
Disable for the EEE function. The default is “Disable”.
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Port - EEE
Status

v Network EEE Setting Table

Port Setting
Error Disabled

% Link Aggregation
Group

Port Setting
LACP

Q[
| Entry | Port | State |

1  GE1 Enabled
2 GE2 Enabled

3 GE3 Enabled

Jumbo Frame

POE Setting

¥ VLAN
¥ MAC Address Table

GES Enabled
GE6  Disabled
GE7 Enabled
GE8 Disabled
GE9 Enabled
10 GE10 Disabled

0w oo ~N O O

¥ ERPS

oUsUs8 U0 00U

v
v
v
¥ Spanning Tree
v
v

Field Description

Port Port Name

Port EEE admin state.
State/Operational * Enabled: EEE is enabled/ is operating
Status * Disabled: EEE is disabled/ is no operating

Edit EEE Setting

Port| GE3GE7,GE9,GE12.GE13 ]
State ' [ Enable

| Appy || close |

»  Port: Selected port list.

>  State: Port EEE admin state.
® Enable: Enable EEE
® Disable: Disable EEE

Click the “Apply” button to save your changes or “Close” the button to close settings.
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5.5 Jumbo Frame
The administrator can set the Jumbo Frame size and display it on this page.

Pori + Jumbo Frame
% Shatus
% MNetwork

RO P ==

} |10000 :

5 _—T—

FPart Setting

Error Disabled

# Link Aggregation
Group
Port Setting
LACP

EEE

l Apply |

» Jumbo Frame: Enable or disable jumbo frame. When jumbo frame is enabled, switch max
frame size is allowed to configure. When jumbo frame is disabled, default frame size 1522 will

be used.

Click the “Apply” button to save your changes settings.

6. POE

PoE or Power over Ethernet is an IEEE standard used to pass electrical power along with data over
standard Ethernet Cable. Utilising 2 of the 4 pairs of an Ethernet Cable PoE provides up to 15.4W (IEEE
802.3af) or 25.5W (IEEE 802.3at) of power. PoE is used to power devices such as IP Cameras, Wireless
Access Points and IP Phone. Being able to use a single cable to run both data and power saves in
cabling costs, helps unclutter messy cables on your desk and is perfect for those environments where
a power point is not able to be installed where your Ethernet equipment is needed.

The PoE switches are IEEE 802.3at compliant and can supply up to 25.5W per port.

Advanced features such as PoE Power scheduling, PoE priority and having the ability to allocate a
particular amount of power per port are just some of the features that the PoE Switch support.

6.1 POE Port Setting

This page system can displayed PoE port is enable or disable and on /off , calculate used PoE type
/PoE Level / Actual power(mW) / Power Voltage(V) / Current(mA), Refresh Rate None or 5/10/30sec

information.
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POE Setting + POE Port Setting

¥ Status

¥ Network System info

¥ Port

S e D) R
POE PO”. Timer Se“jng o SSSSSISSSSSSISSSSSISSSISIISSSISISSSSISSSSSSSsSsSSSsSssssssssssssssssssssssssssssssssszag

+ VLAN L =

¥ MAC Address Table Refresh Rate | =

¥ Spanning Tree

v ERPS

¢ Discovery Port Setting Table

v DHCP

¥ Multicast

% IP Configuration

¥ Security

¢ ACL 0 1 GE1 Disabled Off  AF(N) NA NiA N/A NiA

v QoS ] 2 GE2 Disabled Off  AF(N)  N/A NiA NIA NIA

% Diagnostics [] 3 GE3 Enablad Off AF(N) 0 N/A NIA NIA

'+ Management O 4 GE4 Enabled Off  AF(N) 0 NIA NIA NIA
0 5 GE5 Disabled Off  AF(N) NA NiA N/A NiA
O 6 GE6 Enabled Off AF(N) 0 N/A N/A NIA
0 7 GET Enabled Off  AF(N) 0 NiA N/A NiA
] 8 GES Disabled Off  AF(N)  N/A NiA NIA NIA
0 9 GE9 Enabled Off  AF(N) 0 NiA N/A NiA
0 10 GE10  Enabled Off  AF(N) 0 N/A NIA NIA

»  System Power(W) : Display the POE system power (Watt).

»  System Temperature(C) : Display the system temperature ( °C).

»  Refresh Rate : Refresh the web page every period of “None, 5 sec, 10 sec, 30 sec “seconds base to
get new counter of specified POE port.

Field Description

Port Port Name.

Port admin state.
Port Enable * Enabled: POE Port is enabled.
* Disabled: POE Port is disabled.
Port POE admin state.
Status * On: POE is operating.
e Off: POE is no operating.

Display the type of POE, including AF (Y) connected / AF (N) not

T
ype connected / AT (Y) connected / AT (N) not connected.
Level Display the Class level used by POE, displayed 0/1/2/3/4 as Class0 /
Class1 / Class2 /Class3 / Class4.
Actual
Di E .
Power(mW) isplay the POE actual power used (mW)
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Voltage(V) Display the POE Voltage used (V).

Current(mA) Display the POE Current used (mA).

Select the port form 1 - 24 port to be set, and click "Edit" to edit the settings.
Edit Port Setting

This section is used to enable/disable PoE on a per port basis, set the POE enable/disable per port on
this PoE switches.

» Port: Will be displayed based on your selection.
® Enable : PoE enabled for the port.
® Disable : PoE disabled for the port.

Click the “Apply” button to save your changes or “Close” the button to close settings.

6.2 POE Port Time Setting

The PoE switch supports a PoE scheduling feature that allows administrators to turn off devices when
they are not in use. This can be used as a power saving function, or as a power restart control for the
PD device. At the same time, the power consumption of the switch can be effectively limited through
the power time control.To configure the PoE Scheduling function via the Web Interface, Set the
desired time for the device to power on by ticking and checkbox and modify for your configuration.

POE Setting + POE Port Timer Setting
Status

Network

Port

POE Setting
VLAN

MAC Address Table Mon ggg 4
Spanning Tree Tue |gE7 v
ERPS Wed |GEB v
Discovery Thu gg?o v
DHCP Fri |GE11 v
Multicast S s v
IP Configuration Sun GE14 v
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» Port: Select one port to set time schedule.

Port | | GE3 v |

Tue O 0 40 0

Thu B e BN

Sun O 0O O 0O

2 5= B B

Mon O O

Fri (J
l Apply ‘

» Mon/Tue/Wed/Thu/Fri/Sat/Sun : Select POE start time based on Monday-Sunday and 00-23 hours.

Click the “Apply” button to save your changes settings.

7. VLAN

A virtual local area network, virtual LAN or VLAN, is a group of hosts with a common set of requirements that
communicate as if they were attached to the same broadcast domain, regardless of their physical location. A
VLAN has the same attributes as a physical local area network (LAN), but it allows for end stations to be
grouped together even if they are not located on the same network switch.

The CS-3424G-24P adding Virtual LAN (VLAN) support to a Layer 2 switch offers some of the benefits of both
bridging and routing. Like a bridge, a VLAN switch forwards traffic based on the Layer 2 header, which is fast,
and like a router, it partitions the network into logical segments, which provides better administration, security
and management of multicast traffic.

Administrator can set IEEE 802.1g Tag Based VLAN or Port Based VLAN. System default is VLAN1 Port based
(PVID).

7.1 VLAN

7.1.1 Create VLAN
Administrator can select VLAN number in Available VLAN list, this VLAN number based on IEEE 802.1q
standard. Available VLAN list can be multiple choices.
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Status

Network | Available VLAN ~ Created VLAN
Port i
- | [VLAN 2 VLAN 1
POE Setting | [VLAN 3 VLAN 4094
- VLAN VLAN VLAN 4
VLAN 5
% VLAN VLAN 6
| |[VLAN 7
VLAN Configuration ' |VLAN 8
Membership i [VLAN 9 -
PortSetting 00 W
% Voice VLAN |
v | Apply |
% Protocol VLAN
2 MAC VLAN
¥ Surveillance VLAN VLAN Table
% GVRP
MAC Address Table Showing entries Showing 1
Spanning Tree S T T e
Crps W | VLAN | Name | Type | VLAN interface State
- 1 default Default Enabled
Discovery . .
DHCP 4094 VLAN4094 Static Disabled
Multicast
| Edt || Delete |

IP Configuration

> VLAN: Administrator can select VLANs number in "Available VLAN" table and move to "Created VLAN"
table will complete the 802.1q VLAN.

Click the “Apply” button to save your changes settings.
VLAN Table: Administrator can checkbox VLAN to edit or delete, if check and click "Edit" button then

administrator can manual modify name description for this VLAN.
Edit VLAN Name

Name | |[VLAN4094

|. Apply | ‘ Close |

Click the “Apply” button to save your changes or “Close” the button to close settings.

7.1.2 VLAN Configuration
Administrator can choose set Excluded / Forbidden / Tagged / Untagged function in membership table of
the Port and LAG.
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VLAN -+ VLAN -+ VLAN Configuration
Status

Network VLAN Configuration Table
:
= VLAN [VLAN4094 v

— VLAN

VLAN
Create VLAN

« | K |«

«
=
[=]
=1

&

Entry Port | Mode | Membership | PVID | Forbidden |

1 GE1 Trunk O Excluded O Tagged ® Untagged

e 2 GE2 Trunk O Excluded O Tagged ® Untagged

Port Setting 3 GE3 Trunk @® Excluded O Tagged O Untagged

¥ Voice VLAN 4 GE4 Trunk ® Excluded O Tagged O Untagged

¥ Protocol VLAN 5 GE5 Trunk O Excluded @ Tagged O Untagged

9 MACVLAN 6 GEB6 Trunk OExcluded @ Tagged O Untagged
¥ Surveillance VLAN ) ry °

% GVRP Excluded Tagged Untagged

8 GE8 Trunk ® Excluded O Tagged O Untagged
@ Excluded Tagged o Untagged

10 GE10 Trunk ® Excluded O Tagged O Untagged
1 GEM Trunk  ®Excluded O Tagged O Untagged
12 GE12 Trunk ® Exciuded O Tagged O Untagged

— —_ —_

MAC Address Table
Spanning Tree
ERPS

¥
¥

OCUOSNNC 00000

¥ Discovery
¥ DHCP

Field Description

VLAN Select specified VLAN ID to configure VLAN configuration.
Port Display the interface of port entry.

Mode Display the interface VLAN mode of port.

Select the membership for this port of the specified VLAN ID.

* Forbidden: Specify the port is forbidden in the VLAN.
Membership ¢ Excluded: Specify the port is excluded in the VLAN.

* Tagged: Specify the port is tagged member in the VLAN.

* Untagged: Specify the port is untagged member in the VLAN.

PVID Display if it is PVID of interface.

Forbidden Forbidden: Specify the port is forbidden in the VLAN.

»  VLAN: Administrator can click drop down menu to choose VLAN and set.

® Excluded: This interface is currently not a member of the VLAN. This is the default for all the
ports and LAGs.

® Tagged: This interface is a tagged member of the VLAN.

® Untagged: This interface is an untagged member of the VLAN. Frames of the VLAN are sent
untagged to the interface VLAN.

® PVID: Check to set the PVID of the interface to the VID of the VLAN. PVID is a per-port setting.

® Forbidden: Select for this specified port of the Forbidden.
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7.1.3 Membership

Display all port setting information. Administrator can checkbox and click “Edit” button to modify VLAN
type. (Note: Number=VLAN number, F=Forbidden, T=Tagged, U=Untagged, P=PVID)

When a port is forbidden default VLAN membership, that port is not allowed membership in any other
VLAN. An internal VID of 4095 is assigned to the port. This PVID on the ports between the two devices
must be the same if the ports are to send and receive untagged packets to and from the VLAN. Otherwise,

traffic might leak from one VLAN to another.
VLAN -+ VLAN -+ Membership

Membership Table

| Entry | Port | Mode | Administrative VLAN | Operational VLAN |

& VLAN O 1 GE1 Tunk 1UP 1UP
Create VLAN p
VLAN Configuration O 2 GE2 Trunk 1UP 1UP
O
Port Setting O 4 GE4 Trunk  1UP 1UP
M O 5 GE5 Trunk 1UP 1UP
v Protocol VLAN
- Troleco O 6 GE6 Trunk 1UP 1UP
© MAC VLAN
v Surveillance VLAN O 7 GE7  Trunk 1UP 1UP
© GVRP O 8 GE8 Trunk 1UP 1UP
¥ MAC Address Table O 9 GE9 Trunk 1UP 1UP
¥ Spanning Tree O 10 GE10 Trunk 1UP 1UP
Field Description
Port Display the interface of port entry.
Mode Display the interface VLAN mode of port.
Administrative VLAN Display the administrative VLAN list of this port.

Display the operational VLAN list of this port. Operational VLAN
Operational VLAN means the VLAN status that really runs in device. It may different to
administrative VLAN.
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Lemplify yeusr Wirg

Edit Port Setting

Port| GE3
Mode | Trunk

4094 1UP

Membership

. (O Forbidden

. O Tagged
| @ Untagged

| Apply | | Close |

»  Port: Display selected port number.

» Mode: Displays the port VLAN mode that was selected on the Interface Settings page.

» Membership: Move the VLAN IDs from the left list to the right list by using the arrow buttons. The
default VLAN might appear in the right list if it is tagged, but it cannot be selected.

Click the “Apply” button to save your changes or “Close” the button to close settings.
7.1.4 Port Setting

Administrator can set Access / Trunk / Hybrid for VLAN mode.

VLAN -+ VLAN - Port Setting

Port Setting Table

a
(] 1 GE1 Trunk 1 Al Enabled Disabled 0x8100
Create VLAN )
VLAN Configuration O 2 GE2  Trunk 1 Al Enabled Disabled 0x8100
Membership (] 3 GE3  Hybrid 4094 Untag Only Enabled Disabled 0x8100
% Voice VLAN
R 6 GE6 Hybrid 1 Tag Only Disabled Disabled  0x8100
© MAC VLAN
& Surveillance VLAN
2 GVRP 8 GE8 Hybrid 1 Tag Only Disabled Disabled 0x8100
¥ MAC Address Table
¥ Spanning Tree 10 GE10 Hybrid 1 Tag Only Disabled Disabled 0x8100
¥ ERPS ] 11 GE11  Trunk 1 Al Enabled Disabled 0x8100
¥ Discovery ] 12 GE12 Trunk 1 Al Enabled Disabled 0x8100
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Field Description

Port Display the interface.

Mode Display the VLAN mode for Hybrid/Access/Trunk/Tunnel mode of port.
PVID Display the Port-based VLAN ID of port.

Accept Frame Type Display accept frame type of port.

Ingress Filtering Display ingress filter status of port.

Uplink Display uplink status.

TPID Display TPID used of interface.

Edit Port Setting

_____________
_____________

— —fmeee

Accept Frame Type | ® Tag Only :
! O Untag Only

Ingress Filtering | [ | Enable

[ Apply l [ Close ]

»  Hybrid: The interface can be a tagged or untagged member of one or more VLANSs.

» Access: The interface is an untagged member of a single VLAN. A port configured in this mode is
known as an access port.

»  Trunk: The interface is an untagged member of one VLAN at most, and is a tagged member of zero or
more VLANSs. A port configured in this mode is known as a trunk port.

»  Tunnel: This enables the user to use own VLAN arrangements (PVID) across the provider network.

»  PVID: Enter the Port VLAN ID (PVID) of the VLAN to which incoming untagged and priority tagged
frames are classified.

»  Accept Frame Type: Select the type of frame that the interface can receive. Frames that are not of
the configured frame type are discarded at ingress. These frame types are only available in General
mode. As follow.
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® All: The interface accepts all types of frames: untagged frames, tagged frames, and priority
tagged frames.

® Tag Only: The interface accepts only tagged frames.

® Untag Only: The interface accepts only untagged and priority frames.

» Ingress Filtering: Administrator can check Enable to enable ingress filtering. When an interface is
ingress filtering enabled, the interface discards all incoming frames that are classified as VLANs of
which the interface is not a member. Ingress filtering can be disabled or enabled on general ports. It
is always enabled on access ports and trunk ports.

»  Uplink: Administrator can check Enable to set the interface as an uplink port.

»  TPID: If Unlink is enabled, select the Modified Tag Protocol Identifier (TPID) value for the interface.

Click the “Apply” button to save your changes or “Close” the button to close settings.

7.2 Voice VLAN

Voice VLAN allows you to enhance VolP service by configuring ports to carry IP Voice traffic from IP phones
on a specific VLAN. VolIP traffic has a preconfigured OUI prefix in the source MAC address. Administrator
can set VLAN ID in the range of 1 to 4094.

7.2.1 Property

VLAN —+ Voice VLAN ~+ Property

¥ Status

¥ Network [
¥ Port
¥ POE Setting

VLAN

CoS/802.1p |

Remarking

Create VLAN

VLAN Configuration Aging Time .

Membership

Port Setting I Apply l
4 Voice VLAN

Voice OUI Port Setting Table
% Protocol VLAN
© MAC VLAN Q |:
% Surveillance VLAN ... . . .. . . ..~ ———— . - ——oB . OB — - - —————
© GVRP W Enty | Port | State | Mode | QoS Policy |

GE1 Disabled Auto  Voice Packet
GE2 Disabled Auto  Voice Packet
GE3 Disabled Auto  Voice Packet
GE4 Disabled Auto  Voice Packet
GE5 Disabled Auto  Voice Packet
GEB Disabled Auto  Voice Packet

¥ MAC Address Table U
¥ Spanning Tree O
¥ ERPS U
¥ Discovery O
¢ DHCP O

O

o 4 o

¥ Multicast

» State: Administrator can choose Enable or Disable this function.

» VLAN: Administrator can choose VLAN.

» CoS / 802.1P Remarking: Administrator can set CoS 802.1p priority level for the VLAN.
» Port Aging Time: Administrator can set aging time for this rule.

Click the “Apply” button to save your changes settings.
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Field Description

Port Display port entry.

State Display enable/disabled status of interface.

Mode Display voice VLAN mode.

QoS Policy Display voice VLAN remark will effect which kind of packet.

Edit Port Setting

Port | GE1
State | () Enable

@® Auto
Mode O Manual

| @ i
Qos Policy | 9 :ﬁlce Packet
: ./

[ Apply l [ Close l

Port: Display port entry.

State: Enable/disabled status of interface.

Mode: Choose voice VLAN mode.

Qos Policy: Choose voice VLAN remark will effect which kind of packet.

YV VYV

Click the “Apply” button to save your changes or “Close” the button to close settings.

7.2.2 Voice OUI

Organizationally Unique Identifiers (OUI) is the first three bytes of a MAC Address, while the last three
bytes contain a unique station ID. Administrator can add a specific manufacturer with the OUI. Once
the OUl is added, all traffic received on voice VLAN ports from the specific IP phone with a listed OUl is
forwarded on the voice VLAN. Unlike the telephony OUI mode that detects voice devices based on
telephony OUI, Auto Voice VLAN mode depends on auto smart port to dynamically add the ports to the
voice VLAN. The default has set 8 companies for the voice phone.
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VLAN -+ Voice VLAN -+ Voice OUI

¥ Status

¥ Network Voice OUI Table
¥ Port

 POE Setting Showing[AlI VIemries

RaEON - oul | Description

% VLAN
Create VLAN
VLAN Configuration 00:03:68 Cisco
Membership [ 00:E0:75 Veritel
Port Setting O 00:D0:1E Pingtel
DR O 00:01:E3 Siemens
Property .
UJ 00:60:B9 NEC/Philips
@ Protocol VLAN J 00:0F:E2 H3C
% MAC VLAN O 00:09:6E Avaya
% Surveillance VLAN
© GVRP Add || Edt || Delete
Field Description
Ooul Display OUI MAC address.
Description Display description of OUI entry.
Edit Voice OUI
| QUI | 00:03:6B |
Description |Ci5c0

Aoy J[ Close |

Administrator can create new OUIl or modify or delete OUl in table
Click “add” button can create new OUI.

Click “Edit” button can modify OUI data.

Click “Delete” button can delete OUI data.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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7.3 Protocol VLAN

7.3.1 Protocol Group
Administrator can configure this page to add or edit groups settings of protocol VLAN, Setting “add”

and “Edit” and “Delete” function for this management.
VLAN - Protocol VLAN -+ Protocol Group

Protocol Group Table

Showing entries Showing 1 fo 2 of 2 entries
[ ] | Group ID | Frame Type | Protocol Value |
O 1 RFC_1042 0x0600
Create VLAN .
VLAN Configuration O 2 |EEES02.3_LLC Other 0x0601
Membership )
Port Setting [ Add l [ Edit l [ Delete l
4 Voice VLAN
Property
Voice QUI
4 Protocol VLAN
Group Binding
@2 MAC VLAN
2 Survelllance VLAN
@ GVRP
Field Description
Group ID Display group ID of entry.
Frame Type Display frame type of entry.
Protocol Value Display protocol value of entry.

Add Protocol Group

IEEES02.3_LLC_Other |
"I RFC_1042 .—

[ Apply l [ Close l

» Group ID : Select group ID of list. The range from 1 to 8.
»  Frame Type : Select frame type of list that maps packets to protocol-defined VLANs by examining
the type octet within the packet header to discover the type of protocol associated with it.
® Ethernet_ll : packet type is Ethernet version 2.
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® |EEE802.3_LLC_Other : packet type is 802.3 packet with LLC other header.
® RFC_1042 : packet typeis rfc 1042 packet.
»  Protocol Value : Input protocol value of the target protocol. Packets match this protocol value
classified to specified VLAN ID.

Click the “Apply” button to save your changes or “Close” the button to close settings.

7.3.2 Group Binding
Administrator can configure this bind protocol VLAN group to each port with VLAN ID, Setting “add”
and “Edit” and “Delete” function for this management.

VLAN -+ Protocol VLAN -+ Group Binding

Status

¥ Network Group Binding Table
¥ Port
v POE Setting Showing entries Showing 1 to 2 of 2 entries

W | Port | GroupID | VLAN |

& VLAN (0 GES 2 4094
Create VLAN o
VLAN Configuration U GE6 2 4094
IMembership :
Port Setting [ Add l [ Edit l [ Delete ]
4 Voice VLAN
Froperty
Voice OUI
4 Protocol VLAN
Protocol Group
Field Description
Port Display port ID that binding with protocol group entry.
Group ID Display group ID that port binding with.
VLAN Display VLAN ID that assign to packets which match protocol group.
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Add Group Binding

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Available Paort Selected Part

| [GE3 GE5
. |GE4 GEB
| |GET7
Port: |GES
| |GE9
' |GE10

»  Port: Select ports in left box then move to right to binding with protocol group. Or select
ports in right box then move to left to unbind with protocol group. Only interface has hybrid
VLAN mode can be selected and bound with protocol group. Only available on Add dialog. .

»  Group ID : Select a Group ID to associate with port. Only available on Add dialog.

»  VLAN : Input VLAN ID that will assign to packets which match protocol group.

Click the “Apply” button to save your changes or “Close” the button to close settings.

7.4 MACVLAN

7.4.1 MAC Group

The MAC VLAN feature allows incoming untagged packets to be assigned to a VLAN and thus classify
traffic based on the source MAC address of the packet. You define a MAC to VLAN mapping by configuring
an entry in the MAC to VLAN table. An entry is specified using a source MAC address and the appropriate
VLAN ID. The MAC to VLAN configurations are shared across all ports of the device (i.e., there is a
system-wide table that has MAC address to VLAN ID mappings).

When untagged or priority tagged packets arrive at the switch and entries exist in the MAC to VLAN table,
the source MAC address of the packet is looked up. If an entry is found, the corresponding VLAN ID is
assigned to the packet. If the packet is already priority tagged it will maintain this value; otherwise, the
priority will be set to 0 (zero). The assigned VLAN ID is verified against the VLAN table. If the VLAN is valid,
ingress processing on the packet continues; otherwise, the packet is dropped. This implies that you can

configure a MAC address mapping to a VLAN that has not been created on the system, Setting “add” and
“Edit” and “Delete” function for this management.
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VLAN -+ MAC VLAN -+ MAC Group

¥ Status
¥ Network MAC Group Table

¥ Port
¥ POE Setting Showing entries Showing 1 to 1 of 1 entries

@ VLAN ‘
Create VLAN
VLAN Configuration
Membership
Port Setting

4 Voice VLAN
Property
Voice OUI

# Protocol VLAN
Protocol Group
Group Binding

@ MAC VLAN

B GroupID | MACAddress | Mask |
0 215 B8C4DEAFE-CCAE 24

' add || Est || Delete |

Field Description

Group ID Display group ID of entry.

MAC Address Display mac address of entry.

Mask Display mask of mac address for classified packet.

Add MAC Group

| MAC Address ' [3C 4D EAFE CCAE | i

Mask o4 |

i

l Apply l I Close l

»  Group ID: Add a Group ID number.
» MAC Address : Enter the MAC Address.
»  Mask: Enter the mask of mac address for classified packet..

Click the “Apply” button to save your changes or “Close” the button to close settings.
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7.4.2 Group Binding
The Group Binding allows user to bind MAC VLAN group to each port with VLAN ID, Setting “add” and
“Edit” and “Delete” function for this management.

VLAN -+ MAC VLAN -+ Group Binding

Status

Network Group Binding Table
¥ Port

POE Setting Showing entries Showing 1to 1of 1 entries () |:
‘

4 VLAN

(] GE8 215 4094
Create VLAN . .
VLAN Configuration First || Previous
Membership | Add || Edt || Deete |
Port Setting
4 Voice VLAN
Property
Voice QUI
# Protocol VLAN
Protocol Group
Group Binding
4 MAGC VLAN
MAC Group
Field Description
Field Description.
Port Display port ID that binding with protocol group entry.
Group ID Display group ID that port binding with.
VLAN Display VLAN ID that assign to packets which match protocol

group.
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Add Group Binding

i i Available Port Selected Port

| [GE3 GES
GE4
- |GES5
Port| |GE6

| |GET
GE9
GE10

___________________________________________________________________________________________________________________________________________________
———————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

......................................................................................................................................................

»  Port: Select the port in the left frame and move to the right to bind to the mac group; or select the
port in the right frame and move to the left to bind to the mac group. Only interfaces with mixed
VLAN mode can be selected and bound to the protocol group.

»  Group ID: Choose a Group ID associated with the port.

»  VLAN: Enter the VLAN ID that will be assigned to packets matching the MAC Group.

Click the “Apply” button to save your changes or “Close” the button to close settings.

7.5 Surveillance VLAN

7.5.1 Property
Administrator can configure this page to configure global and per interface settings of Surveillance
VLAN.
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Lemplify yeusr Wirg

VLAN —+ Surveillance VLAN ~+ Property

Status
Network e

State | Enable
v Port

POE Setting | VAnNd04v|

cosisozap B EM0e
4 VLAN Remarking

Create VLAN f
Aging Time © |1440

WLAN Configuration
[ Apply l

IMembership
Port Setting
4 Voice VLAN
Property
Voice OUI
4 Protocol VLAN
Protocol Group
Group Binding
% MAC VLAN
MAC Group
Group Binding
4 Surveillance VLAN

Port Setting Table

Q[
W |Entry | Port | State | Mode | QoS Policy |
] 1 GE1 Disabled Auto  Video Packet
O 2 GE2 Disabled  Auto  Video Packet
[
1

3 GE3 Disabled Auto  Video Packet
4 GE4 Disabled Auto  Video Packet

»  State: Set checkbox to enable or disable Surveillance VLAN function.

»  VLAN : Select Surveillance VLAN ID. Surveillance VLAN ID cannot be default VLAN.

» Cos/802.1p : Select a value of VPT. Qualified packets will use this VPT value as inner priority.

» Remarking: Set checkbox to enable or disable 1p remarking. If enabled, qualified packets will be
remark by this value.

»  Aging Time : Input value of aging time. Default is 1440 minutes. A video VLAN entry will be age

out after this time if without any packet pass through.
Click the “Apply” button to save your changes settings.

Port Setting Table

al

| Entry | Port | State | Mode | QoS Policy
1 GE1 Disabled Auto Video Packet
2 GE2 Disabled Auto Video Packet
3 GE3 Disabled Auto Video Packet
4 GE4 Disabled Auto  Video Packet
5 GEb5 Disabled Auto Video Packet
6
7
8

GEB Disabled Auto Video Packet

GET Disabled Auto Video Packet

GEB Disabled Auto Video Packet

9 GES Disabled Auto Video Packet
10 GE10 Disabled Auto Video Packet
11 GE11 Disabled Auto Video Packet
12 GE12 Disabled Aute Video Packet

OUdouUodUdodogogg)
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Field Description

Port Display port entry.

State Display enable/disabled status of interface.

Mode Display voice VLAN mode.

QoS Policy Display Surveillance VLAN remark will effect which kind of packet.

Edit Port Setting

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

| | GE2-GE4
- Enable
' Auto

2 Manual

Video Packet

______________________________________________________________________________________________________________________________________________________

»  Port : Display selected port to be edited.
>  State : Set checkbox to enable/disabled Surveillance VLAN function of interface.
» Mode : Select port Surveillance VLAN mode.
® Auto: Video VLAN auto detect packets that match OUI table and add received port into
surveillance VLAN ID tagged member.
® Manual : User need add interface to VLAN ID tagged member manually.
» QoS Policy : Select port QoS Policy mode.
® Video Packet : Video Packet: QoS attributes are applied to packets with OUls in the source
MAC address.
® All: QoS attributes are applied to packets that are classified to the Surveillance VLAN.

Click the “Apply” button to save your changes or “Close” the button to close settings.

7.5.2 Surveillance OUI

Administrator can configure this page to add, edit or delete OUI MAC addresses, Setting “add” and
“Edit” and “Delete” function for this management.
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VLAN -+ Surveillance VLAN -+ Surveillance OUI

Status

Network Surveillance OUI Table
Port

POE Setting Showing entries Showing 110 1 of 1 entries ()
T —

4 VLAN
Create VLAN
VLAN Configuration
Membership
Port Setting

4 Voice VLAN
Property
Voice OUI

4 Protocol VLAN
Protocol Group
Group Binding

4 MAC VLAN
MAC Group
Group Binding

4 Surveillance VLAN

Property

‘ @ | OUl | Description |
(] 8440EA CAMI

First | | Previous | 1
[ Add H Edit H Delete l

Field Description

oul Display OUI MAC address.

Description Display description of OUIl entry.

Add Surveillance OUI

Qou

Description | [CAI1

[ Apply l [ Close l

» OUIl: Input OUI MAC address. Can’t be edited in edit dialog.
»  Description : Input description of the specified MAC address to the Surveillance VLAN OUI table.

Click the “Apply” button to save your changes or “Close” the button to close settings.

7.6 GVRP

The GVRP (Generic VLAN Registration Protocol) is described in the IEEE 802.1p standard; It's an IEEE
802.1Q-compliant method for facilitating automatic (dynamic) VLAN membership configuration.
GVRP-enabled switches can exchange VLAN configuration information with other GVRP-enabled switches.
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Policy rules or other network management methods can determine who is admitted to a VLAN. When a
node requests admission to a specific VLAN, GVRP handles the registration of the node with GVRP-enabled
switches and maintains that information.

GVRP reduces the chance of errors in VLAN configuration by automatically providing VLAN ID (VID)
consistency across the network. In addition, you can use GVRP to dynamically enable port membership in
static VLANs configured on a switch. Once GVRP creates a dynamic VLAN will can also reduce unnecessary
broadcast traffic and unicast traffic.

7.6.1 Property
Administrator can enable GVRP function and set every port registration on GVRP.

Status
MNetwork
Port

POE Setting

Create VLAN Leave | [50 |
VLAM Configuration ; -
Membership I LeaveAll | 1000 |
Port Setting -

Vaice VLAN Apply

Property
Voice OUI

Protocol VLAN Port Setting Table
Protocol Group

Group Binding Q :

MAC VLAN
MAC Group ] | Entry | Port | State | VLAN Creation | Registration

Group Binding ] 1 GE1 Disabled Enabled Mormal
Surveillance VLAN ] GE2  Disabled Enabled Fixed
Property n GE3  Disabled Enabled Fixed
Surveillance OUI -
GVRP ] GE4 Disabled Enabled Fixed
GE5 Disabled Enabled Nomal

Zr

Zr

b3

b3

b2

L]
(LA T S VA

» State: Set the enabling status of GVRP functionality
® Enable: if Checked Enable GVRP, else is Disable GVRP.
» Operational Timeout: The port will not learn any dynamic VLAN. Only send static VLAN
information to
® Join.: GVRP Join time out.
® Leave: GVRP leave time out.

Click the “Apply” button to save your changes settings.

Field Description
Port Port Name.
State Display port GVRP state.
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VLAN Creation Display port GVRP creation VLAN state.

Registration Display port GVRP registration mode.

Edit Port Setting

i i i ]
1 1 1 ]
i i i ]
SO e

m

=

W

=

(17]

VLAN Creation | [ Enable E

: ) Mormal 1
Registration | @ Fixed :
| () Forbidden i

—_—

[ Apply H Close ]

Port: Display port number.
State: Displays whether GVRP is enabled or disabled on the interface.
VLAN Creation: Displays whether Dynamic VLAN creation is enabled or disabled on the interface.
If it is disabled, GVRP can operate but new VLANSs are not created.
»  Registration: Displays the VLAN registration mode on the interface.

® Normal: Normal mode..

® Fixed: The port will not learn any dynamic VLAN. Only send static VLAN information to
neighbor and allow static VLAN packet pass..

® Forbidden: The port will not learn any dynamic VLAN and only allow default VLAN packet
pass.

Y V V

Click the “Apply” button to save your changes or “Close” the button to close settings.

7.6.2 Member ship
When enable GVRP function and state ports in GVRP then administrator can check GVRP member
information.
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Lemplify yeusr Wirg

VLAN -+ GVRP ~+ Membership

Status

Network Membership Table
Port

POE Setting Showing entries Showing 0to 0 of Oentries  Q [
‘ VLAN | Member | Dynamic Member | Type |

b i 0 results found.

2 Voice VLAN . .

= Protocol VLAN First | | Previous

2 MAC VLAN

% Surveillance VLAN

# GVRP

Property
Statistics
Field Description
VLAN VLAN ID.
Member VLAN port members include static and dynamic member.
Dynamic Ports GVRP learned dynamic ports.
Type The type of VLAN is static or dynamic.

7.6.3 Statistics

When enable and set GVRP function then administrator can check every port in GVRP include
Receive / Transmit and Error information.
-+ GVRP -+ Statistics

Status
Network B T T T T
Port :

POE Setting g'écewe

) Transmit

P

2

2 Voice VLAN
2  Protocol VLAN
% MAC VLAN
2 Surveillance VLAN
& GVRP
Property
Membership

| RefreshRate |

[ Clear l

¥ MAC Address Table
¥ Spanning Tree [

| Empty| 0

| Join empty | 0
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Click the “Clear” button to clear this page.

" - -

Receive

L ____________________..................._._-_._-_J‘
RS 11 = ==z== z=z==== f
[ ey ;
| e L - R —— e 4
boommmmmmmmo oo = ==z== z=z==== f
Leave In .
;I:: ==========L. = SEEEE EEEEEEE!

L e - —_————— [ ——

o maidProfocold 0

Field Description

Join empty The number of Receive or Transmit Join empty attribute value.

Empty The number of Receive or Transmit Empty attribute value.

Leave Empty The number of Receive or Transmit Leave Empty attribute value.

JoinIn The number of Receive or Transmit Join In attribute value.

The number of Receive or Transmit Leave In empty attribute

Leave In value.

Leave All The number of Receive or Transmit Leave All attribute value.

Invalid Protocol ID The number of Receive Invalid Protocol ID

’X‘ service@cerio.com.tw
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Invalid Attribute
Type

The number of Receive Invalid Attribute Type

Invalid Attribute
Value

The number of Receive Invalid Attribute value.

Invalid Attribute
Length

The number of Receive Invalid Attribute Length.

Invalid Event The number of Receive Invalid Event.
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8. MAC Address Table

8.1 Dynamic Address

This page can display MAC address for connected device. Administrator can set aging time for
connected port.

MAC Address Table + Dynamic Address

Status
Network
Port

POE Setting

| Aging Time | (200

[ Apply ]
MAC Address Table

Dynamic Address Table
Static Address
Filtering Address Showing entries Showing 1 to 15 of 15 entries Q |:
Port Security Address R RRRRrRrrrrrrrrECrBrrBrrBrCr—BBBBLLEEEEEEBEBEBEEBA—AA—AIL i

Spanning Tree

ERPS

W | VLAN | MACAddress | Port |
1 00089B-D533E4 GE25
1 00:11:32:11:76:30  GE25
1 00:1A97:01:AD:B1  GE25
1 0060'B9'BFB674 GE25
7
]

Discovery
DHCP

Multicast

IP Configuration
Security

00:E0:A0:10:04:6C  GE25
40:B0:34:54:97:82 GE27

ouUuoygog

» Aging Time : The time in seconds that an entry remains in the MAC address table. Its valid

range is from 10 to 630 seconds, and the default value is 300 seconds.

Click the “Apply” button to save your changes settings.

Field Description

MAC Address The MAC address to which packets will be statically forwarded.
VLAN Specify the VLAN to show or clear MAC entries.

Port Interface or port number.

When administrator select checkbox MACs address and click “Add Static Address” button then
selected MAC address will move to “Static Address” function.
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8.2 Static Address

If administrator fixed an MAC address in the port then device MAC address will bind in the port, if

device connection other port will can't working only connection bind port, Setting “add” and “Edit”

and “Delete” function for this management.

MAC Address Table -+ Static Address

Status
Network Static Address Table
¢ Port

POE Setting Showing entries Showing 1to 1 of tenties  Q [

M | VLAN | MACAddress | Port |

— MAC Address Tabl
ress fave ‘C] 4094 S8C4D-EA00.0001 GE2

Dynamic Address . -
First | | Previous

.\ add || Edt || Delete |

Filtering Address
Port Security Address
Field Description
MAC Address The MAC address to which packets will be statically forwarded.
VLAN Specify the VLAN to show or clear MAC entries.
Port Interface or port number.

Add Static Address

. [pcapEA OO0 O
i |4094 |
Port | [GE1 v

[ Apply l [ Close l

» MAC Address : Enter the MAC address to which packets will be statically forwarded.
» VLAN : Enter the Specify the VLAN ID
»  Port: Select an interface or port number.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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8.3 Filtering Address

Administrator can set need filtering MAC address in the MAC table. If MAC is added on table this
MAC will be blocked, Setting “add” and “Edit” and “Delete” function for this management.

MAC Address Table + Filtering Address

Status

Network Filtering Address Table
¥ Port

¥ POE Setting Showing entries Showing 1to 1 of 1 entries Q [

‘ W | VLAN | MACAddress |
— MAC Address Tabl
ress fave (] 4094 8C4D:EA00:00:0E

Dynamic Address Ei Previ
Static Address Irst FEVIous
[ Add ] [ Edit ] [ Delete ]
Port Security Address
Field Description
MAC Address Specify unicast MAC address in the packets to be dropped.
VLAN Specify the VLAN ID for the specific MAC address.
Add Filtering Address
| MAC Address : [2C-4D:EA00:00:0E
VLAN 4004

[ Apply l [ Close ]

» MAC Address : Enter to specify the unicast MAC address in the packets to be dropped.
» VLAN : Enter a VLAN ID that specifies a specific MAC address.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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8.4 Port Security Address

Administrator can set this Port Security Address function, Setting “add” and “Edit” and “Delete”

function for this management.

MAC Address Table + Port Security Address

Status
Dlekentk Port Security Address Table
Port

POE Setting Showing entries Showing 1 to 1 of 1 entries Q |:
¢« VIAN R =—
— MAC Address Table

& | %«

«® | %« | &«

‘ W | VLAN | MACAddress | Type | Port |
] 4094 8C:4D:EA:00:08:0A SecureConfigured GE5S

First | | Previous | ™1

Dynamic Address
Static Address
Filtering Address

| add || Eat || Delete |

Field Description

VLAN Specify the VLAN to show port security.
MAC Address Specify the MAC address for port security.
Type Specify the Type for port security.

Port Interface or port number.

Add Port Security Address

| MACAddress | [sC4DEA00080A

VLAN

...............................
———————————————————————————————

Port |

1=

[ Apply ] [ Close l

» MAC Address : Enter the MAC address for port security.
»  VLAN : Enter the Specify the VLAN ID
» Port: Select an interface or port number.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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9. Spanning Tree

Spanning Tree function allows only one active path at a time between any two network devices (this

prevents the loops) but establishes the redundant links as a backup if the initial link should fail. If

Spanning Tree costs change, or if one network segment in the Spanning Tree becomes unreachable,

the spanning tree algorithm reconfigures the spanning tree topology and reestablishes the link by

activating the standby path. Without spanning tree in place, it is possible that both connections may

be simultaneously live, which could result in an endless loop of traffic on the LAN.

9.1

Spanning Tree + Property

kd
kd
kd
kd
kd
kd

&£ & | & | & & | & | & & | & | &

Status

Network

Port

POE Setting

VLAN

MAC Address Table

Spanning Tree

Port Setting
MST Instance
MST Port Setting
Statistics
ERPS
Discovery
DHCP
Multicast
IP Configuration
Security
ACL
QoS
Diagnostics

Management

Property

State |

Enable

Operation Mode

STP
RSTP
MSTP

Path Cost |

Long
Short

BPDU Handling |

Filtering
Flooding

Priority |

Hello Time

Max Age

Forward Delay

Tx Hold Count |

Region Name

|8(3:4D:EA:30 DD 53'

Revision

o

Max Hop

[0

State: Administrator can choose Enable or Disable this function.

Operation Mode: Administrator can choose use Spanning Tree (STP) or Rapid Spanning Tree
(RSTP) or Multiple Spanning Tree (MSTP).
Path Cost: Administrator can choose STP judgment use Path cost for Long or Short.

® Long: Specifies that the default port path costs are within the range: 1-200,000,000.

® Short: Specifies that the default port path costs are within the range:1-65,535.
BPDU Handling: When the Switch receives the BPDU frame, Administrator can choose the BPDU

Handling mode for Filtering or Flooding. Specify the BPDU forward method when the STP is

disabled.
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® Filtering : Filter the BPDU when STP is disabled.
® Flooding : Flood the BPDU when STP is disabled.
»  Priority: Administrator can set bridge priority, default is 32768. The lower value (priority) is the

root bridge. Specify the bridge priority. The valid range is from 0 to 61440, and the value should
be the multiple of 4096. It ensures the probability that the switch is selected as the root bridge,
and the lower value has the higher priority for the switch to be selected as the root bridge of

the topology.

Priority= 4096 It's root Bridge

Priority=32768 Priority=32768

» Hello Time: The hello time is the time between each bridge protocol data unit (BPDU) that is
sent on a port. This time is equal to 2 seconds (sec) by default, but you can tune the time to be
between 1 and 10 sec.

» Max. Age / Forward delay : 2*(Forward Delay-1) >= Max Age >= 2*(Hello Time+1), the time
interval in seconds for a switch to wait the configuration messages, without attempting to
redefine its own configuration.

»  Forward Delay : Specify the STP forward delay time, which is the amount of time that a port
remains in the Listening and Learning states before it enters the  Forwarding state. Its valid
range is from 4 to 10 seconds.

»  TX hold Count: Specify the tx-hold-count used to limit the maximum numbers of packets
transmission per second. The valid range is from 1 to 10.

» Region Name: The MSTP instance name. Its maximum length is 32 characters. The default value
is the MAC address of the switch.

»  Revision: Administrator every time change MST value, customary "Revision" to add 1 value.
The MSTP revision number. Its valid rage is from 0 to 65535.

»  Max. Hop: Set max. hop of switch. Specify the number of hops in an MSTP region before the
BPDU is discarded. The valid range is 1 to 40.
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9.2 Port Setting

Spanning Tree + Port Setting

Status

Network

Port

POE Setting

VLAN

MAC Address Table

— Spanning Tree

& | €|« & | &« | &«

Property

MST Instance
MST Port Setting
Statistics

Port Setting Table

M Entry | Port | State

J 1 GE1 Enabled 20000 48 Enabled Enabled
2 GE2 Enabled 20000 48 Enabled Enabled
4 GE4 Enabled 20000 48 Enabled Enabled
O & GE6 Disabled 20000 128 Disabled Disabled

Path Cost | Priority | BPDU Filter | BPDU Guard | Operational Edge

Enabled
Enabled

Enabled

Disabled

Field Description

Port Specify the interface ID or the list of interface IDs.
State The operational state on the specified port.

Path Cost STP path cost on the specified port.

Priority STP priority on the specified port.

BPDU Filter The states of BPDU filter on the specified port.

BPDU Guard The states of BPDU guard on the specified port.
Operational The operational edge port status on the specified port.
Edge

Operational

Point-to-Point

The operational point-to-point status on the specified port.

The current port role on the specified port. The possible values are:

Port Role “Disabled”, “Master”, “Root”, “Designated”, “Alternative”, and Backup”.
The current port state on the specified port. The possible values are:

Port State “Disabled”, “Discarding”, “Learning”, and “Forwarding”.

Designated

Bridge The bridge ID of the designated bridge.

Designated Port
ID

The designated port ID on the switch.

Designated Cost

The path cost of the designated port on the switch
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Lpiify your W

Edit Port Setting

i Port | GE2-GE5 LAG1 §

| Enable

) Enable !
Disable

Enable
Enable

Q Auto
Point-to-Point| @ Enable
; | O Disable

PortState| Disabed

i Desmnated Bnl:lg |

0000000000000 |
128 29
| 20000 |

i De5|gna'laed Port ID |
| False

i Operahonal Pomt—to-Pomt |

False 5

l [ Close

ped
=
=2
=

Y

State: Administrator can set Enable or Disable.

»  Path Cost: Path Cost (1-200000000) This parameter is used determine the best path between
devices. Therefore, lower values should be assigned to ports attached to faster media, and
higher values assigned to ports with slower media. (Path cost takes precedence over port
priority.) Note that when the Path Cost Method is set to short, the maximum path cost is 65,535.
Range: 1-200000000, (set 0 = Auto, default is 0).

»  Priority: If the path cost for all ports on a switch is the same, the port with the highest priority
(i.e., lowest value) will be configured as an active link in the Spanning Tree. Where more than
one port is assigned the highest priority, the port with lowest numeric identifier will be enabled.
Range: 0-240, default is 128.

»  Edge Port: Specify the edge mode..

® Enable : Force to true state (as link to a host).

® Disable : Force to false state (as link to a bridge).
In the edge mode, the interface would be put into the Forwarding state immediately upon link

up. If the edge mode is enabled for the interface and there are BPDUs received on the
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interface, the loop might be occurred in the short time before the STP state change.
» BPDU Filter : The BPDU Filter configuration avoids receiving/transmitting BPDU from the
specified ports.
® Enable : Enable BPDU filter function.
® Disable : Disable BPDU filter function.
» BPDU Filter : The BPDU Guard configuration to drop the received BPDU directly.
® Enable: Enable BPDU guard function.
® Disable : Disable BPDU guard function.
»  Point-to-Point : Specify the Point-to-Point port configuration:
® Auto: The state is depended on the duplex setting of the port.
® Enable : Force to true state.

® Disable: Force to false state.
Port State : The current port state on the specified port. The possible values are :  “Disabled”,

Y

”n «

“Discarding”, “Learning”, and “Forwarding”.

Designated Bridge : The bridge ID of the designated bridge.
Designated Port ID : The designated port ID on the switch.
Designated Cost : The path cost of the designated port on the switch.
Operational Edge : Show the “false” and “true” status.

YV V V V V

Operational Point-to-Point : Show the “false” and “true” status.

Click the “Apply” button to save your changes or “Close” the button to close settings.

9.3 MST Instance

MST can have multiple sets of STP instances. Each instance is independently formed as a logical
spanning tree. And instance has its own VLAN and port state, can independently set the priority of

each port.
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Status
Network
Port

POE Setting
VLAN

Spanning Tree + MST Instance

MST Instance Table

Arpiify your Wire

MSTI | Priority Bridge Identifiter Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN |
MAG Address Table
ress 4 - 0 32768 32768-8C:4D:EA:30:DD:53  0-00:00:00:00:00:00 N/A 0 0 14094
Spanning Tree . X
e} 1 32768 32768-8C:4D°EA'30DD53  0-00:00:00:00:00-00 N/A 0 0
Propert -
. ) 2 32768 32768-8C:4D-EA30DD'53  0-00:00:00:00:00:00 N/A 0 0
Port Setting
e} 3 32768 32768-8C:AD:EA30:DD:53  0-00:00:00:00:00:00 NIA 0 0
MST Part Setting 5 4 32768 32768-8C:AD:EA-30:DD:53  0-00:00:00:00:00:00 N/A 0 0
Statistics 0 5 32768 32768-8C:4D-EA30DD53  0-00:00-00:00:00-00 N/A 0 0
SRl ®) 6 32768 32768-8C-4D-EA30DD53  0-00:00:00:00:00:00 NA 0 0
0 ST @) 7 32768 22768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
DHCP O 8 32768 32768-8C:4D:EA-30:DD:53  0-00:00:00:00:00:00 N/A 0 0
plutict e} 9 32768 32768-8C:4D-EA30DD53  0-00:00-00:00:00-00 N/A 0 0
IP Configuration -
- 10 32768 32768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
Securi -
ACEL”"W O 11 32768 32768-8C:AD-EA-30:DD:53  0-00:00:00:00:00:00 NIA 0 0
08 : 12 32768 32768-8C-4DEA30:DD:53  0-00:00:00:00:00-00 N/A 0 0
{o}
. . O 13 32768 32768-8C:4D-EA-30:-DD:53  0-00:00:00:00:00:00 N/A 0 0
Diagnostics -
O 14 32768 32768-3C:4D:EA:30:DD:53  0-00:00:00:00:00:00 N/A 0 0
Management
O 15 32768 32768-8C-AD-EA30-DD'53  0-00:00-00:00:00-00 NA 0 0
Edit
Field Description
MSTI MST instance ID.
Priority The bridge priority on the specified MSTI.

Bridge Identifier

The bridge identifier on the specified MSTI.

Designated Root

Bridge

The designated root bridge identifier on the specified MSTI.

Root Port

The designated root port on the specified MSTI.

Root Path Cost

The designated root path cost on the specified MSTI.

Remaining Hop

The configuration of remaining hop on the specified MSTI.

VLAN

The VLAN configuration on the specified MSTI.
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Edit MST Instance Setting

MSTI 3
| Available VLAN Selected VLAN §
i [2 1
E 5
|4
VLAN ' |5
|7
| |8
|9
i 10 -
Priority | [32768 j
Bridge Identifiter | 32768-8C:4D:EA:30:DD:53 i
Designated Root Bridge | 0-00:00:00:00:00:00 §
Root Port |

[ Apply H Close l
VLAN : Select the VLAN list for the specified MSTI.
»  Priority: Specify the bridge priority on the specified MSTI. The valid range is from 0 to 61440,

and the value must be the multiple of 4096. It ensures the probability that the switch is selected

Y

as the root bridge, and the lower values has the higher priority for the switch to be selected as
the root bridge of the STP topology.

»  Bridge Identifier: Displays the priority and MAC address of the Root Bridge for the selected MST

instance.
» Root Port: Displays the root port of the selected MST instance.
» Root Path Cost: Displays the root path cost of the selected MST instance.

» Remaining Hops: Displays the number of hops remaining to the next destination.

Click the “Apply” button to save your changes or “Close” the button to close settings.

9.4 MST Port Setting

MST (Multiple Spanning Tree) is an extension to RST (Rapid Spanning Tree). MST further develops the
usefulness of VLANs. MST configures a separate spanning tree for each VLAN group and blocks all but
one possible alternate path within each spanning tree. A Multiple Spanning Tree Instance (MSTI)

calculates and builds a loop-free topology to bridge packets from the VLANs that map to the
instance.
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¥ Status

.

Network

Paort

POE Setting

VLAN

MAC Address Table

«

|« |« |«

Spanning Tree

Property
Port Setting
MST Instance

Statistics
ERPS

« | «

Discovery
DHCP
Multicast

IP Configuration
Security
¥ ACL

€  « |« |«

CeEx

Lrpiify your

Spanning Tree + MST Port Setting

MST Port Setting Table

MSTI
20:14 | Path Cost | Priority | Port Role | Port State | Mode | Type Designated Bridge

] 1 GE1 20000 48 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 48-1
O 2 GE2 20000 48  Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 438-2
. 3 GE3 20000 48 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 48-3
(] 4 GE4 20000 48 Disabled Disabled RSTP  Boundary 0-00:00:00:00:00:00 48-4
. 5 GEb 20000 48 Disabled Disabled RSTP  Boundary 0-00:00:00:00:00:00 48-5
(] 6 GES6 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 1286
. 7 GE7 20000 128 Disabled Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-7
(] 8 GE8 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-8
. 9 GE9 20000 128 Disabled Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-9
(] 10 GE10 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-10
.| 1 GEN 20000 128 Disabled Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-11
] 12 GE12 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-12

MST Port Settings is used to configure the port MSTP settings for every MST instance. It is also used

to view statistics that have been learned from the protocol.

Field Description
MSTI Specify the port setting on the specified MSTI
Port Specify the interface ID or the list of interface IDs.
Path Cost The port path cost on the specified MSTI.
Priority The port priority on the specified MSTI.

The current port role on the specified port. The possible values are:
Port Role

“Disabled”, “Master”, “Root”, “Designated”, “Alternative”, and “Backup”.

The current port state on the specified port. The possible values are:
Port State

“Disabled”, “Discarding”, “Learning”, and “Forwarding”.
Mode The operational STP mode on the specified port.

The possible value for the port type are:

* Boundary: The port attaching an MST Bridge to a LAN that is not in

Type the same region.

* Internal: The port attaching an MST Bridge to a LAN that is not in the

same region.

Designated Bridge

The bridge ID of the designated bridge.
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Designated Port ID The designated port ID on the switch.

Designated Cost The path cost of the designated port on the switch.

Remaining Hop The remaining hops count on the specified port.

Edit MST Port Setting

Apply l [ Close l

Y

MTSI : Specify the port setting on the specified MSTI.

Y

Port : Specify the interface ID or the list of interface IDs..

»  Path Cost: Specify the STP port path cost on the specified MSTI,Path cost default value is 0 (auto)
depends on source device rate.
If network is a loop occurs, the MST uses cost when selecting an interface to put in the
forwarding state. Administrator can assign lower cost values to interfaces that you want
selected first and higher cost values that you want selected last. If all interfaces have the same
cost value, the MST puts the interface with the lowest interface number in the forwarding state
and blocks the other interfaces.

»  Priority: Specify the STP port priority on the specified MSTI,Administrator can configure the
MTP priority and make it more likely that the switch will be chosen as the root switch.

»  Port Role: Displays the port role per instance, assigned by the MSTP algorithm to provide STP

paths. The current port role on the specified port. The possible values are :
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“Disabled”, “Master”, “Root”, “Designated”, “Alternative”, and “Backup”.
»  Port State: The current port state on the specified port. The possible values are:
“Disabled”, “Discarding”, “Learning”, and “Forwarding”.
» Mode: The operational STP mode on the specified port.
® RSTP: RSTP is enabled on the port.
® STP: Classic STP is enabled on the port.
® MSTP: MSTP is enabled on the port.
» Type : Displays the MSTP type of the port. The possible value for the port type are :
® Boundary : The port attaching an MST Bridge to a LAN that is not in the same region.
® Internal: The port attaching an MST Bridge to a LAN that is not in the same region.
» Designated Bridge: Displays the bridge ID number that connects the link or shared LAN to the
root.
» Designated Port ID: Displays the priority and port ID on the designated bridge that connects the
link or the shared LAN to the root.
» Designated Cost: Displays the cost of the port participating in the STP topology. Ports with a
lower cost are less likely to be blocked if STP detects loops.

» Remaining Hops : Displays the hops remaining to the next destination.

Click the “Apply” button to save your changes or “Close” the button to close settings.

9.5 Statistics

This page can check Receive / Transmit BPDU information of the STP Port.

Spanning Tree —+ Statistics

Status

Network Statistics Table
Port
POE Setting Refresh Rate sec

VLAN
MAC Address Table

« | %«

¥
¥
b
b

- port |  ReceiveBPDU |  Transmit BPDU
= ]
Spanning Tree | Config | TCN | MSTP | Config | TCN | MSTP

Property

RIEEEIT > GE2 0 0 0 0 0 0

MST Instance

MST Port Setting

0 4 GE4 0 0 0 0 0 0

ERPS 0O 5 GE5 0 0 0 0 0 0
Discovery O 6 GEB6 0 0 0 0 0 0
DHCP 0 7 GET 0 0 0 0 0 0
Multicast 0O 8 GES 0 0 0 0 0 0

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Field Description

Refresh Rate The option to refresh the statistics automatically.

Receive BPDU
(Config)

The counts of the received CONFIG BPDU.

Receive BPDU
(TCN)

The counts of the received TCN BPDU.

Receive BPDU
The counts of the received MSTP BPDU.

(MSTP)

Transmit BPDU
(Config)

The counts of the transmitted CONFIG BPDU.

Transmit BPDU
(TCN)

The counts of the transmitted TCN BPDU.

Transmit BPDU
(MSTP)

The counts of the transmitted MSTP BPDU.

Clear Clear the statistics for the selected interfaces

View View the statistics for the interface.

________________
________________

-
1 L I
= ||
=}

Transmit BPDU

Config | 0 :

TCN | 0

I H
MSTP | 0 !
I 1

»  Refresh Rate : The option to refresh the statistics automatically :
None, 5 sec, 10 sec, 30sec for refresh level.

»  Clear : Clear the statistics for the selected interfaces.
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10. ERPS

ERPS (Ethernet Ring Protection Switching) : In Ethernet switching networks such as ring networks,
redundant links are generally used to provide link backup and enhance network reliability. However,
using redundant links can create network loops, cause broadcast storms, and cause MAC address
table instability. As a result, communication quality deteriorates, and even communication services
are interrupted.

STP (Spanning Tree Protocol), RSTP (Rapid Spanning Tree Protocol), and MSTP (Multiple Spanning
Tree Protocol) can also meet the reliability requirements of the network, but the convergence
speed is slow and does not meet the industry standard requirements.

The first industrial standard Ethernet ring redundancy protocol (ITU-T G.8032), used for link backup,
improving network reliability, Ethernet networks need faster ERPS function protection switch.
Complementary STP cannot meet the requirement of fast convergence. ERPS is an ITU-T standard
protocol used to prevent ring network loops. It optimizes detection and performs fast convergence.

ERPS allows all ERPS-capable devices on the ring network to communicate.

As shown in Figure sample-1 => Typical networking

Network

SwitchA &

B

User
network

@® RPL owner
@ RPL neighbour

Figure sample ERPS link is normal
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ERPS is a standard ring network protocol dedicated to the Ethernet link layer, with the ERPS ring as
the basic unit. Only two ports on each Layer 2 switching device can join the same ERPS ring. In the
ERPS ring, in order to prevent loops, you can start the loop breaking mechanism, block the RPL
owner port, and eliminate the loop. When a link failure occurs on the ring network, the device
running the ERPS protocol can quickly unblock the blocked port and perform link protection

switching..

As shown in Figure sample-2 => Typical networking

User
network

® Blocked Interface
---» Data Flow

Figure sample ERPS link is normal

All devices on the ring consisting of Switch A to Switch E communicate normally.
To prevent loops, ERPS will first block the RPL owner port. If an RPL neighbor port is configured, this

port will also be blocked, and other ports can forward service traffic normally.
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As shown in Figure sample-3  => The link is failure

network
X Failed Link

@ Blocked Interface
---#= Data Flow

Figure sample ERPS link is failure

When the link between Switch D and Switch E fails, the ERPS protocol starts the protection
switching mechanism, blocks the ports at both ends of the faulty link, and releases the RPL owner

port. The port resumes receiving and sending user traffic, thus ensuring uninterrupted traffic.
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10.1 Propely

In a network with ring topology that runs ERPS, only one switch is assigned as an “owner” that is
responsible for blocking traffic in RPL so as to avoid loops. The switch adjacent to the RPL owner is
called the RPL “neighbor” node that is responsible for blocking its end of the RPL under normal
condition. Other participating switches adjacent to the RPL owner or neighbor in a ring are
members or RPL next-neighbor nodes to this topology and normally forward receive traffic.

ERPS, like STP, provides a loop-free network by using polling packets to detect faults. When a fault
occurs, ERPS heals itself by sending traffic over a protected reverse path less than 50ms and recover
quickly to forward traffic. Because of this fault detection mechanism, the network broadcast storm
problem could be avoided as well.

Ethernet Ring Protection Switch (ERPS) is an Ethernet ring protection protocol which is used to
prevent forming the loop in LAN, thus, the Broadcast Storm problem could be avoided. The loop
avoidance mechanism ensures the traffic flows on all but the RPL ring link. In order to achieve the
loop-avoidance mechanism, ITU-T G.8032 defines three roles in ERPS, which are “RPL Owner Node”,
“RPL Neighbor Node”, and “None Node”.

Administrator can configure this “ERPS “for Enable / Disable ERPS function.

ERPS + Propety

% Slalus
Metwork

- o= —o—o=—=====—=—==—=——=—————=

ir ! (@ Disable
Port i Erps : () Enable
POE Setting — s
VLAN | Appy |

MAC Address Table
Spanning Tree

ERPS Instance

Click the “Apply” button to save your changes settings.
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Arpiify your Wire

10.2 ERPS Instance Setting

Below, Chick and edit to configuration interface “ Ins” Setting.

Administrator can configure this “ERPS Instance“for Ring Instane config function.

ERPS + ERPS Instance

Status
Network
Port
POE Setting I Apply ]
VLAN

MAC Qs Jabie ERPS Instance Setting
Spanning Tree

Erps Instance |2

Propety
|| | Instance ‘ Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID ‘ Ring Type
Discovery
DHCP O Ins1 Disabled 0 0 5 500 non_revertive 1 0
Multicast (] Ins2
|IP Configuration ] Ins3

ERPS + ERPS Instance

Status
Network
Port
POE Setting I Apply l
VLAN

R e Tl ERPS Instance Setting
Spanning Tree

Erps Instance |2

Propety
| | | Instance ‘ Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID ‘ Ring Type
Discovery
DHCP ] Inst Disabled 4] 0 5 500 non_revertive 1 0
Multicast 0 Ins2
IP Configuration O Ins3

>  ERPS Instance: The ID of the ERPS interface.

Click the “Apply” button to save your changes settings.
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ERPS Instance Setting

[ ] | Instance | Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID | Ring Type

)
U
O

Ins1 Disabled 0 0 5 500 non_revertive 1 0

Ins2

Ins3

Protected Instance ‘ Port0 ‘ Port Role | Port Status ‘ Port1 ‘ Port Role ‘ Port Status ‘ Node Status |

gil rpl disabled gil rpl disabled init
Field Description
Instance The ID of the ERPS, The ID of the Protection group.
Ring Status Display Enable or Disable the Ring.
Mel Display MEL for the Ring.
Control VLAN Display the control VLAN ID.

The Wait To Restore timing value to be used in revertive switching.

WTR Time The period of the WTR time can be configured by the operator in 1 minute
steps between 5 and 12 minutes with a default value of 5 minutes.

Guard timeout value to be used to prevent ring nodes from receiving

outdated R-APS messages.

Guard Time The period of the guard timer can be configured in 100 ms steps between
100 ms and 2000ms( 2 seconds), with a default value of 500 ms
Display Revertive or Non_revertive mode.
* In Revertive mode : after the conditions causing a protection switch has
Work Mode cleared,the traffic channel is restored to the working transport entity,

i.e., blocked on the RPL
* In Non-Revertive mode : the traffic channel continues to use the RPL, if
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it is not failed, after a protection switch condition has cleared.

Ring ID Display ring ID

Ring Type Display ring type "0" for Master-ring or "1" for Sub-ring.
Protected

Instance Protection instance of ERPS ring instance.

Prot0 The portO(left port) for this node.

Port Role Current portO rule status.

Port Status Display the port0 port(left port) status.

Portl The portl(light port) for this node.

Port Role Current port1 rule status.

Port Status Display the portl port(light port)status.

Node Status

Shows the following ERPS states:

Init : The ERPS ring has started but has not yet determined the status of
the ring.

Idle : If all nodes in a ring are in this state, it means that all the links in the
ring are up. This state will switch to protection state if a link failure occurs.
Protection : If a node in this state, it means that a link failure has occurred.

This state will switch to idle state if all the failed links recover.
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Arpiify your Wire

Ring Instane Config

Insi 1

) | @ Disabl
Ring Status |~ o0

() Enable
Mel o [(valid range is 0-7)
Protected Instance |D |(\.r‘alid range is 0-15)
Control Vlan |D |(\.r‘alid range is 1-4094)
WTR Time | |5 [(valid range is 1-12 Min Default is 5 Min)
Guard Time |500 |( Valid range is 100-2000 ms. Default is 500 ms)

| @ Revertive
Work Mode | .
() MNon_revertive

RingID = |1 [(valid range is 1-239)
Ring Type | |D |(O-master ring, 1-sub ring)
Port0 | | GE1 v

MNormal

owner
neihbour
next-neighbour

PortORole |

Port1 GE1 v

MNormal

owner

i (_) neihbour

. () next-neighbour

Port1 Role

[ Apply l Close l

» RingStatus: Enables/disables the ring status.
® Disable : Disable the Ins for ERPS protocol.
® Enable : Enable the Ins for ERPS protocol.
» Mel : Configures the control MEL for the ring. Valid values are from 0 to 7, Default is O.
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»  Protected Instance : The valid 0-15 protected-instance setting to configures Ethernet ring
protection (ERP) instances in an ERPS ring.

»  Control VLAN : The control VLAN of the instance should be the same as it is under Control
VLAN,ERPS Control VLAN ID, ranges from 1 to 4094. It’s aVLAN ID to send PDUs of ERPS.

» WTR Time : Configures the WTR time for the ring. Valid values are between 1 and 12 (min),
Default is 5min.

» Guard Time : Configures the guard time for the ring. Valid values are between 100 and 2000
(ms), Default is500ms.

»  Work Mode : Select the reversion mode or not.

® Revertive : Enables and select the reversion mode.

® Non_revertive : Disable and select the reversion mode.

» RingID: ERPS ring ID, Configures the ring. Valid value are from 1 to 239 Ring ID distinguishes
different Ring topology.

»  Ring Type : Configures the Ring Type value to "0" for Master-ring or "1" for Sub-ring, Default is
0.
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»  Port0 : ERPS ring port O, it could be map to real switch portl (GE1) — port 24(GE24)

» PortORole: Setthe ERPS portO role as Normal or Owner, Neighbour or Next-Neighbour.

® Normal: Besides Owner and Neighbor node, the rest of nodes are defined as This Normal
node..

® Owner: In charge of blocking one side of RPL link. It will prevent the packet flow from its
blocked port.

® Neighbour: In charge of blocking one side of RPL link. It will prevent the packet flow from
its blocked port.

® Next-Neighbour: In charge next of blocking one side of RPL link. It will prevent the packet

flow from its blocked port.

»  Portl: ERPS ring port 1, it could be map to real switch portl (GE1) — port 24(GE24).

» Portl Role: Setthe ERPS portl role as Normal or Owner, Neighbour or Next-Neighbour..

® Normal: Besides Owner and Neighbor node, the rest of nodes are defined as This Normal
node..

® Owner: In charge of blocking one side of RPL link. It will prevent the packet flow from its
blocked port.

® Neighbour: In charge of blocking one side of RPL link. It will prevent the packet flow from
its blocked port.

® Next-Neighbour: In charge next of blocking one side of RPL link. It will prevent the packet
flow from its blocked port

Click the “Apply” button to save your changes or “Close” the button to close settings.
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11. Discovery(LLDP)

The Link Layer Discovery Protocol (LLDP) is a vendor-neutral link layer protocol in the Internet
Protocol Suite used by network devices for advertising their identity, capabilities, and neighbors on
an |IEEE 802 local area network, principally wired Ethernet.

LLDP information is sent by devices from each of their interfaces at a fixed interval, in the form of an
Ethernet frame. Each frame contains one LLDP Data Unit (LLDPDU). Each LLDPDU is a sequence of
type-length-value (TLV) structures.

11.1 Property

Discovery -+ LLDP -+ Property

¥ Status
LLDP

¥ Network
v Port =
State | Enable

¥ POE Setting
¥ VLAN
¥ MAC Address Table

¥ Spanning Tree

TLV Advertise Interval | [20

v ERPS |
L T—, Hold Multiplier | [+ |
|
|

& LLDP Reinitializing Delay . [

PSR Transmit Delay | |2
MED Network Policy [l | .

MED Port Setting
Packet View —
Local Information ; Fast Start Repeat Count | |3 |
Neighbor : Aot
Statistics l

LLDP-MED

Apply l

»  State: Administrator can choose Enable or disable this LLDP function.

»  LLDP Handing: If cancel checkbox then administrator can choose Filtering / Bridging / Flooding
for LLDP handing. Select LLDP PDU handling action to be filtered, bridging or flooded when LLDP
is globally disabled

* Filtering: Deletes the packet.
* Bridging: (VLAN-aware flooding) Forwards the packet to all VLAN members.

* Flooding: Forwards the packet to all ports

» TLV Advertise Interval: Select the interval at which frames are transmitted. (range 5-32760,
default is 30)

»  Hold Multiplier: Set Hold value (Range 2-10, default is 4). Administrator can control the aging
time of local information on the neighbor device by configuring the value of the Hold multiplier.
TTL=Hold multiplier * TLV Advertise Interval.

» Reinitializing Delay: S Select the delay before a re-initialization (range 1-10 seconds, default =
2)..
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» Transmit Delay: Select the delay after an LLDP frame is sent (range 1-8191 seconds, default =
3).
»  Fast Start Repeat Count: The fast start repeat count when port link up(range 1-10,default = 3).

Click the “Apply” button to save your changes settings.

11.2 Port Setting

Administrator can configure each port of the LLDPDU Transmit / Receive / Normal or Disable the
mode and choose from "Optional TLV" list send the TLV type of port.
Discovery + LLDP —+ Port Setting

Status
Network Port Setting Table

® | €|«
o
[=]
a

POE Setting Q[

]
MAC Address Table

« | &
<
S

| Entry | Port | Mode Selected TLV
1 GE1 Receive  Port Description , 802.3 MAC-PHY , 802.3 Maximum Frame Size , 802.1 PVID , 802.1 VLAN N

e
%

Spanning Tree

(]
O 2 GE2 Receive  Port Description , 802.3 MAC-PHY , 802.3 Maximum Frame Size , 802.1 PVID , 802.1 VLAN N
¥ ERPS
O 3 GE3 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
- Discovel
O 4 GE4 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
oy
“ Property O 5 GE5 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
O 6 GE6 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
MED Network Policy O 7 GE7 Transmit  Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
LI=D) (e Sy 0 8 GE8 Transmit Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
Packet View 0 9 GE9 Transmit PortDescription , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
Local Information
Neighbor O 10 GE10 Normal 802.1 PVID
Statistics
Field Description
Port Display the port of LLDP state.
Mode Display the Transmit (TX Only),Receive (RX Only),Normal (TX And
RX),Disable
Selected TLV Display the TLVs for your selected.
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Edit Port Setting

Port| GE7-GE9

| @ Transmit
i O Receive
podes () Normal
(O Disable
Available TLV Selected TLV
System Name 802.1 PVID
Optional TLV | |System Capabilities System Description

802.3 Link Aggregation 802.3 MAC-PHY
802.3 Maximum Frame Size Port Description
Management IP Address
Available VLAN Selected VLAN

g VLAN 1

802.1 VLAN Name |
‘. Apply | ‘ Close |

» Mode : Administrator can choose Transmit(TX) / Receive(RX) or Normal(TX+RX) and Disable, if
choose disable will don't send and receive LLDPDU.
® Transmit (TX Only): Transmit LLDP PDUs only.
® Receive (RX Only): Receive LLDP PDUs only.
® Normal (TX And RX): Transmit and receive LLDP PDUs both
® Disable : Disable the transmission of LLDP PDUs

»  Optional TLV : Administrator can be configuration information into different TLV, encapsulates
LLDPDU and issued to the neighbor device.

System Name

Port Description

System Description

System Capability

802.3 MAC-PHY

802.3 Link Aggregation

802.3 Maximum Frame Size

Management Address

802.1 PVID

» 802.1 VLAN Name : Select the VLAN Name ID to be carried (multiple selection is allowed).

Click the “Apply” button to save your changes or “Close” the button to close settings.
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11.3 MED Network Policy

Administrator can see the display for LLDP MED Network Policy Setting, Setting “add” and “Edit” and
“Delete” function for this management.

Discovery -+ LLDP + MED Network Policy

¥ Status

MED Network Policy Table

¥ Port

v POE Setting Showing entries Showing 1to 2 of 2 entries () I:
*

. :

@ | Policy ID | Application | VLAN | VLAN Tag | Priority | DSCP |

WSSOI ) 1 Voice 4094  Tagged 5 63
¥ Spanning Tree )
) 5 Guest Voice 4094  Tagged 2 11

¥ ERPS
| Add | Edit || Delete
P _ I I _
Property
Port Setting

MED Port Setting

Field Description

Policy ID Display the policy ID.
Application Display the network policy type.
VLAN Display the VLAN ID.

VLAN Tag Display the VLAN tag status.
Priority Display the L2 priority.

DSCP Display the DSCP value.
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Add MED Network Policy

Policy ID

Application | |Voice v |

VLAN 4094 |

. @ Tagged

VLAN Tag | () Untagged

Priority

BSCP (o5 v

|: Apply :| |: Close :\

Y

Policy ID : Select specified network policy ID to configure..
»  Application : Select the network policy application type.
Voice

Voice Signaling

Guest Voice

Guest Voice Signaling

Softphone Voice

Video Conferencing

App Streaming Video

VideoSignaling

VLAN : Set the VLAN ID, range from 1 to 4094..
VLAN Tag : Set the VLAN tag status.

»  Select the network policy application type.

Y VY

® Tagged : Traffic is tagged.
® Untagged : Traffic is untagged.

Y

Priority : Set the L2 priority, range from 0 to 7.
»  DSCP : Set the DSCP value, range from 0 to 63.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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11.4 MED Port Setting

Administrator can see the display for LLDP MED Port Setting.

Discovery + LLDP + MED Port Setting

Status
Network MED Port Setting Table
¥ Port
% POE Setting
P IS | Network Policy
¥ MAC Address Table B | Entry | Port State Location | Inventory
| Active | Application
¥ Spanning Tree )
] 1 GE1 Enabled Yes Voice No Yes
¥ ERPS - )
(] 2 GE2 Enabled Yes Voice No Yes
(] 3 GE3 Enabled Yes Voice No Yes
4 LLDP =
= [ 4 GE4 Enabled Yes No No
roperty
Port Setting ] 5 GE5 Enabled Yes No No
MED Metwork Policy O 6 GEG6 Enabled Yes No No
] 7 GE7  Enabled Yes No No
Packet View 0 8 GE8 Enabled Yes No No
Local Information
Neighbor (] 9 GE9 Enabled Yes No No
Statistics ] 10 GE10 Enabled Yes Mo No
Field Description
Port Display the LLDP MED specified port.
State Display the LLDP MED status
Optional TLV Display the LLDP MED optional TLVs.
Network Policy Display the LLDP MED network policy Active and Application IDs.
Location Display the location status.
Inventory Display the inventory by yes or no.
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Edit MED Port Setting

Port| GE1-GE3

Enable

| Available TLV Selected TLV

Location Metwork Policy
Optional TLV | Inventory

__________________________________________________________________________________________________________________________________________________
--------------------------------------------------------------------------------------------------------------------------------------------------

Available Policy Selected Palicy

! [5 (Guest Voice) 1 (Voice)
Network policy |

B oottt
1

| Coordinate i | |

, Civic |

ECSELIN

| Apply || Close |

Y

Port : Select specified port or all ports to configure LLDP MED.

State : Select LLDP MED enable status

» Optional TLV : Select LLDP MED optional TLVs (multiple selection is allowed).
® Network Policy

Y

® Location
® Inventory
» Network Policy : Select the network policy IDs to be bound to ports. The network policy should
be created in MED Network Policy page at first.
»  Location:
® Coordinate : Set Coordinate
® Civic : Set Civic
® ECSELIN : Set ECS ELIN

Click the “Apply” button to save your changes or “Close” the button to close settings.

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL ceElio

Arpiify your Wire

11.5 Packet View

Administrator can select which port to view and click on the "Detail" button to view the information

of the LLDP packet on the selected port.

Discovery + LLDP -+ Packet View
Status

Packet View Table

POE Setting
VLAN

| Entry | Port | In-Use (Bytes) | Available (Bytes) | Operational Status |

MAC Address Table 0O 1 GE1 162 1326 Not Overloading
¥ Spanning Tree _ )
O 2 GE2 162 1326 Not Overloading
@ 3 GE3 200 1288 Not Overloading
— Discovery i
@) 4  GE4 13 1375 Not Overloading
% LLDP
Property O
Port Setting O 6 GEB 13 1375  Not Overloading
MED Network Policy @ 7 GE7 81 1407 Not Overloading
MED Port Setting O 8 GE8 81 1407  Not Overloading
_ O 9 GE9 81 1407 Not Overloading
Local Information
Field Description
Port Port Name
In-Use (Bytes) Total number of bytes of LLDP information in each packet.

Total number of available bytes left for additional LLDP information in

Available (Bytes) each packet

Operational Status Overloading or not

Packet View Detail

T Pt 85 ":
Mandatory TLVs

i Size (Bytes) | 21 E

ir Operational Status i Transmitted
MED Capabilities

i Size (Bytes) o |

|  Operational Status | Transmitted

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL C:’IIO

Ly e

Click the “Close” button to close the view detail page.

Field Description

Port Port Name

Total mandatory TLV byte size.
Status is sent or overloading.

Total MED Capabilities TLV byte size.
Status is sent or overloading.

Mandatory TLVs

MED Capabilities
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MED Location

Total MED Location byte size.
Status is sent or overloading.

MED Network
Policy

Total MED Network Policy byte size.

Status is sent or overloading.

MED Inventory

Total MED Inventory byte size.
Status is sent or overloading.

MED Extended

Power via MDI

Total MED Extended Power via MDI byte

size. Status is sent or overloading.

802.3 TLVs

Total 802.3 TLVs byte size.

Status is sent or overloading.

Optional TLVs

Total Optional TLV byte size.
Status is sent or overloading.

802.1 TLVs

Total 802.1 TLVs byte size.

Status is sent or overloading.

Total

Total number of bytes of LLDP information in each packet.

11.6 Local Information

Displays switch summary and every port status of LLDP. Administrator can select which port to view and
click on the "detail" button to view the information of the local device as well as the information of

selected port LLDP property.

Discovery + LLDP + Local Information

Status
Network
Port

POE Setting

£ | &

Device Summary

Chassis ID Subtype MAC address
VLAN Chassis ID | 8C:4D-EA:30:DD:53
MAC Address Table
Spanning Tree
ERPS

System Name Switch
System Description CS-3424G-24P

|« |« |« |« |«

Supported Capabilities Bridge, Router

Enabled Capabilities Bridge, Router
Port ID Subtype | Local

% LLDP
Property
Part Setting
MED Network Policy

MED Port Setting Port Status Table
Packet View
MNeighbor :
Statistics | Enty | Port | LLDPState | LLDP-MED State
(o)
2 GE2 Receive Enabled
3 GE3 MNormal Enabled

’X‘ service@cerio.com.tw

R, +(886) 2-8911-6160

@ wWww.cerio.com.tw



USER MANUAL

Device Summary

Field Description

Chassis ID Subtype Type of chassis ID, such as the MAC address.

Identifier of chassis. Where the chassis ID subtype is a MAC address, the

Chassis ID
MAC address of the switch is displayed.
System Name Name of switch.
System Description of the switch.
Description
Supported Primary functions of the device, such as Bridge, WLAN AP, or Router.
Capabilities
Enabled Primary enabled functions of the device.
Capabilities
Port ID Subtype Type of the port identifier that is shown.

Port Status Table

Field Description

Port Type of the port number
LLDP Status LLDP Tx and Rx abilities.
LLDP Med Status LLDP MED enable state.

Click “detail” button on the page to view detail information of the selected port.
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Local Information Detail

ChasmleSuhtypeMACaddress
EWMIDBMDEM
e
e
D
D o
D

Management Address Table

Address Subtype | Address | Interface Subtype | Interface Number |

0 results found.

Management Address Table

Field Description

Address Type of the port number
Subtype

Address Display management IP address type.

Interface Subtype Returned address most appropriate for management use, typically a

Layer 3 address.

Interface number Specific interface associated with this management address.

MAC/PHY Details

MAC/PHY Detail
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Field Description

Auto-Negotiatio Port speed auto-negotiation support status.

n Supported

Auto-Negotiation Port speed auto-negotiation active status.

Enabled

Auto-Negotiation Port speed auto-negotiation capabilities, for example, 1000BASE-T
Advertised half-duplex mode, 100BASE-TX full-duplex mode.

Capabilities

Medium Attachment Unit (MAU) type. The MAU performs physical layer

Operational MAU functions, including digital data conversion from the Ethernet interfaces

Type collision detection and bit injection into the network, for example,

100BASE-TX full duplex mode.

802.3 Detail

802.3 Detail

—— . ——————————

; 802.3 Maximum Frame Size | 1522 ;
Field Description
802.3 Maximum The maximum supported IEEE 802.3 frame size.

Frame Size

802.3 Link Aggregation

802.3 Link Aggregation

—————a —————

..............

Field Description
Aggregation Indicates whether the interface can be aggregated.
Capability

Aggregation Status Indicates whether the interface is aggregated.

Aggregation Port Advertised aggregated interface ID.
ID
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MED Detail

Field Description
Capabilities MED capabilities supported on the port.
Supported

Current Capabilities MED capabilities enabled on the port.

Device Class LLDP MED endpoint device class.
PoE Device Type Port PoE type, for example, powered.
PoE Power Port power source.

Source

PoE Power Port power priority.

Priority

PoE Power Value Port power value.

Hardware Hardware version.

Revision

Firmware Firmware version.

Revision

Software Software version.
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Revision

Serial Number Device serial number.

Manufacturer Device chipset IC manufacturer name.
Name

Model Name Device chipset IC model name.

Asset ID Asset ID.

Location Information

Location Information

______________

Field Description
Coordinate Set Coordinate.
Civic Set Civic.

ECS ELIN Set ECS ELIN.

Network Policy Table

Network Policy Table

Application Type | VLAN | VLAN Type | Priority | DSCP |

Voice 4094 Tagged 5 63

Close

Field Description

Display the network policy application type.
® \Voice

Voice Signaling

Application

Guest Voice
Guest Voice Signaling

Softphone Voice

Video Conferencing
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® App Streaming Video
® VideoSignaling

VLAN Display the VLAN ID.

VLAN Type VLAN tag status.Display the network policy application Traffic is tagged or
Traffic is untagged type.

Priority Display the L2 priority.

DSCP Display the DSCP value.

Click the “Close” button to close the information page.

11.7 Neighbor

The page displays information that was received using the LLDP protocol from neighboring devices.
After timeout the information is deleted. (Based on the value received from the neighbor time to Live
TLV during which no LLDP PDU was received from a neighbor), Setting “add” and “Edit” and “Delete”
function for this management.

Discovery + LLDP + Neighbor

Neighbor Table

Showing entries Showing 1 to 3 of 3 entries Q :
] | Local Port | Chassis ID Subtype Chassis ID Port ID Subtype Port ID | System Name ‘ Time to Live
¥ MAC Address Table -
5 = [l GE25 MAC address 10:60:4B:8B.78.99 MAC address 10:60:4B:8B8:78:99 2452
% Spanning Tree
EpRPS z [ GE25 MAC address 00:E0:A0:10:04:6C MAC address 00:E0:A0:10:04:6C 3397
~ O GE27 MAC address 40-B0-34:54:97-82 MAC address 40:B0:34:54:97:82 3395
First || Previous | B8 | Next | | Ls
& LoP [ c || Refresh || Detail
TEaiy ear efres stail
Port Setting
MED Network Policy
MED Port Setting
Packet View
Local Information
Statistics
Field Description
Local Port Number of the local port to which the neighbor is connected.

Chassis ID Subtype Type of chassis ID (for example, MAC address).

Chassis ID Identifier of the 802 LAN neighboring device's chassis.
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Port ID Subtype Type of the port identifier that is shown.
Port ID Identifier of port.
System Name Published name of the switch.

Time interval in seconds after which the information for this

Time to Live neighbor is deleted.

Click “detail” to view selected neighbor detail information.

Neighbor Information Detail

i Local Port | GE25

I . — - - - - — = = = = . o o o o o o e e e o o o e o e e e e e e a

o Port ID summe
e
gy

Management Address Table
Address Subtype | Address | Iinterface Subtype | Interface Number |

0 results found.

MAC/PHY Detail
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802.3 Power via MDI

b bbb _di___di___di___J

802.3 Detail

802.3 Link Aggregation

MED Detail
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Location Information

Network Policy Table

| Network Policy Table
Application Type | VLAN | VLAN Type | Priority | DSCP |

0 results found.

i Close

Click the “Close” button to close the information page.

11.8 Statistics

This page displays LLDP statistical information per port. The Link Layer Discovery Protocol (LLDP)
Statistics page displays summary and per-port information for LLDP frames transmitted and received

on the switch.

Discovery + LLDP —+ Statistics

Status
Network Global Statistics
Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

LLDP
Property

Port Setting

MED Metwork Policy
MED Port Setting
Packet View

Local Information
Neighbor

................................

| Transmit Frame | Receive Frame | Receive TLV Neighbor

|  Total | Total | Discard | Emor | Discard | Unrecognized | Timeout

[] 1 GE1 0 0 0 0 0 0 0
DHCP -

5 [} 2 GE2 0 0 0 0 0 0 0
Multicast - 3 GE3 0 0 0 0 0 0 0
IP Configuration l:'

Security I:I 4 GE4 0 0 0 0 0 0 0
ACL (] 5 GE5 0 o o 0 0 0 0
O 6 GE6 0 0 0 0 0 0 0

QoS

Global Statistics
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Field

Description

Insertions

The number of times the complete set of information advertised by a
particular MAC Service Access Point (MSAP) has been inserted into

tables associated with the remote systems.

Deletions

The number of times the complete set of information advertised by
MSAP has been deleted from tables associated with the remote
systems.

Drops

The number of times the complete set of information advertised by
MSAP could not be entered into tables associated with the remote

systems because of insufficient resources.

Age Outs

The number of times the complete set of information advertised by
MSAP has been deleted from tables associated with the remote

systems because the information timeliness interval hasexpired.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .

Statistics Table

Field

Description

Port

Interface or port number.

Transmit Frame Total

Number of LLDP frames transmitted on the corresponding port.

Receive Frame

® Total: Number of LLDP frames received by this LLDP agent
on the corresponding port, while the LLDP agent is enabled

® Discarded: Number of LLDP frames discarded for any
reason by the LLDP agent on the corresponding port.

®  Errors: Number of invalid LLDP frames received by the LLDP
agent on the corresponding port, while the LLDP agent is
enabled.

Receive TLV

® Discarded: Number of TLVs of LLDP frames discarded for
any reason by the LLDP agent on the corresponding port.

® Unrecognized: Number of TLVs of LLDP frames that are
unrecognied while the LLDP agent is enabled

® Neighbor Timeout: Number of TLVs of LLDP frames that are

unrecognied while the LLDP agent is enabled

Neighbor Timeout

Number of age out LLDP frames.
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12. DHCP

The protocol operates on a client-server model. When DHCP clients connect to the network, they
send broadcast queries to request the necessary information from the DHCP server. A DHCP server
manages a pool of IP addresses and network configuration information. If they receive a query from
a DHCP client, they will automatically be assigned an IP address and network parameters.

Dynamic Host Configuration Protocol (DHCP) is a standardized network protocol. It is used in Internet
Protocol (IP) networks to dynamically distribute network configuration parameters. For example, a
device can request an IP address for an interface from a DHCP server. Using DHCP also reduces the

need for network administrators or users to manually configure these settings.
12.1 Property
Administrator can configure this “DHCP port Setting Table “for Enable / Disable DHCP Server function.

DHCP -+ Property

¥ Siatus
% Metwork I
¥ Port
¥ POE Setiing
% VLAN
¥ MAC Address Table [_apoy |
¥ Spanning Tree
¥ ERPS DHCP Port Setting Table
» Discovery
Q[
IP Pool Setting n 1 GE1  Enabled
VLAN IF Address Group Setting —
Client List ] 2 GE2 Enabled
Client Static Binding Table L] 3 GE3  Enabled
Multicast O 4 GE4 Disabled
IP Configuration ] 5 GE5 Disabled
Security O 6 GE6 Disabled

Use this section to enable the DHCP Server function on the switch. Also can select DHCP "Static

Binding First" function to ticking “enable” for your configuration.

Click the “Apply” button to save your changes settings.

Field Description
Port Display the DHCP of port entry.
State Show the DHCP Enable or DHCP Display Status.
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Edit Port Setting :

You can select the port form GE1 - GE28 (Ports) and LAG1~LAGS (Groups) to be set, and click "Edit"

to edit DHCP port to ticking “enable” for your configuration.

Edit Port Setting

Port| GE12

State | Enable

N (7 e 0000 0 S 0 500000 0 0 0O 0

[

Apply H Close

Click the “Apply” button to save your changes or “Close” the button to close settings.

12.2 IP Pool Setting

Administrator can configure this IP Pool Table Setting “add” and “Edit” and “Delete” function

management.
DHCP -+ IP Pool Setting
¢ Status
» Network IP Pool Table
Port
POE Setting Showing entries Showing 1 to
MLl - | Section =
MAC Address Tabl 00 ateway
fess 1abe = | Section | StartAddress | End Address
Spanning Tree —
] adm 1 192.168.2.1 192.168.2.100 192.168.2.254
ERPS =
Discovery | add || Edt || Delete |

Property

VLAM IF Address Group Setling
Client List
Client Static Binding Table

IP Pool Table
Showing entries Shewing 1to 1 of 1 entries

| Section ) | option 43 )
B | Pool = Gateway Mask DNS Primary Server | DNS Second Server Lease time
| Section | Start Address | End Address | Address | Format
] adm 1 192.168.2.1 192.168.2.100 192.168.2.254 2552552550 8888 168.95.1.1 ascil 1:0:0
. First | | Previous | & | MNext | | Le
[ ada || Eat || Deete |
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Field Description
Pool Display the Pool Name.
* Section : Section entry.
e Start Address : Displays the starting IP address of the IP
Section address pool configured for this DHCP server instance.
* End Address : Displays the last IP address of the IP address
pool configured for this DHCP server instance.
Displays the default gateway value sent to clients from this DHCP
Gateway ]
server instance.
Mask Displays the subnet mask value sent to clients from this DHCP
as

server instance.

DNS Primary Server

Displays the primary DNS server value sent to clients from this

DHCP server instance.

DNS Second Server

Displays the secondary DNS server value sent to clients from this

DHCP server instance.

Option43

* Address : Displays of option 43 address.
* Format : Displays of option 43 format type.

Lease time

This field displays the amount of time that the IP address is valid.
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IP Pool Table

: puni"i;'éun%'”
Gﬂtewa]r |1921532254 |
Hasl: : |255255 255.0 | 5
| IPAddress Section |  Start Address, |19216821 | i
§ | EndAddress |19216321ﬂ-0 | 1
nnspnmary 5enmr§ Enab|e|aaaa |
DNS Second 5enmr§ Enab|e|163 951 1 | !
ot m| |
Lease time aﬂ 00 v| Hour Minute 5

Apply ” Close ]

Y

Pool : Select Add New Pool and enter a name for the DHCP Pool.
» Gateway : Enter the IP address of the gateway, which is the host on the LAN that relays all traffic
coming into and going out of the LAN.

Y

Mask : Assign the subnet mask of IP address.

» IP Address Section :

@® Section : Select the Section number.

@ Start Address : Enter the starting point for the DHCP server to assign IP address for the
device connected.

® End Address : Enter the ending point for the DHCP server to assign IP address for the
device connected.

Y

DNS Primary Server : Select “enable” and fill in the for your primary DNS IP address.

Y

DNS Second Server : Select “enable” and fill in the for your second DNS IP address.

» Option 43 : Configure option 43 character string with “ASCII” format and configure option 43
character string with “HEX” format in IP DHCP pool mode.

» Leasetime: A controllable time period that DHCP server will reclaim IP addresses,Set the

time value if set time is selected as Day / Hour / Minute.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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12.3 VLAN IF Address Group Setting

Administrator can configure select the drop down list of "VLAN Interface" and ""DHCP server group"

in the VLAN interface address pool table.
DHCP + VLAN IF Address Group Setting

Status

Metwork Vlan Interface Address Pool Table
Port
POE Setling Interface | [VLAN 1 v
VLAN DHCP Server Group |
MAC Address Table

Spanning Tree Apply

ERPS
Discovery DHCP Server Group Table

Property
IP Pool Setting

Q[
| Group ID | Group IP Address | Bind VLAN Interface |

‘ 0 results found.

Client List
Client Static Binding Table

| aga || Eat || Delete |

» Interface : Select a VLAN interface.
» DHCP Sever Group : Select a DHCP Sever Group.

Click the “Apply” button to save your changes settings.

Administrator can configure this “DHCP Server Group Table “page setting for “add” and “Edit” and
“Delete” function management.

Field Description

Group ID Displays the DHCP Server Group ID

Group IP Address Displays the DHCP Server Group IP Address
Bind VLAN Interface Displays the DHCP Server Bind VLAN Interface

DHCP Server Group Table

" DHCP SewerGrowp| 1~
Group IP Address | |

e
1

Apply ][ Close l
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»  DHCP Server Group : Administrator can be select “DHCP Server Group” in the drop-down box,
and then confirm the grouping function to be set.
»  Group IP Address : Administrator can fill in Group IP address.

Click the “Apply” button to save your changes or “Close” the button to close settings.

12.4 Client List

This page can displayed DHCP Client List show” MAC Address Table” and show “IPv4 Address” and

show “VLAN” and show “Hosthame” information .

DHCP -+ Client List

Status
BT DHCP Client List
Port
POE Setting Showing entries Showing 0 to 0 of 0 entries Q I:
VLAN ‘ B | MAC Address Table | IPv4 Address | VLAN | Hostname |
MAC Address Table
s nd Tree 0 results found.
nini
EpRaPS nd First | | Previous |
Refresh
Discovery [—]
Property
IP Pool Setting
VLAN IF Address Group Setting
Client Static Binding Table
Field Description
MAC Address Table Display the MAC address of the client device.
IPv4 Address Display the IP address sent to the client device.
VLAN Display the VLAN ID of the DHCP client.
Hostname Displays the hostname of the DHCP client.

Click “Refresh” to refresh the “Client List” statistics .
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12.5 Client Static Binding Table

Administrator can configure this “Static Binding Table “setting for “add” and “Delete” function
management. And this page can displayed “Static Binding Table “ show” MAC Address Table” and

show “IPv4 Address” and show “VLAN” and show “User Name” information .

DHCP —+ Client Static Binding Table
Status
Network Static Binding Table
Port

POE Setting Showing entries Showing 1 to 2 of 2 entries Q |:
VLAN B | MAC Address Table | IPv4 Address | VLAN | User Name |

[ 3C4D:EA00:00:01 192.168.2.38 4094 guest

MAC Address Table

Spanning Tree — )
[ B8CAD:EA00:00:0E 192168285 4004 stafft
ERPS -
. First | | Previous | &4
Discovery [ Add H Delete ]
Property
IP Pool Setting
VLAM IF Address Group Setting
Client List
Field Description
MAC Address Table Display the MAC address of the client device.
IPv4 Address Display the IP address sent to the client device.
VLAN Display the VLAN ID of the DHCP client.
Users Name Displays the Users Name of the DHCP client.

Static Binding Table Add

MAC Address |BC:4D:EP.:UD:DB:DA

VAN [s004

|
1Pv4 Address [192 188 2 81 ]

User Name |ser\.rice-PC |

Apply || ciose |
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MAC Address : The MAC address of the device that wishes binding.
VLAN : Administrator can be configuration the DHCP VLAN ID.
IPv4 Address : The IP address that will assign to the device with Binding MAC address.

YV V V V

User Name : Generates a username for this binding rule.

Click the “Apply” button to save your changes or “Close” the button to close settings.

13. Multicast

Multicast is the only type of IPv4 multicast that is supported by the Ethernet gateway.

13.1 General

13.1.1 Property
This page can be configured with unknown multicast action, administrator can set the forwarding

method is based on the DMAC or the DIP, the function implements high performance data

transfer from point to multipoint in network will be reduce the loading on the network.

Multicast + General + Property
Status

Port | Unknown Multicast: -
| Action © bron !
FLELEINT B ) ForvardtoRouterPort )
VLAN .
MAC eos Table . Multicast Forward thod
N | i @ DMAC-VID H
Spq Ti | : H
il ; IB¥&S ) pipviD i
ERPS bememmenes BRI - -~ - --- - -- - - === e oo e e e e
" | ¢ @ DMAC-VID :
Discovery : IME 7 DIPVID E
DHCP I
Multicast I Apply ]
z General
Group Address
Raouter Port
Forward All
Throttling

Filtering Profile
Filtering Binding
% IGMP Snooping
% MLD Snooping
# MVR

> Unknown Multicast Action : Set the unknown multicast action
® Drop: drop the unknown multicast data.
® Flood: flood the unknown multicast data.

® Router port: forward the unknown multicast data to router port.

Y

Multicast Forward Method : Assign the subnet mask of IP address.
» IPV4 : Set the ipv4 multicast forward method.
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® MAC-VID : forward method dmac+vid.
® DIP-VID : forward method dip+vid.
» IPV6 : Set the ipv6 multicast forward method.
® MAC-VID : forward method dmac+vid.
® DIP-VID : forward method dip+vid(dip is ipv6 low 32 bit).

Click the “Apply” button to save your changes settings.

13.1.2 Group Address

The multicast address range is 224.0.0.0 to 239.255.255.255 and forms the Class D range which is
made up of the high order bits 1110 followed by the 28 bit multicast group ID. There is no
subletting with these Class D addresses. A multicast group can have a permanently-assigned
address or the group may be Transient. Setting “add” and “Edit” and “Delete” and “Refresh”

function for this management.

Multicast + General + Group Address
Status

Metwork Group Address Table

Port

POE Sefting IP Version

VLAN Showing entries Showing 0 to 0 of 0 entries Q I:

MAC Address Table

Spanning Tree B | VLAN | Group Address | Member | Type | Life (Sec) |

ERPS ‘ 0 results found.

Discovery First | | Previous

DHCP | Agd || Est || Delete || Refresn |

Multicast

& General
Property
Router Port
Forward All

» IPV4 Version : Select the IP Version.
® |Pv4 :ipv4 multicast group.
® |Pv6 : ipv6 multicast group.

Field Description
VLAN The VLAN ID of group.
Group Address The group IP address.
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Member The member ports of group.
Type The type of group. Static or Dynamic.
Life(Sec) The life time of this dynamic group.

Add Group Address

————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————
I
5

IP Version |

Group Address

I Available Port Selected Port

' [GE1
| |GE2
" |GE3
Hemheri GE4
' |GES
' |GES
! |GET
' |GEs -

________________________________________________________________________________________________________________________

| appy || cClose |
VLAN : The VLAN ID of group.
» IP Version:

® IPv4 : ipv4 multicast group.

Y

® |Pv6 : ipv6 multicast group.

Y

Group Address : The group IP address.
» Member : The member ports of group.
® Available Port: Optional port member.

® Selected Port: Selected port member.
Click the “Apply” button to save your changes or “Close” the button to close settings.

13.1.3 Router Port

A Multicast Router (MRouter) port is a port that connects to a Multicast router. The switch
includes the MRouter port(s) when it forwards Multicast streams and IGMP/ MLD registration
messages. It is required in order for all Router(s) can, in turn; forward the Multicast streams and

propagate the registration messages to other subnets, Setting “add” and “Edit” and “Delete”
function for this management.
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Multicast + General + Router Port

» Siatus
Network Router Port Table
Port _
POE Setting IP Version
VLAN . ) . _
Showing entries Showing 1to 1 of 1 entries
MAC Address Table Q |:
Spanning Tree ‘ B | VLAN | Member | Static Port | Forbidden Port | Life (Sec) |
ERPS ] 1 BE3 GE3
Discovery First | | Previous | &
DHCP | At || Edt || Refresn |
& General
Property
Group Address
Forward All
» IPV4 Version : Select the IP Version.
® |Pv4 : ipv4 multicast router.
® |Pv6 : ipv6 multicast router.
Field Description
VLAN The VLAN ID router entry.
Member Router Port member (include static and learned port member).
Static Port Static router port member.
Forbidden Port Forbidden router port member.
Life(Sec) The expiry time of the router entry.
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Add Router Port

Available VLAN Selected VLAN
o

VLAN

o |Pu4v

Static :
Forbidden

e e L e P =

i Available Port Selected Port

GE1
GE2
GE3
GE4
GES
GEB
| |GE7 :
' |GEs - 5

g

[ Apply ][ Close ]

» VLAN : The VLAN ID of group.
® Available VLAN: Optional VLAN member.
® Selected VLAN: Selected VLAN member.
» IP Version:
® [Pv4: IPv4 multicast router.

® |Pv6 : IPv6 multicast router.
Type : The router port type:
®  Static : Static router port.

® Forbidden : forbidden router port, can’t learn dynamic router port member.
»  Port : The member ports of Router entry.

® Available Port: Optional router port member.

® Selected Port: Selected router port member.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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13.1.4 Forward All

Configure ports or LAGs to receive Multicast streams from a specific VLAN. Administrator can
statically configure a port to Forward All if the devices connecting to the port do not support
IGMP or MLD, Setting “add” and “Edit” and “Delete” function for this management.

Multicast + General + Forward All
Status

Network Forward All Table
Port
POE Setting IP Version
VLAN Showing entries Showing 110 1of 1 entries ) I:
MAC Address Table
Spanning Tree W | VLAN | static Port | Forbidden Port |
ERPS ‘ [] 1 GE1
Discovery First | | Previous
DHCP | adg || Eat || Deete |
& General
FProperty
Group Address
Router Port

> IPV4 Version : Select the IP Version.
® [IPv4 : IPv4 multicast forward all.

® |Pv6 : IPv6 multicast forward all.

Field Description

VLAN VLAN ID of forward all entry

Static Port Known multicast group always forward port member
Forbidden Port Known multicast group always not forward port member
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Add Forward All

Available VLAN Selected VLAN
1

VLAN

Forbidden

| S [k IS

i Available Port Selected Port

. |GE2 GE1
GE3
GE4
GE5
GEB
GET
. |GES :
| |cE9 - !

g

[ Apply H Close ]

» VLAN : The VLAN ID of forward all entry.
® Available VLAN: Optional VLAN member.
® Selected VLAN: Selected VLAN member.
» IP Version:
® [Pv4: IPv4 multicast forward all.
® |Pv6 : IPv6 multicast forward all.
» Type : The forward all port type
@  Static : Static forward all port. The port is statically configured as a Multicast router port.
® Forbidden : Forbidden forward all port. This port is not to be configured as a Multicast
Router port, even if IGMP or MLD queries are received on this port.
»  Port: The member ports of forward all.
® Available Port: Optional router port member.

® Selected Port: Selected router port member.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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13.1.5 Throttling
This page allow user to configure port can learned max group number and if port group number

arrived max group number action.

Multicast + General + Throttling
# Status

¥ Network Throttling Table

Port
POE Setting IP Version

VLAN

MAC Address Table Q I:
Spanning Tree | Entry | Port | Max Group | Exceed Action |

ERFS GE1 256 Deny
GEZ2 256 Deny
GE3 256 Deny
GE4 256 Deny
GE5 256 Deny
GEB 256 Deny
GE7 256 Deny
GES 256 Deny
GES 256 Deny

Discovery
DHCP

& General
Froperty
Group Address
Router Port
Forward All

HNERENENEAENENEEE
R R L R T

» IPV4 Version : Select the IP Version.
® |Pv4 : IPv4 for IGMP snooping throttling.
® |Pv6 : IPv6 for MLD snooping throttling.

Field Description

Port Display the Port Name

Max Group Display the Max number of group for port

Exceed Action Display the port exceed max number group learning group action

Edit Throttling

“eer et

~ PVession P4

Max Group | [255

e
i 1 1

Apply ] [ Close
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Port : Display the selected port list.
IP Version : Display the selected IP version

Max Group : Max number of group for port

YV V V V

Exceed Action : Excess Max number of port learning group action.
® Deny: do not learning group.

® Replace: random replace one exist group.
Click the “Apply” button to save your changes or “Close” the button to close settings.

13.1.6 Filtering Profile

Filter profile permits or denies a range of Multicast groups to be learned when the join group
matches the filter profile IP group range, Setting “add” and “Edit” and “Delete” function for this
management.

Multicast + General + Filtering Profile
Status

Network Filtering Profile Table
Port _
POE Setting IP Version
VLAN Showing entries Showing 010 0 of 0 entries () :
MAC Address Table
T ‘ W | Profile ID | Start Address | End Address | Action |
ERPS 0 results found.
Discovery First | | Previous |
DHCP | agd || Eat || Deete |
& General
Property
Group Address
Router Port
Forward All
Throttling

» IPV4 Version : Select the IP Version.
® |Pv4 : IPv4 for IGMP snooping profile.
® |Pv6 : IPv6 for MLD snooping profile.

Field Description

Profile ID Display profile ID
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Start Address The start group address of profile
End Address The end group address of profile
Action Display profile action

Add Profile

Action |

[ Aoy || cilose |

Y

Profile ID: Profile ID.

» IP Version : Display the selected IP version
® IPv4: IGMP snooping profile.

® IPv6: MLD snooping profile.

Y

Start Address: The start group address of profile.

Y

End Address : The end group address of profile.

»  Action: The action of profile:

® Allow: permit all packets that match the profile.
® Deny: deny all packets that match the profile.

Click the “Apply” button to save your changes or “Close” the button to close settings.

13.1.7 Filtering Binding
When the setting is completed of Filtering Profile, administrator can select ports to set filtering

binding.
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Multicast + General + Filtering Binding
Status

Network Filtering Binding Table

Port
POE Setting IP Version

VLAN

MAC Address Table Q :

Spanning Tree B | Entry | Port | Profile 1D |
ERPS [] 1 GE1
Discovery O 2 GE2
DHCP ] 3 GE3
Multicast O 4 GE4
& General W 5 GE5
Property |E| 6 GEB
Group Address -
Router Fort L L EES
Forward All O 8 GES
Throttling [] 9 GE9
Filtering Profile w 0 GE10
1 11 GEN

» IPV4 Version : Select the IP Version.
® |Pv4 : IPv4 for IGMP snooping throttling.
® |Pv6 : IPv6 for MLD snooping throttling.

Field Description

Entry Entry of number

Port Port Name

Profile ID Port binding Profile ID

Edit Filtering Binding

IP Version | IPv4

| appy || close |

Port: Selected Port List.

Y VYV

IP Version : Display Selected Port filtering IP version.
»  Profile ID: If check Enable, can select or change profile ID, Else it will delete port filter profile

binding.
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Click the “Apply” button to save your changes or “Close” the button to close settings.

13.2 IGMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP) network
traffic. The feature allows a network switch to listen in on the IGMP conversation between hosts and
routers. By listening to these conversations the switch maintains a map of which links need which IP
multicast streams. Multicasts may be filtered from the links which do not need them and thus
controls which ports receive specific multicast traffic. The IGMP snooping support v2 & v3,

administrator can forward or drop Unknown Multicast.

13.2.1 Property

When IGMP Snooping is enabled globally or on a VLAN, all IGMP packets are forwarded to the
CPU. The CPU analyzes select of ports are asking to join Multicast groups on VLAN or routers that
are generating IGMP queries, or receiving PIM / OSFP / DVMRP / IGMP query protocols incoming
packets.

Multicast + IGMP Snooping + Property
Status

Network Enable
Port SEEEESEE SEE S e S eSS SS S TS S SS S5 S S e SE SEE S S SE SEE S EE SaS SeS S Sas Ses SESsSSS= 555555
3 IGMPv2
POE Setting IGMPV3
Enable

MAC Address Table
Spanning Tree
ERFPS

Discovery

DHCP VLAN Setting Table

% |%€ € & € &€ € &€ | & |«
g

= General

& IGMP Snooping Router Port Que Qu Query Max Last Mem
VLAN | Operational Status B L w
Auto Learn | Robusiness | Interval | Response Interval | Query Cou
Querier
s Disabled Enabled 2 125 10

Statistics
= MLD Snooping
2 MVR

»  State: Administrator can select Enable or Un-enable, Set the enabling status of IGMP Snooping
functionality.
® Enable: If Checked Enable IGMP Snooping, else is Disabled IGMP Snooping.
»  Version: Select either IGMPv2 or IGMPv3,Set the igmp snooping version.
® IGMPv2: Only support process igmp v2 packet.
® IGMPv3: Support v3 basic and v2.
» Report Suppression: Enable or disable IGMP report suppression. If administrator select

disabling this feature will forward all IGMP reports to Multicast routers, Set the enabling status
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of IGMP v2 report suppression.
® Enable: If Checked Enable IGMP Snooping v2 report suppression, else Disable the report
suppression function.

Click the “Apply” button to save your changes.

VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
VLAN | Operational Status Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
] 1 Disabled Enabled 2 125 10 2 1 Disabled
Edit

Field Description

VLAN The IGMP entry VLAN ID

Operation Status The enable status of IGMP snooping VLAN functionality

Router Port Auto Learn The enabling status of IGMP snooping router port auto learning

The Query Robustness allows tuning for the expected packet loss
Query Robustness
on a subnet.

Query Interval The interval of querier to send general query

In Membership Query Messages, it specifies the maximum
Query Max Response

allowed time before sending a responding report in units of 1/10

Interval

second.
Last Member Query The count that Querier-switch sends Group-Specific Queries
count when it receives a Leave Group message for a group.
Last Member Query The interval that Querier-switch sends Group-Specific Queries
Interval when it receives a Leave Group message for a group.

. The immediate leave status of the group will immediate leave
Immediate leave .
when receive IGMP Leave message.

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Edit VLAN Setting

VLAN | 1

Locozoz
Lozzz==

State | Enable ;

| Enable

............................................

Query Max Response Interval |‘1D |

Last Member Query Counter

Last Member Query Interval | !
Operational Status

8 Status| Disabled

i Query Iﬂxlié;mnse Interval
Last Member Query Counter

Last Member Query Interval | 1 (Sec) 5

| appy || close |

Y

VLAN: The VLAN ID of IGMP Snooping.
»  State: Set the enabling status of IGMP Snooping VLAN functionality.
® Enable: Enable: If Checked Enable IGMP Snooping VLAN, else is Disabled IGMP Snooping
VLAN.
»  Router Port Auto Learn: Set the enabling status of IGMP Snooping router port learning.
® Enable: If checked Enable learning router port by query and PIM, DVRMP, else Disable the
learning router port.
» Immediate leave: Immediate Leave the group when receive IGMP Leave message.
® Enable: If checked Enable immediate leave, else disable immediate leave.
» Query Robustness: The Admin Query Robustness allows tuning for the expected packet loss on
a subnet.

Y

Query Interval: The Admin interval of querier to send general query.

» Query Max Response Interval: The Admin query max response interval, In Membership Query
Messages, it specifies the maximum allowed time before sending a responding report in units of
1/10second.

» Last Member Query Counter: The Admin last member query count that Querier-switch sends
Group-Specific Queries when it receives a Leave Group message for a group.

» Last Member Query Interval: The Admin last member query interval that Querier-switch sends

Group-Specific Queries when it receives a Leave Group message for a group.
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»  Operational Status: Set the enabling status of IGMP Snooping router port learning.
® Status: Operational IGMP snooping status, must both IGMP snooping global and IGMP
snooping enable the status will be enable.
Query Robustness: Operational Query Robustness.
Query Interval: Operational Query Interval.
Query Max Response Interval: Operational Query Max Response Interval.

Last Member Query Counter: Operational Last Member Query Count.

Last Member Query Interval: Operational Last Member Query Interval.

Click the “Apply” button to save your changes or “Close” the button to close settings.

13.2.2 Querier

Administrator can choose created VLAN to enable or disable the IGMP Snooping query function.
When select checkbox and click "Edit" button will be go to set IGMP Snooping version, this
function can get IGMP Snooping query device regularly to VLAN local segments in all hosts and
routers send IGMP Snooping general query packets, to the query segment which multicast group
members.

Multicast + IGMP Snooping + Querier
Status

Network Querier Table
Port

POE Setting

VLAN

MAC Address Table

‘ W | VLAN | state | Operational Status | Version | Querier Address |

[] 1 Disabled Disabled

Spanning Tree

ERPS :
Edit

Discovery
DHCP

= General
& |GMP Snooping
Property

Statistics
2 MLD Snooping
2 MVR

Field Description

VLAN IGMP Snooping querier entry VLAN ID
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State The IGMP Snooping querier Admin State.
Operational Status The IGMP Snooping querier operational status

Querier Version The IGMP Snooping querier operational version.

Querier IP The operational Querier IP address on the VLAN
Edit Querier

| appy || close |

Y

VLAN: The Selected Edit IGMP Snooping querier VLAN List.

»  State : Set the enabling status of IGMP Querier Election on the chose VLANSs.
® Enabled: if checked Enable IGMP Querier else Disable IGMP Querier.

» Version : Set the query version of IGMP Querier Election on the chose VLANSs.

® IGMPv2: Querier version 2.

® IGMPv3: Querier version 3. (IGMP Snooping version should be IGMPv3).

Click the “Apply” button to save your changes or “Close” the button to close settings.

13.2.3 Statistics
Display Receive / Transmit Packet information of IGMP snooping.

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL ceElio

Arpiify your Wire

Multicast + IGMP Snooping —+ Statistics
% Status

Network Receive Packet

Port

POE Setting

VLAN

MAC Address Table

Spanning Tree

ERPS

Discovery

DHCP

Multicast
2 General
& |IGMP Snooping

Property
Querier

= MLD Snooping
2 MVR
IP Configuration
Security
ACL
QoS
Diagnostics

Management

Field Description

® Total: Total RX igmp packet, include ipv4 multicast data
to CPU.
® Valid: The valid igmp snooping process packet.

InValid: The invalid igmp snooping process packet.
Other: The ICMP protocol is not 2, and is not ipv4

multicast data packet.
Receive Packet Leave: IGMP leave packet.
Report: IGMP join and report packet.

General Query: IGMP General Query packet.

Special Group Query: IGMP Special Group General Query
packet.
® Source-specific Group Query: IGMP Special Source and

Group General Query packet.

® Leave: IGMP leave packet.

. Report: IGMP join and report packet.
Transmit Packet )
® General Query: IGMP general query packet include

guerier transmit general query packet

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

® Special Group Query: IGMP special group query packet
include querier transmit special group query packet.

® Source-specific Group Query: IGMP Special Source and
Group General Query packet.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .

13.3 MLD Snooping

The function support selective Multicast forwarding (IPv6), MLD Snooping must be enabled globally
and for each relevant VLAN. The switch supports MLD Snooping on both static and dynamic VLANs.
Hosts use the MLD protocol to report their participation in Multicast sessions, and the switch uses
MLD Snooping to build Multicast membership lists. It uses these lists to forward Multicast packets
only to switch ports where there are host nodes that are members of the Multicast groups. The

switch does not support MLD Querier.

13.3.1 Property
Administrator to enable MLD Snooping in addition to the manually configured Multicast groups,
the result is a union of the Multicast groups and port memberships derived from the manual

setup and the dynamic discovery by MLD Snooping. However, only the static definitions are

preserved when the switch is rebooted.

movi
MLDV2 !

_______________________
_______________________

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

= General

= IGMP Snooping T T e Qu pro———
 MLD Sncoping VLAN | Operational Status w ery Y
= Auto Learn | Robustness | Interval | Response Interval | Query Co
Statistics [ ] 1 Disabled Enabled 2 125 10
2 MVR
% [P Configuration Edit

»  State: Administrator can select Enable or Un-enable, Set the enabling status of IGMP Snooping

functionality.
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® Enable: If Checked Enable IGMP Snooping, else is Disabled IGMP Snooping.
» Version: Select either MLDv1 or MLDv2, Set the MLD snooping version.
® MLDv1: Only support process MLD v1 packet.
® MLDv2: Support v2 basic and v1.
»  Report Suppression: Set the enabling status of MLD v1 report suppression.
® Enable: If Checked Enable MLD Snooping v1 report suppression, else Disable the report

suppression function.

Click the “Apply” button to save your changes.

VLAN Setting Table

Router Port Cuery Query Query Max Last Member Last Member

VLAN | Operational Status Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
[] 1 Disabled Enabled 2 125 10 2 1 Dizabled
Edit
Field Description
VLAN The MLD entry VLAN ID
Operation Status The enable status of MLD snooping VLAN functionality

Router Port Auto Learn The enabling status of MLD snooping router port auto learning

The Query Robustness allows tuning for the expected packet loss

Query Robustness on a subnet.

Query Interval The interval of querier to send general query

In Membership Query Messages, it specifies the maximum
Query Max Response . . . . .
allowed time before sending a responding report in units of 1/10

Interval

second.
Query Max Response The count that Querier-switch sends Group-Specific Queries when
Interval it receives a Leave Group message for a group.
Last Member Query The interval that Querier-switch sends Group-Specific Queries
Interval when it receives a Leave Group message for a group.

. The immediate leave status of the group will immediate leave
Immediate leave )
when receive MLD Leave message.
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Administrator can select VLAN in checkbox and click Edit button to set MLD Snooping.

Enable ;

=
I

I

I

|

=

I

I

I
oS
—
I

I

I

|

=

I

|

I

L

= e
Query Robustness | |2 | :
Query Interval [125 |

Y

VLAN: The VLAN ID of MLD Snooping.

»  State: Set the enabling status of MLD Snooping VLAN functionality.

® Enable: Enable: If Checked Enable MLD Snooping VLAN, else is Disabled MLD Snooping
VLAN.

»  Router Port Auto Learn: Set the enabling status of MLD Snooping router port learning.

® Enable: If checked Enable learning router port by query and PIM, DVRMP, else Disable the
learning router port.
» Immediate leave: Immediate Leave the group when receive MLD Leave message.
® Enable: If checked Enable immediate leave, else disable immediate leave.
» Query Robustness: The Admin Query Robustness allows tuning for the expected packet loss on
a subnet.

Y

Query Interval: The Admin interval of querier to send general query.

» Query Max Response Interval: The Admin query max response interval, In Membership Query
Messages, it specifies the maximum allowed time before sending a responding report in units of
1/10second.

» Last Member Query Counter: The Admin last member query count that Querier-switch sends
Group-Specific Queries when it receives a Leave Group message for a group.

» Last Member Query Interval: The Admin last member query interval that Querier-switch sends

Group-Specific Queries when it receives a Leave Group message for a group.
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» Operational Status: Set the enabling status of MLD Snooping router port learning.
®  Status: Operational MLD snooping status,must both MLD snooping global and MLD
snooping enable the status will be enable.
Query Robustness: Operational Query Robustness.
Query Interval: Operational Query Interval.
Query Max Response Interval: Operational Query Max Response Interval.

Last Member Query Counter: Operational Last Member Query Count.

Last Member Query Interval: Operational Last Member Query Interval.

13.3.2 Statistics
If administrator to enable MLD snooping, the page will display Receive / Transmit Packet

information of MLD Snooping.

Multicast + MLD Snooping —+ Statistics
Status
Hotao
Port : :

POE Setting : :

MAC Address Table InValid | 0

Spanning Tree

ERPS

Discovery

DHCP

= General

2 IGMP Snooping

% MLD Snooping
Property

IP Configuration
Security

ACL

QoS
Diagnostics

Management

Field Description

® Total: Total RX MLD packet, include ipv4 multicast data
to CPU.
Receive Packet ® Valid: The valid MLD snooping process packet.

InValid: The invalid MLD snooping process packet.
® Other: The ICMPV6 type is not MLD, and is not ipv6
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multicast data packet and is not IPV6 router protocol.
Leave: MLD leave packet.

Report: MLD join and report packet.

General Query: MLD General Query packet.

Special Group Query: MLD Special Group General
Query packet.

Source-specific Group Query: MLD Special Source and
Group General Query packet.

Leave: MLD leave packet.
Report: MLD join and report packet.
General Query: MLD general query packet.

Transmit Packet . )
Special Group Query: MLD special group query packet.

Source-specific Group Query: MLD Special Source and

Group General Query packet.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .

13.4 MVR

MVR (Multicast VLAN Registration) is designed for applications that use wide-scale deployment of
multicast traffic across an Ethernet ring-based service-provider network (for example, the broadcast
of multiple television channels over a service-provider network). MVR allows a subscriber on a port
to subscribe and unsubscribe to a multicast stream on the network-wide multicast VLAN.

It allows the single multicast VLAN to be shared in the network while subscribers remain in separate
VLANs. MVR provides the ability to continuously send multicast streams in the multicast VLAN, but to

isolate the streams from the subscriber VLANs for bandwidth and security reasons.

134.1 Property
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Multicast + MVR —+ Property
Status

Network

Port

POE Setting

VLAN

MAC Address Table

Spanning Tree
ERPS

Discovery
DHCP ,
Multicast e
o General
@ |GMP Snooping '""'""fm';i"'l;l';'i'"_{éé"""""""'""""""'"'""'"'""""""""""""'""'""""'""""""""E

= MLD Snooping smmmmmmmmmmmmmmmmmaa =zzzzzrszsz=zzzzzszssszsss=szzzzzssssssssssszzzzzssszszszsszsszzzzsszzsszzzzszd

Port Setting Apply

Group Address

I €« &« &« &« &« &« |« &« « &«

»  State: Administrator can select Enable or Un-enable, Set the enabling status of MVR
functionality.

® Enable: if checked enable the MVR state, else disable the MVR state.

VLAN: Select the MVR VLAN ID.

» Mode: Set the MVR mode.

® Compatible: compatible mode.

Y

® Dynamic: dynamic mode, will learn group member on source port.

»  Group Start: Administrator can set range is 224.0.0.0 to 239.255.255.255,MVR group range
start.

»  Group Count: MVR group continue count, Uses the count parameter to configure a contiguous
series of MVR group addresses (the range for count is 1 to 128; the default is 1).

» Query Time: MVR query time when receive MVR leave MVR group packet,Administrator can
defines the maximum time to wait for IGMP report memberships on a receiver port before
removing the port from multicast group membership. The value is in units of second. The range
is 1 to 10, and the default is 1 second.

» Operational Group:
® Maximum: The max number of MVR group database.

® Current: The learned MVR group current time.

Click the “Apply” button to save your changes settings.
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13.4.2 Port Setting
Administrator can select ports to set role and immediate of MVR.

Multicast + MVR —+ Port Setting
¢ Status

¥ Network Port Setting Table
Port

POE Setting Q | :

MM W | Entry | Port | Role | Immediate Leave |
I:AC A..ddr;zss Table [] 1 GE1 MNeone Disabled
nni reg .
panning ] 2 GE2 Mone  Disabled
ERPS -
- [ ] 3 GE3 Mone  Disabled
Discovery - 4 GE4 N Disabled
DHCP |:| one fEE e
Multicast [ | 5 GE5 MNome Disabled
O 6 GE6 Mone Disabled
= General —
= IGMP Snooping [] 7 GE7T Mone Disabled
= MLD Snooping [ & GES3 Mone Disabled
& MVR ] 9 GE9 Mone Disabled
Property (] 10 GE10 None Disabled
Group Address (] 11 GEM MNone Disabled
Field Description
Port Port Name
Role Port Role for MVR, the type is None/Receiver/Source
Immediate Leave Status of immediate leave

Edit Port Setting

| Enable

| Immediate Leave | |

[ Apply ] [ Close l

»  Port: Display the selected port list.
» Role: MVR port role.
® None: port role is none.

® Receiver: port role is receiver, Configures a port as a receiver port if it is a subscriber port
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and should only receive multicast data. It does not receive data unless it becomes a
member of the multicast group, either statically or by using IGMP leave and join messages.
Receiver ports cannot belong to the multicast VLAN.

® Source: port role is source, Configures uplink ports that receive and send multicast data as
source ports. Subscribers cannot be directly connected to source ports. All source ports on

a switch belong to the single multicast VLAN.

» Immediate Leave: MVR Port immediate leave
® Enable: if checked is enable immediate leave, else disable immediate leave, This function
only be enabled on receiver ports to which a single receiver device is connected. When
Enables the Immediate Leave feature of MVR on the port. The Immediate Leave feature is
disabled by default

Click the “Apply” button to save your changes or “Close” the button to close settings.

13.4.3 Group Address

Setting “add” and “Edit” and “Delete” and “Refresh” function for this management.

Multicast + MVR + Group Address
Status

Network Group Address Table
Port
POE Setting Showing entries Showing 010 0 of 0 enfries () I:
ML [ ] | VLAN | Group Address | Member | Type | Life {Sec) |
MAC Address Table
0 results found.
Spanning Tree
ERPS [

First | | Previous |
add || Edt || Deete || Refresn |

Discovery
DHCP

= General
= |GMP Snooping
= MLD Snooping
& MVR
Property
Port Setling
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Field Description

VLAN The VLAN ID of MVR group.

Group Address The MVR group IP address.

Member The member ports of MVR group.

Type The type of MVR group. Static or Dynamic.
Life(Sec) The life time of this dynamic MVR group.

Add Group Address

------------------------------------------------------------------------------------------------------------------------

e L T e T e e e e e e e T e e e T e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ]

------------------------------------------------------------------------------------------------

Group Address |

________________________________________________________________________________________________
-------------------------------------------------------------------------------------------------

| Available Port Selected Port

§ Member | §

Y

VLAN: The VLAN ID of MVR group.

Group Address: MVR group IP address ,Administrator can set MVR multicast group addresses

on the switch.(The address range is 224.0.0.0 to 239.255.255.255)

Member: Select Ports in the MVR Group.

® Available Port: Optional port member, it is only receiver port when MVR mode is
compatible, it include source port when mode is dynamic.

® Selected Port: Selected port member.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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14. IP Configuration

By default all ports belong to the same VLAN and the switch only provides Layer 2 Function. To
segment connected networks, first create a VLAN for each unique network user group or application
traffic, assign all ports belonging to the same group to these VLANs, and assign an IP interface to each
VLAN. By dividing the network into Different VLANs, which can be divided into subnets that are
disconnected at the layer2. Network traffic within the same subnet is still switched using Layer 2
switching. and VLANs can now (as required) be interconnected with Layer 3 switching.

Each VLAN represents a layer 3 virtual interface. You only need to provide Network address for each
virtual interface, and traffic between different interfaces Subnets will be routed through Layer 3

switching.

14.1 IPv4 Management and Interfaces

This chapter describes how to configure the IP interface for management access

Switch over the network. The switch supports IP version 4 and version 6,

And can be managed simultaneously by any of these address types. You can manually configure
specific IPv4 or IPv6 addresses, or instruct the switch to obtain an IPv4 address from a BOOTP or

DHCP server. An IPv6 address can only be configured manually.

IPv4 Configuration - Set the IPv4 address for management access.

An IPv4 address default IP is “192.168.2.200’ To configure a static address, To configure a static
address, you need to change the switch’s default settings to values that are compatible with your
network. You may also need to a establish a default gateway between the switch and management
stations that exist on another network segment (if no routing protocols are enabled).

You can direct the device to obtain an address from a BOOTP or DHCP server, or manually configure a
static IP address. Valid IP addresses consist of four decimal numbers, 0 to 255, separated by periods.

Anything other than this format will not be accepted.

14.1.1 IPv4 Interface & Default IP Configure

Administrator can configure this drop down list to specify the VLAN ID number of the IPv4
interface through which the IPv4 packets are forwarded and The Switch supports the VLAN
interface type and Loopback interface type,Setting “add” and “Edit” and “Delete” function for

this management.
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IP Configuration + IPv4 Management and Routing + TPv4 Interface
Status

Discovery

DHCP

Multicast

IP Conhguration

» IPv4 Management and Routing

L ]

% Network IPv4 Interface Table

# Port

s POE Setting Q |

2 Vi
g BT Ao Table ‘ [] VLAN1  Static 192.168.2.200 2552552550 Valid  primary
¥ Spanning Tree

+ ERPS | Agd || Edt || Delete |

L ]

L

L ]

IPv4 Routes
ARP
= IPvG Management and Routing

IPv4 Interface Table

W | Interface | IP Address Type | IP Address | Mask | Status | Roles |

| Add Edt_ || Delete |

Configure VLAN1 ( Default VLAN ) IP address for your POE Switch

And ‘Save running configuration to startup configuration’

Edit IPv4 Interface

i Interface : VLAM 1 E
k e, L L EL L LR L L ..1
| § () Dynamic !
i Adli'essTypeE @ Static E
r ---------------T----------------------------- --1
i I"A«lldressi 192.168.2.200 | i
IP------------------T- ] 0 --1
; | ® Network Mask [255.255.255.0 ]
| ﬁsk!-" memmsmssssmssssmssssesssssmssssssssessses ==
| : () Prefic Lengih i
b . S esssmsssssss s T
: Rol E .i primary :
! ¢ () sub i

| appy || Close
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» Address Type :
® Dynamic : Select to set as "Dynamic" type.
®  Static: Select to set as "Static" type.

> IP Address : IP Address of the VLAN. Valid IP addresses consist of four numbers, 0 to 255,
separated by periods. (Default IP is : 192.168.2.200).
» Mask:
® Network Mask : This mask identifies the host address bits used for routing to specific
subnets. (Default Network Mask is : 255.255.255.0)
®  Prefix Length : In the Prefix Length field, define the Prefix Length of the Routing IPv4
Interface.
> Roles:
® Primary : In the Primary field, Select the setting defined as the primary roles.

® Sub:Inthe Sub field, Select the setting defined as the secondary roles.

Click the “Apply” button to save your changes or “Close” the button to close settings.

‘Save running configuration to startup configuration’

Logout

IP Configuration + IPv4 Management and Routing + IPv4 Interface
¥ Status

¥ Network IPv4 Interface Table
¥ Port

¥ POE Setting Q | |
¥ VLAN
¥ MAC Address Table l

W | Interface | IPAddress Type | IPAddress | Mask | Status | Roles | l
() VLAN1  Static 192.168.101.89 256.265255.0 Valid  primary

¥ Spanning Tree
¥ ERPS [ Add H Edit H Delete l

¢ Discovery

After successfully changing the new IP, execute "Save running configuration to startup

configuration"” to make the new IP setting of POE Switch take effect every time it is started.
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Save running configuration to startup
configuration Do you want to continue?

=) o

Click the “ok” button to save ‘Save running configuration to startup configuration’.

Add New VLAN IP address setting on ‘Loopback’

Add IPv4 Interface

Interface |

~ AddressType | . .

= IP Address |

192 168 182 8 | '

@ Network Mask |255.255.255.D
Prefix Length
primary

() sub i

Apply ] [ Close ]

Y

Address Type : The Interface for Loopback only provides settings as "static" type.
IP Address : In the IP Address field, define the IP address of the Routing IPv4 Interface.
» Mask:
® Network Mask : In the Network Mask field, define the Subnet Mask of the Routing
IPv4 Interface.
Prefix Length : In the Prefix Length field, define the Prefix Length of the Routing IPv4
> Roles:

® Primary : In the Primary field, Select the setting defined as the primary roles.

Y

Y

®  Sub:Inthe Sub field, Select the setting defined as the secondary roles.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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14.1.2 IPv4 Routes & Default Route Configure

You can enter static routes in the routing table using the IP > Static Routes (Add) page. Static
routes may be required to force the use of a specific route to a subnet. Static routes do not
automatically change in response to changes in network topology , so you should only configure
a small number of stable routes to ensure networ

Default Route (Gateway) IP:

192.168.2.254

Network node ' Site-3
L3 POE Switch IP:

— — WAN/Internet
‘l 192.168.2.200
ST (CS-3424-24P)

Site-2

The Switch usually uses the default gateway to route outbound traffic from computers on the
LAN to the Internet. In the network, the router selects an appropriate path according to the
destination address of the received data, and forwards the data to the next router. The last router
in the path is responsible for forwarding the packet to the destination host.

For example, the traffic from “Network node” to the Internet through the Switch’s default Route
(default Gateway) (Site-3). You create one static route to connect to services offered by your ISP
behind router (Site-2).

You create another static route to communicate with a separate network behind a router
(Site-1)connected to the Switch.

Administrator can configure this “IPv4 Routing Table “page setting for “add” and “Edit” and
“Delete” function management.
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IP Configuration + IPv4 Management and Routing + IPv4 Routes

DHCP
Multicast

¥ Network IPv4 Routing Table
¥ Port
¥ POE Setting
s VLAN B | Destination IP Prefix | Prefix Length | Route Type Next Hop Router IP Address
¥ MAC Address Table () 162.159.200.0 24  Static 192.168.101.254
¥ Spanning Tree
pannng 192.168.101.0 24 Directly Connected
¥ ERPS
+ Discovery | Add || Edit || Delete
¥

IP Configuration

% IPv4 Management and Routing
IPv4 Interface

ARP
& IPv6 Management and Routing

Configure next hop route of the Gateway IP forwarded packet in

"Default Route", for LAN device to access the Internet.

And ‘Save running configuration to startup configuration’

Default routes in hosts are often called default gateways. The default gateway is usually a filtering
device such as a NAT gateway router, firewall, or proxy server.

"Default route" is the route selected by the router when no other existing route can be found for the
destination address in the IP packet. All packets whose destination is not in the router's routing table
will use the default route. The route usually leads to another router that also handles the packet: if it
knows how to route the packet, it forwards the packet to the known route; otherwise, the packet is
forwarded to the default route. Route to another router. With each forwarding, the route increases

the distance by one hop.
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The default route in a TCP/IP network is a setting that tells the device how to forward the packet
when the destination IP of the packet is not on the same subnet as the device, in order to achieve
smooth access to the Internet. Use static routing settings to determine the gateway IP address to
designate as the next hop.

Configure the "default route" ( Gateway IP ) of the POE switch . Please refer to the
following .

Default Route (Gateway IP)Configure Sample:

Add IPv4 Static Route

IP Address | [0000

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

. @ Network Mask || 0.0.0.0

Mask Jezzzzezszzesssssessssesssssadesssssssssssssssasasssssssssssssasnssassssfhosssnssnnsnrsasazsnznnzannnsy
| Prefoength
N.xtHopRouurlpAddmsf. 192.168.2.254 |
Metric| [1 ||
| Apply || Close |

The default route setting Sample destination IP address and Mask IP Address are “0.0.0.0 “(Means
any IP), Gateway Router IP Address is “192.168.2.254”, Metric is “1” .

» IP Address / Destination IP : In the Destination IP field, specify the IP address for the
destination.
» Mask:
® Network Mask : Specify the subnet mask for the attached network.
® Prefix Length : In the IPv4 Prefix Length field, specify the IPv4 prefix length for the
destination.
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» Next Hop Router IP Address : In the Next Hop IP Address field, specify the outgoing router
IP address to use when forwarding traffic to the next router (if any) in the path toward the
destination.

»  Metric : Please fill in the cost ( hop count) of transmission you want to apply for routing

purposes.

Click the “Apply” button to save your changes or “Close” the button to close settings.

‘Save running configuration to startup configuration’

Logout

IP Configuration + IPv4 Management and Routing + IPv4 Routes
Status

Network IPv4 Routing Table

Port
POE Setting
VLAN A

| | ‘ Destination IP Prefix | Prefix Length | Route Type ‘ Next Hop Router IP Address
MACHddiess TNl (] 0.0.00(AnyIP) 24  Static 192.168.2.254 ( Gateway IP )
Spanning Tree )

192.168.2.0 24 Directly Connected

ERPS
Discovery |  Add || Eat || Delete

DHCP
Multicast

- IP Configuration

4 IPv4 Management and Routing
IPv4 Interface

ARP
< IPv6 Management and Routing

After successfully changing the new IP, execute "Save running configuration to startup

configuration" to make the Gateway IP setting of POE Switch take effect every time it is started.

Save running configuration to startup
configuration Do you want to continue?

Click the “ok” button to save ‘Save running configuration to startup configuration’.
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Static Route Configure Sample:

Add IPv4 Static Route

IP Address | [152.159.200 1 |

| @ Network Mask 255255 255 0 :
Mask EEF=========================::::::::::====:::===============================::========================='J:
! O Prefix Length

" Next Hop Router IP Address |

==‘=1==g-é-.%-é-a-j;-fg};.-ég;l“---------"---:‘:::::==::::::::==::::::::===::::::=========================-E

Apply ] I Close ]

The Static Route Sample IP Address is 162.159.200.1
Gateway Router IP Address is 192.168.101.254

» IP Address / Destination IP : In the Destination IP field, specify the IP address for the

destination.

» Mask:
® Network Mask : Specify the subnet mask for the attached network.
® Prefix Length : In the IPv4 Prefix Length field, specify the IPv4 prefix length for the
destination.
» Next Hop Router IP Address : In the Next Hop IP Address field, specify the outgoing router
IP address to use when forwarding traffic to the next router (if any) in the path toward the

destination.
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»  Metric : Please fill in the cost ( hop count) of transmission you want to apply for routing

purposes.

Click the “Apply” button to save your changes or “Close” the button to close settings.

Diagnostics + Ping
¥ Status
¥ Network
¥ Port
¥ POE Setting
¥ VLAN
MAC Address Table
¥ Spanning Tree
¥ ERPS
¥ Discovery
¥ DHCP
Multicast
% IP Configuration

— Diagnostics
% Logging
Mirroring

Traceroute

: Address Type :
" Server Address 1
[ Ping ]

Packet Status
i Status | Success.

i Transmit Packet |

i Receive Packet |

____________________________________________________

For the Static Route Sample IP Address Enter to “ 162.159.200.1", If the setting is successful, you

can test and verify it through the "Diagnostics> Ping tool.
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IPv4 Routing Table

[ | | Destination IP Prefix | Prefix Length | Route Type MNext Hop Router IP Address | Metric | Administrative Distance | QOutgoing Interface

[ 162.159.200.0 24 SBiafic 192.168.101.254 2 1 VLAN 1*
192.168.101.0 24 Directly Connected VLAN 1*

| age || Eat || Deete |

Field Description

Destination IP Prefix The IP Prefix for the destination

Prefix Length The prefix length for the active route.

The type of route: Static or Dynamic, depending on how the route
Router Type
was added.

The outgoing router IP address to use when forwarding traffic to the

next router (if any) in the path toward the destination. The next
Next Hop Router IP . )
router (ex. Your Gateway site IP address ) is always one of the

Address _ _ )
adjacent neighbors or the IP address of the local interface for a
directly attached network.
The Metric value for the configured next hop.

Metric Specify the Metric (sometimes called administrative distance), which

is an integer value from 1 to 255.

Administrative Distance The route administrative distance of the configured route.

Outgoing Interface The outgoing interface of the route active or inactive.
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14.1.3 ARP

ARP (Address Resolution Protocol, Address Resolution Protocol) is a protocol that resolves an IP
address into an Ethernet MAC address (or physical address). In a local area network, when a host
or other network device has data to send to another host or device, it must know the other
party's network layer and IP address. But just having an IP address is not enough, because IP data
must be encapsulated into a frame to be sent through the physical network, so the sending
station must also have the physical address of the receiving station, so the address needs to be

mapped from the IP to the physical address. ARP is the protocol to achieve this function.

ARP table ( ARP Cache page)

After the device resolves the destination MAC address through ARP, it will add an IP
address-to-MAC address mapping entry in its own ARP table for subsequent data forwarding to
the same destination. ARP table are divided into “dynamic ARP table” and “static ARP table”.

Use the ARP Table ( ARP Cache page ) to view entries in the table, a table of the remote
connections most recently seen by this switch.
IP Configuration + IPv4 Management and Routing + ARP

Status
Network
Port

ARP Entry Age Out | [1200

POE Setting C O Al
VLAN Clear ARP Table Entries | — DYnmic
i () Static

MAC Address Table | ® Normal Age Out

Spanning Tree

ERPS [ Apply H Cancel ]
Discovery
DHCP
Multicast

ARP Table

= IP Configuration Q |

% |Pv4 Management and Routing
|Pv4 Interface
IPv4 Routes

M | Interface | IPAddress | MACAddress | Status |
VLAN 1 192.168.101.63 00:e0:a0:10:04:6c  Dynamic
VLAN 1 192.168.101.100 Scd4deafelbbe  Stalic
VLAN 1 192.168.101.167 00:60:b9:bf:b6:74  Dynamic
VLAN 1 192.168.101.254  8c:4dea:04:/8:50  Dynamic

% IPv6 Management and Routing

oOgog

| add J| Edt || Delete |

»  ARP Entry Age Out : The setting of ARP aging time can be set from 15 seconds to 21600
seconds, and the default is 1200 seconds.

» Clear ARP Table Entries : Administrator can configure this “ARP Table for Clean ARP Table
Entries by “All” and “Dynamic” and “Static” and by “Normal Age Out” (ARP aging set time )

management.
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Click the “Apply” button to save your changes or “Cancel” the button to cancel settings.

ARP Table

Administrator can configure this “ARP “page setting for “add” and “Edit” and “Delete” function

management.
Field Description
Interface The routing interface associated with the ARP entry.

Displays the IP address of the device (on a subnet) that is attached
IP Address o o _

an existing routing interface of the switch.

Displays the unicast MAC address of the attached device. The
MAC Address address is six two-digit hexadecimal numbers separated by colons,

for example, 40:b0:34:54:97:82

The type of ARP entry. Possible values are as follows:

* Local : An ARP entry associated with one of the switch’s
routing interface’s MAC addresses.

Status * Gateway : A dynamic ARP entry whose IP address is that of a

router.
¢ Static : An ARP entry that was manually configured.
* Dynamic : An ARP entry that was learned by the router.
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Add ARP

Apply l [ Close l

> Interface : Administrator can select VLAN interface.
> IP Address : Enter the IPv4 address of add ARP table.
» MAC Address : Enter the MAC address of add ARP table.

Click the “Apply” button to save your changes or “Close” the button to close settings.

14.2 IPv6 Management and Interfaces

This chapter describes how to configure the IP interface for management access

Switch over the network. The switch supports IP version 4 and version 6,

And can be managed simultaneously by any of these address types. You can manually configure
specific IPv4 or IPv6 addresses, or instruct the switch to obtain an IPv4 address from a BOOTP or

DHCP server. An IPv6 address can only be configured manually.

IPv6 Configuration - Setthe IPv6 address for management access.

14.2.1 IPv6 Interface
Administrator can configure this “IPv6 Interface Table “page setting for “add” and “Edit” and

“Delete” function management.
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IP Configuration + IPv6 Management and Routing + IPv6 Interface
Status

Network
Port
POE Setting [
VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

€ | «

IPv6 Unicast Routing | Enable

Apply ” Cancel l

€| €|« |«

IPv6 Interface Table

| DHCPVE Client

¥
¥
¥
¥
¥

B | Interface Information | Minimum Information | Auto Configuration | DAD Attempts

Stateless

— IP Configuration Refresh Time Refresh Time

@ IPv4 Management and Routing [ WLANA1 Disabled 86400 600 Enabled 1
4 IPv6 Management and Routing [

Add ] [ Edit ] I Delete ]
IPvE Addresses

IPv6 Unicast Routing : Administrator can configure “Enable” this IPv6 Unicast Routing function.

Click the “Apply” button to save your changes or “Cancel” the button to cancel settings.

Select the type of the IPv6 interface through which the IPv6 packets are forwarded.
The Switch supports the VLAN interface type and Loopback interface type .

Configuration” Interface” setting on “VLAN” :

Add IPv6 Interface

[P e e e e e e I

i [ ® wvian - |
: --:------ - ...-----------------................--------1
| E. ) Lnopback |
R R S|
i Auto Configuration | [ Enable |
T e |
; DAD Attempts | |1 | ;

DHCPv6 Client

Stateless | | Enable

: :
p...........------------------...........+......... PP ————————— |
Information Refresh Time | |38400 |
p...........------------------...........+.................................................................4
| Minimum Information Refresh Time | |500 |

[ Apply H Close
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»  Auto Configuration : The IPv6 address autoconfiguration automatically creates new IPv6
interfaces for a given line description, and assigns IPv6 addresses for the interfaces.

» DAD Attempts : Configures the number of neighbor solicitations to be sent when
performing duplicate address detection (DAD) for a unicast address configured on an
interface. The no form of this command sets the number of attempts to the default value.

DHCP6 Client :

» Stateless : IPv6 stateLess AddressAutoConfiguration(SLAAC) function

» Information Refresh Time : 86400 by default

»  Minimum Information Refresh Time : 600 by default

Click the “Apply” button to save your changes or “Close” the button to close settings.

Configuration” Interface” setting on “Loopback” :
Add IPv6 Interface

-------------------------------------------------------------------------------------------------------------------------

) VLAN |

Interface S e s
) Loopback

; Auto Configuration| (3 Enable

_________________________________________________________________________________________________________________________
—————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

______________________________________________

_________________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________________
_________________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________________
_________________________________________________________________________________________________________________________

_________________________________________________________________________________________________________________________

Loopback : The loopback address may be used by a node to send an IPv6 packet to itself.

It must not be assigned to a physical or virtual interface.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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14.2.2 IPv6 Addresses

Administrator can configure this “IPv6 Address Table “page setting for “add” and “Delete”
function management.

IP Configuration + IPv6 Management and Routing + IPv6 Addresses

IPv6 Address Table
Interface

¥ MAC Address Table Q l
T W | IPv6 Address Type | IPv6 Address | IPV6 Prefix Length | DAD Status |
¢+ ERPS Link Local fe80::8e4deafffe30:dd53 64 Active

¢ Discovery Multicast ff02::1:ff30:dd53
¥ DHCP Multicast ff02::1
¥ Multicast Multicast ff01::1

- IP Configuration

Add l [ Delete

% |Pv4 Management and Routing
% |Pv6 Management and Routing
IPvB Interface

IPv6 Address Table

> Interface : From the Interface menu, Administrator can select the VLAN for the IPv6

Interface Selection page displays. The page also shows the IPv6 Interface Configuration

table.
Field Description
IPv6 Address Type The IP Prefix for the destination
IPv6 Address The prefix length for the active route.
. The type of route: Static or Dynamic, depending on how the route was
IPv6 Prefix Length
added.
Shows the state of the IPv6 address. The state can be one of the
following
* Tent : Routing is disabled or the address does not work
DAD status because of a “duplicate address detection” (DAD) condition.

* Active : The IPv6 address is valid and active.
* Preferred : The IPv6 address was verified to be unique, valid,
and active.
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Select the type of the IPv6 Address through which the IPv6 format are use.
The Switch supports the Global type and Link Local type .
Configuration” IPv6 Address Type” setting on “Global “ :

Add IPv6 Interface

________________________________
————————————————————————————————

l Apply ] [ Close l

IPv6 Address Type :
Global : Configures an IPv6 global unicast address with a full IPv6 address including the
network prefix and host address bits, followed by a forward slash, and a decimal value
indicating how many contiguous bits of the address comprise the prefix.
Link Local : Configures an IPv6 link-local address. The address prefix must be in the range
of FE80 to FEBF. and you can configure only one link-local address per interface.( The
specified address replaces a link-local address that was automatically generated for the
interface).

IPv6 Address : Full in your IPv6 address . Example of IPv6 input network range: 2001: 8E4D:

EAFF: FEO1: 0000: 0000: 0000: 0002 ~ FFFF: FFFF: FFFF: FFFE. (For IPv6 IP acquisition, May

please contact your ISP provider ).

Prefix Length : The Prefix Length of the IPv6 address of the Switch .

EUI-64 : Use this section to tick the Enable for EUI-64 format IPv6 configuration, Configures

an IPv6 address for an interface using an EUI-64 interface ID in the low order 64 bits.
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Click the “Apply” button to save your changes or “Close” the button to close settings.

Configuration” IPv6 Address Type” setting on “Link Local” :

Add IPvE Interface

| [PvbAddressType’ g ;) o
| |Pv6 Address | [FE30-8E4D EAFF FE053406 i

—

[ Apply ] [ Close ]

> IPv6 Addrress : This section uses the Link Local address of the local identifier interface
required by the IPv6 mode address operation specification, for example, it is as
“FES0::8E4D:EAFF:FE05:3406".

Click the “Apply” button to save your changes or “Close” the button to close settings.

14.2.3 IPv6 Routers

You can enter static routes in the routing table using the IP > Static Routes (Add) page. Static
routes may be required to force the use of a specific route to a subnet. Static routes do not
automatically change in response to changes in network topology , so you should only configure

a small number of stable routes to ensure network

This page system can displayed IPv6 Routing Table for “Destination IP Prefix” / Prefix Length /
Route Type / Next Hop Router IP Address / Metric / Administrative Distance / Outgoing Interface

information.

Administrator can configure this “IPv6 Routing Table” page setting for “add” and “Edit” and

“Delete” function management.
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Configuration +» IPv6 Management and Routing + IPv6 Routes

Status

NEIT IPv6 Routing Table
Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS | add || Edt || Deete |
Discovery
DHCP
Multicast

‘ [ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric |

0 results found.

— IP Configuration

% |Pv4 Management and Routing
4 |PvB Management and Routing
IPvB Interface
IPv6 Addresses

IPv6 Meighbors

IPv6 Routing Table

‘ [ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric | Administrative Distance | Outgoing Interface

0 results found.

| Add || Edit || Deete |
Field Description
Destination IP Prefix The IP Prefix for the destination
Prefix Length The prefix length for the active route.

The type of protocol for the active route:
e Static. The route was manually defined.

Router Type * ND (Neighbor Discovery). The route was discovered through the ND

protocol.

e Connected. The route was derived from a manually configured IPv6
address.

Next Hop Router IP

The next hop IPv6 address for the active route.
Address

Metric The Metric value for the configured next hop.
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Specify the Metric (sometimes called administrative distance), which

is an integer value from 1 to 255.

Administrative Distance The route administrative distance of the configured route.

Outgoing Interface The outgoing interface of the route active or inactive.

Add IPv6 Static Route

| s i | |
[ - gL Lkttt ittt !
; IPV6 Prefix Length ; | !
[ T REEE R e S T SO0 S SRS e S oSS E00E S S S EE e !
| Next Hop Router IP Address | ;
frmsssmmmsssessessessea e ————a- B ---cesesseacsmsssssesssssseasssassasssssssssssssssssssssss=ss=sss==s=a= 4
| st | |

»  IPv6 Prefix : In the IPv6 Prefix field, specify the IPv6 network prefix for the destination..

»  IPv6 Prefix Length : In the IPv6 Prefix Length field, specify the IPv6 prefix length for the
destination..

» Next Hop Router IP Address : In the Next Hop IPv6 Address field, specify the outgoing
router IPv6 address to use when forwarding traffic to the next router (if any) in the path

toward the destination.

»  Metric : Please fill in the cost ( hop count) of transmission you want to apply for routing

purposes.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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14.2.4 IPv6 Neighbors
Administrator can configure this “IPv6 Neighbor Table “page setting for “add” and “Edit” and

“Delete” function management.

IP Configuration + IPv6 Management and Routing + IPv6 Neighbors
¥ Status

¥ Network

¥ Port

¥ POE Setting

¥ VLAN

¥ MAC Address Table [

) All
) Dynamic
) Static

______

Apply ” Cancel ]

¥ Spanning Tree

¥ ERPS
v Discovery IPv6 Neighbor Table
% DHCP

Multicast Q |
W | Interface | IPv6 Address | MAC Address | Status | Router |

0 results found.

— IP Configuration |

%  |Pv4 Management and Routing

4 |Pv6 Management and Routing
IPv6 Interface [ Add l [ Edit l [ Delete l
IPv6 Addresses
IPv6 Routes

————————————— I ittt R

) Dynamic
) Static

| L @ NA |

e —— OO 0000000000 S P

[ Apply l [ Cancel

IPv6 Neighbor Table

Interface IPv6 Address MAC Address | Status | Router |
[] WVLAMNA1 fedl:-8edd caaafels 3408 Boddeafe:05be Static N/A

[ VLANA1 fe80::8edd eaffee0%: 3589 Bcoddeafeccee Static  N/A
[]  WLANA1 fedl:8edd eaff-fa05:3406 gc:dd.eafe:05:06 Static NIA

| add || Edt || Delete

Clear Neighbor Table
The administrator can select the filter Status type including by “All” or “Dynamic” or “Static” or “N/A

“to quickly select batches to clear the "IPv6 Neighbor Table".
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Use the "Search” menu to consult the list.
Search by "Keyword" using the Search menu and field. For example, '8c'. Then click the Search icon
button. If the address exists, show the entry.

Field Description

The interface whose settings are displayed in the current table row.

Interface This field displays the ID number of the IPv6 interface on which the IPv6

address is created or through which the neighboring device can be reached.

IPv6 Address The IPv6 address of the neighbor or interface.

This field displays the MAC address of the IPv6 interface on which the IPv6
MAC Address ] ] ] ) ]

address is configure or the MAC address of the neighboring device.

The state of the neighbor cache entry. The states for "dynamic entries" or
Status "Static entries"in the IPv6 neighbor discovery cach.
Router Neighbor for the active route.

Add Neighbor

" intetface| viaN [1v]
IP Address | | 1

Apply ] [ Close ]

Y

Interface : Select the type of IPv6 interface for VLAN ID configure.

» IP Addrress : Specify the IPv6 address of the neighboring device which can be reached
through the interface.

» MAC Addrerss : Specify the MAC address of the neighboring device which can be reached

through the interface.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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15. Security

15.1 RADIUS

Network architecture can establish a Remote Authorization login Service (RADIUS) server to provide
a centralized 802.1X or MAC-based network access control for all of its devices. This switch can act as
a RADIUS client that uses the RADIUS server to provide centralized security and authorization and
user authentication.

Administrator can set account for the switch on the RADIUS server, and configure that RADIUS server

along with the other parameters on the RADIUS page.

Security + RADIUS
Status
Network
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS

Use Default Parameter

Discovery
DHCP
Multicast RADIUS Table

IP Configuration

Showing entries Showing 1 to 1 of 1 entries Q |:

TACACS+ ‘ —
2 AAA [ | 192168299 1812 1 T 3 Al

= Management Access [
= Authentication Manaaer

First | | Previous
add || Edt || Delete |

»  Use Default Parameters :

® Retry: Set default retry number ,Enter the number of transmitted requests that are sent to
the RADIUS server before a failure is considered to have occurred. Default is 3.

® Timeout: Set default timeout value ,Enter the number of seconds that the switch waits for
an answer from the RADIUS server before retrying the query, or switching to the next
server. Default is 3.

® Key String: Set default RADIUS key string ,The key string used security communications
between the switch and the RADIUS server by MD5.This key must match the key configured
on the RADIUS server. If don't have an encrypted key string (from other device), please

enter the key string in plaintext form.

Click the “Apply” button to save your changes settings.

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Field Description

Server Address RADIUS server address.

Server Port RADIUS server port.

RADIUS server priority (smaller value has higher priority). RADIUS
session will try to establish with the server setting which has highest
Priority priority. If failed, it will try to connect to the server with next higher

priority.

RADIUS server retry value. If it is fail to connect to server, it will keep

Retry trying until timeout with retry times.

Ti ‘ RADIUS server timeout value. The time that the waits for the RADIUS
imeou
server to reply before retransmitting or switching to the next server.

RADIUS server usage type
* Login: For login authentication.

Usage e 802.1x: For 802.1x authentication.
e All: For alltypes.

Add RADIUS Server

| @ Hostname ,
Address Type | () IPvd

—————————]

i O IPv6
========;;;;;=r=;:;;:§ i;;‘:;:===================:::=I=::::::::::::::::::::::::::::::::::::==========================.4E

' @ useDefat
Key String hozzzsszsszsszsszsszsszsszsszsszsszsszssssssssssssssssssssssssssssssssssssssssssssszaszaszazizzd

| e eSS T

Use Default

| Use Default

—_—

| () Login '
Usage | () 802X .
I |

e

Apply ][ Close
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»  Address Type: Select IP Version 4 / 6 or use Hostname typem, In add dialog, user need to
specify server Address Type
® Hostname: Use domain name as server address.
® IPv4: Use IPv4 as server address.
® IPv6: Use IPv6 as server address.

»  Server Address: Please enter the IP address or hostname of the RADIUS server. In add dialog,
user need to input server address based on address type. In edit dialog, it shows current edit

serveraddress.

Y

Server Port: Set port of RADIUS server.

»  Priority: Administrator can enter the priority of the server. The priority determines the order
that the switch attempts to contact the servers to authenticate users. The switch first starts with
the highest priority server. 0 is the high priority, Set RADIUS server priority (smaller value has
higher priority). RADIUS session will try to establish with the server setting which has highest
priority. If failed, it will try to connect to the server with next higher priority.

»  Key String: Administrator can select user defined Encrypted or Plaintext to enter the key string
form used for authenticating and encrypting the communication between the switch and the
RADIUS server. This key must match the key configured on the RADIUS server. If administrator
select use default (checked in checkbox) will use the default key string.

»  Retry: Select User Defined to enter the number of requests that are sent to the RADIUS server
before a failure is considered to have occurred, or select Use Default to use the default value.

» Timeout: Select User Defined to enter the number of seconds that the switch waits for an
answer from the RADIUS server before retrying the query or switching to the next server, or
select Use Default to use the default value.

» Usage: Select the RADIUS server authentication type.

® Login: RADIUS server is used for authenticating users that want to administer the switch.

® 802.1X: RADIUS server is used for authentication in 802.1X access control.

® All: RADIUS server is used for authenticating user that wants to administer the switch and

for authentication in 802.1X access control.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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15.2 TACACS+

Administrator can be configuration TACACS+ to connection TACACS+ Server to provide authentication
and authorization for all devices in the organization.
This page allow user to add, edit or delete TACACS+ server settings and modify default parameter of
TACACS+ server.
Security + TACACS+
Status
Network
Port
POE Setting I -
VLAN | Keysting
MAC Address Table

Spanning Tree Apply

ERPS

Use Default Parameter

—_—

Timeout | |5 |

o o

Discovery
DHCP

Multicast Showing entries Showing 1 to 1 of 1 entries Q I:

TACACS+ Table

IP Configuration

[ ] | Server Address | Server Port | Priority | Timeout

RADIUS ‘IZI 192.168.2.101 49 2 5
= AAA [ Add ” Edit H Delete ] First | | Previou

= Management Access

»  Use Default Parameters :
® Timeout: Enter the amount of time in seconds that passes before the connection between
the switch and the TACACS+ server times out. If a value is not entered for an individual
server, the value is taken from this field, default is 5.
® Key String: Enter the default key string in encrypted or plaintext form used for

communicating with all TACACS+ servers.

Click the “Apply” button to save your changes settings.
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Field Description
Server Address TACACS+ server address.
Server Port TACACS+ server port.

TACACS+ server priority (smaller value has higher priority).

TACACS+ session will try to establish with the server setting which

Priority has highest priority. If failed, it will try to connect to the server
with next higher priority.
. TACACS+ server timeout value. If it is fail to connect to server, it
Timeout

will keep trying until timeout.

Add TACACS+ Server

—ccommecd

e el
|

n n n n
—sdborosedborosedborom=dbos

n
)

n
—= b=

i
i
1
1
1
1
1
1
n
1
1
1
n

=l =

T
1

Apply H Close ]

»  Address Type: Select IP Version 4 / 6 or use Hostname typem, In add dialog, user need to
specify server Address Type
® Hostname: Use domain name as server address.
® [Pv4: Use IPv4 as server address.
® [Pv6: Use IPv6 as server address.

»  Server Address: In add dialog, user need to input server address based on address type. In edit
dialog, it shows current edit server address.

»  Server Port: Set TACACS+ server port.
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»  Priority: Administrator can enter the priority of the server. The priority determines the order
that the switch attempts to contact the servers to authenticate users. The switch first starts with
the highest priority server. 0 is the high priority, Set TACACS+ server priority (smaller value has
higher priority). TACACS+ session will try to establish with the server setting which has highest
priority. If failed, it will try to connect to the server with next higher priority.

»  Key String: Administrator can select user defined Encrypted or Plaintext to enter the key string
form used for authenticating and encrypting the communication between the switch and the
TACACS+ server. This key must match the key configured on the TACACS+ server. If administrator
select use default (checked in checkbox) will use the default key string.

» Timeout: Set TACACS+ server timeout value. If it is fail to connect to server,it will keep trying

until timeout.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.3 AAA
15.3.1 Method List

Administrator can set groups of AAA security, each group have 4 method table, each method can
select 1 of 6 type which contains Empty / None / Local / Enable / RADIUS and TACACS+.

This page allow user to add, edit or delete login authentication list settings (The “default” list
cannot be deleted.). The line combined to this list will authenticate login user by methods in this
list. If the first method is failed, it will try to use the next priority method to authenticate if it
exists.With RADIUS and TACACS+ methods, the failed means connecting to server fail. With Local
method, the failed means cannot find the user in local database.
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Security + AAA + Method List
Status
Metwork Method List Table
Port
POE Setting Showing erntries Showing 1 to 1 of 1 entries Q I:
ks
MAC Address Table | ] default (1) Local
Spanning Tree
ERPS

First | | Previous | BN | Nex
| ae || Eat || Detete |

Discovery
DHCP
Multicast

IP Configuration

RADIUS
TACACS+
o AAA

Login Authentication
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
e Dos
= Dynamic ARP Inspection
= DHCP Snooping
= |P Source Guard

Field Description

Login authentication list name. This name should be different from

Name other existing lists.
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Priority of login authentication method.

* None: Authenticated with any condition.

* Local: Use local accounts database to authenticate
Sequence .

e TACACS+: Use remote TACACS+ server to authenticate.
e RADIUS: Use remote Radius server toauthenticate.

* Enable: Use local enable password to authenticate

Edit Method List

Empy |
Mone i
Local
Enable
RADIUS !
TACACS+ :
Empty
Mone
Local
Enable
RADIUS !
TACACS+ i
mpty
Mone
Local
Enable

RADIUS ;
TACACS+ ;

Empty

Mone

Local

Enable

RADIUS !
I () TACACS+ :

%

Apply H Close ]

Y

Name: Login authentication list name. This name should be different from other existing lists.
» Method 1: Select first priority of login authentication method.
® None: Authenticated with any condition.
® Local: Use local accounts database to authenticate.
® TACACS+: Use remote TACACS+ server to authenticate.
® RADIUS: Use remote Radius server to authenticate.
® Enable: Use local enable password to authenticate.
» Method 2: Select first priority of login authentication method.
® None: Authenticated with any condition.
® Local: Use local accounts database to authenticate.
® TACACS+: Use remote TACACS+ server to authenticate.
o

RADIUS: Use remote Radius server to authenticate.
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® Enable: Use local enable password to authenticate.
» Method 3: Select first priority of login authentication method.
® None: Authenticated with any condition.
® Local: Use local accounts database to authenticate.
® TACACS+: Use remote TACACS+ server to authenticate.
® RADIUS: Use remote Radius server to authenticate.
® Enable: Use local enable password to authenticate.
» Method 4: Select first priority of login authentication method.
® None: Authenticated with any condition.
® Local: Use local accounts database to authenticate.
® TACACS+: Use remote TACACS+ server to authenticate.
® RADIUS: Use remote Radius server to authenticate.
® Enable: Use local enable password to authenticate.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.3.2 Login Authentication

When administrator has created security groups in "AAA=»method" then administrator can
select different security group in service port.

Security + AAA - Login Authentication

(4) TACACS+

MAC Address Table

Status
Network B T e
= ; Console | | default » | (1) Local i
0 L __----c--sccsz=sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss==asd
POE Setting | (1) TACACS+

| k (2) TACACS+
VLAN i Telnet (3) RADIUS

Spanning Tree
ERPS

ir 1 (1) TACACS+
Discovery i | (2) TACACS+
DHCE i HTTP 1 (3} RADIUS
; (4) TACACS+ .
Multicast :e=========== ==============================================================================1I
IP Configuration B (foFufiv] (ocal
RADILS ooy |
TACACS+
& AAA
Method List
Field Description
Console Specify login authentication list combined on console
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Telnet Specify login authentication list combined on Telnet
SSH Specify login authentication list combined on SSH
HTTPS Specify login authentication list combined on HTTPS

Click the “Apply” button to save your changes settings.

15.4 Management Access

154.1 Management Service
Administrator can select enable Telnet / SSH / HTTP / HTTPS / SNMP by different protocol to login

service and configuration login timeout limit and password error retry count limit.

Security + Management Access + Management Service

Status
Network
Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

Enable

Enable

Enable

« &« « &« « €« € &« « |« « &«

IP Configuration

RADIUS
TACACS+

2 AAA

& Management Access

IManagement ACL
Management ACE
= Authentication Manager
Fort Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
IF Source Guard
ACL
QoS

@@ @ @

Diagnostics

Management

» Management Service: Management service admin state.
® Telnet: Connect CLI through telnet.
® SSH: Connect CLI through SSH.
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® HTTP: Connect WEBUI through HTTP.
® HTTPS: Connect WEBUI through HTTPS.
® SNMP: Manage switch trough SNMP.

»  Session Timeout: Set session timeout minutes for user access to user interface. 0 minutes
means never timeout, After login management page, in the set time if not session then system
will auto timeout, administrator need re-login.
® Console: Set console for session timeout 0¥65535 minutes.
® Telnet: Set Telnet for session timeout 0~65535 minutes.
® SSH: Set SSH for session timeout 0~65535 minutes.
® HTTP: Set HTTP for session timeout 0~65535 minutes.
® HTTPS: Set HTTPS for session timeout 0~65535 minutes.

»  Password Retry Count: Retry count is the number which CLI password input error tolerance
count. After input error password exceeds this count, the CLI will freeze after silent time, If login
error reaches the set value then login page will be kicked out, administrator need reopen the
login page.
® Console: Set console for password Retry count of 07120 .
® Telnet: Set Telnet for password Retry count of 0~120 .
® SSH: Set SSH for password Retry count of 0~120 .

»  Silent Time: This function to be matched "Password Retry Count" function, if login error reaches
the set value within then set value of silent time will can't be reopen login page until the set
time end ,After input error password exceeds password retry count, the CLI will freeze after
silent time.
® Console: Set console for Silent Time of 0765535 minutes .
® Telnet: Set Telnet for Silent Time of 0¥65535 minutes .

@® SSH: Set SSH for for Silent Time of 0~¥65535 minutes .

15.4.2 Management ACL
Administrator can create ACL and set Active or Deactive the rules.
If administrator set "Active" will be apply "Management ACE" rules. ACL can set which ports is

Permit or Deny connection to which services of the switch management interface.
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Security + Management Access + Management ACL

Status
Metwork Py —
Por o ——
POE Setting
VLAN Apply
MAC Address Table
Spanning Tree Management ACL Table
ERPS
Discovery Showing entries Showing 1to 1 of 1 entries Q I:
Lt B | ACLName | State | Rule |
Mulicast | | ACLtest  Deactive O
IP Configuration First | | Previous | &
[ Active l [ Deactive l [ Delete ]
RADIUS
TACACS+
2 AAA

& Management Access
Management Service

Management ACE
= Authentication Manager
Port Security
Protected Port
Storm Control
2 DoS
= Dynamic ARP Inspection
2 DHCP Snooping
= |P Source Guard

»  ACL Name: Input MAC ACL name.

Click the “Apply” button to save your changes settings.

Field Description

ACL Name Display Management ACL name

State Display Management ACL whether active.

Rule Display the number Management ACE rule of ACL

Set the "Active" and "Deactive" and "Delete" for this table management.

15.4.3 Management ACE
This management ACE page is to create an ACL profile rule. Administrator can select an created
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ACL profile to set security rule. If set the ACE only use Telnet a single rule. After confirmation the
rule will apply to ACL profile.

Administrator can go to "management ACL" page click "Active" button to enable the rule. After
active the rule, this management page will can't operating only use Telnet protocol to

management, Setting “add” and “Edit” and “Delete” function for this management.

Security + Management Access + Management ACE
Status

Network Management ACE Table

Port

POE Setting ACL Name

] Showing entries Showing 1to 1 of 1 entries () |:
MAC Address Table

Spanning Tree ‘ W | Priority | Action | Service | Port | Address / Mask

ERPS ] 1 Deny Snmp  GE2-GE3 192 168277 /2552552550
Discovery First | | Previous | S8 | Ne:
DHCP | add || Eat || Detete |

Multicast

IP Configuration

RADIUS
TACACS+
= AAA
& Management Access
Management Service
Management ACL

»  ACL Name: Select the ACL name to which an ACE is being added.

Field Description

Priority Display the priority of ACE.

Action Display the action of ACE

Service Display the service ACE.

Port Display the port list of ACE.

Address / Mask Display the source IP address and mask of ACE.
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Add Managemet ACE

" AcLName| testt

o

-

Available Port Selected Port

GET GE3
GE4 GE2
GES
GES
GE7
GES
| |GE9
i |GE10 -

Port

i ey papapapapapapapapapapapapapapepepestfOf0URY B VR O BB

o= ===s==========33===33333333323323333333233333225555555555555s s ssssssss22aaEEEEEE]

H— |
) Al

|

:

IP Version | @ IPv4
) IPvE

h
=

] e I I I o s

192.168.2.77 | /[255.255.255 0 | -

! (1-128) |

Apply ][ Close ]

Y

ACL Name: Display the ACL name to which an ACE is being added.

»  Priority: Set this rule priority, Specify the priority of the ACE. ACEs with higher sequence are
processed first (1 is the highest priority). Only available on Add Dialog.

»  Service: Select the type service of rule.

All: All services .

HTTP: Only HTTP service .

HTTPs: Only HTTPs service.

SNMP: Only SNMP service.

SSH: Only SSH service.

Telnet: Only Telnet service

»  Action: Select the action after ACE match packet.
® Permit: Forward packets that meet the ACE criteria.

® Deny: Drop packets that meet the ACE criteria.
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Y

Port: Select ports which will be matched.

» IP Version: Select the type of source IP address.
® All: All IP addresses can access.

® |Pv4: Specify IPv4 address ca access.

® |Pv6: Specify IPv6 address ca access

Y

IPv4: Enter the source IPv4 address value and mask to which will be matched.

> IPv6: Enter the source IPv6 address value and mask to which will be matched.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.5 Authentication Manager

15.5.1 Property
This page allow user to edit authentication global settings and some port mods’ configurations,

Administrator can edit authentication global settings and some port mods’ configurations.

Security » Authentication Manager + Property

| 802.1x
¥ POE Setting Authentication Type | MAC-Based
¥ VLAN | [ WEB-Based
% MAC Address Table | [ Enable
= Spanning Tree Guest VLAN
¥ ERPS
i MAC-Based User ID Format
# Discovery

# DHCP
% Multicast

¥ IP Configuration

Apply

Port Mode Table

RADIUS
TACACS+ . |
- | Authentication T
- entication Type )
© Management Access W | Entry | Port Host Mode Order | Method | GuestVLAN | VLAN Assign Mode
& Authentication Manager | 802.1x | MAC-Based | WEB-Based
Port Setfing O 2 GE2 Disabled  Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
ARSI T | 3 GEI Dissbled  Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
WEB-Based Local Account =
Sessions O 4 GE4 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
Port Security ] 5 GE5 Disabled Disabled Disabled Multiple Authentication 802 1x RADIUS Disabled Static
Protected Port O 6 GE6 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
gto;m T n 7 GE7 Disabled Disabled Dissbled  Multiple Authenticaion  802.1x RADIUS  Disabled Static
@ Do — . . . . . . .
= Dynamic ARP Inspection J & GEB Disabled Disabled Disahled Multiple Authentication 802 1x  RADIUS Disabled Static
= DHCP Snooping J 9 GEJ Disabled Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
@ IP Source Guard O 10 GE10 Disabled Disabled Disabled Multiple Authentication  802.1x  RADIUS Disabled Static
¥ ACL ] 11 GE11 Disabled Disabled Disabled Multiple Authentication 802 1x RADIUS Disabled Static
# QoS O 12 GE12 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
¥ Diagnosiics
gakiaeacment O 14 GE14 Dissbled  Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static

»  Authentication Type : Set checkbox to enable/disable following authentication types
® 802.1x: Use IEEE 802.1x to do authentication
® MAC-Based: Use MAC address to do authentication

® \WEB-Based: Prompt authentication web page for user to do authentication
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» Guest VLAN : Set checkbox to enable/disable guest VLAN, if guest VLAN is enabled, you
need to select one available VLAN ID to be guest VID.

» MAC-Based User ID Format : Select mac-based authentication RADIUS username/password
ID format.

@ XXXXXXXXXXXX

XXXXXXXXXXXX

XXXXKEXXXX XX XX

XXEXX XX XX XX XX

XX-XX-XX-XX-XX-XX

XX=XX-XX-XX-XX-XX

XX XX XX XX XX XX

XX XK XX XX XX XX

XXXX:XXXX:XXXX

XXXKEXXXXXXXX

XXXX-XXXX-XXXX

XXXX-XXXX-XXXX

XXXXXXXXXXXX

XXXKXXXXXXXX

XXXXXX: XXXXXX

XXXXXXEXXXXXX

XXXXXX-XXXXX

XXXXXX-XXXXXX

Click the “Apply” button to save your changes settings.

Port Mode Table

Authentication Type
MAC Based | WEB-Based

B | Entry | Port I e Host Mode VLAN Assign Mode
AX

‘ Method

GE1
GE2
GE3
GE4
GE5
GES
GE7
GE3
GE39

O e e i
© o =~ @ o b W R

Enabled Enabled Enabled Multiple Authentication
Enabled Enahled Enabled Multiple Authentication
Enabled Enabled Enabled Multiple Authentication
Enabled Enahbled Enabled Multiple Authentication
Disabled Disabled Disabled Multiple Authentication
Dizabled Disabled Dizahled Multiple Authentication
Disablad Disabled Disabled Multiple Authentication
Disabled Disabled Dizabled Multiple Authentication
Disablad Disablad Disabled Multiple Authentication

@ wWww.cerio.com.tw

802 1x , WEB-Based
802.1x , WEB-Based
802.1x , WEB-Based
802.1x , WEB-Based
802.1x
802.1x
802.1x
802.1x
802.1x
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Guest VLAN
RADIUS |, Local Enabled
RADIUS | Local Enabled
RADIUS , Local Enabled
RADIUS | Local Enabled
RADIUS Disabled
RADIUS Disabled
RADIUS Disabled
RADIUS Disabled
RADIUS Disabled

Disable
Dizahle
Disahle
Disahle
Static
Static
Static
Static
Static
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Field

Description

Port

Port name

Authentication Type
(802.1X)

802.1 X authentication type state
e Enabled: 802.1X is enabled
e Disabled: 802.1X is disabled

Authentication Type
(MAC-Based)

MAC-Based authentication type state
e Enabled: MAC-Based authentication is enabled
¢ Disabled: MAC-Based authentication is disabled

Authentication Type
(WEB-Based)

WEB-Based authentication type state
¢ Enabled: WEB-Based authentication is enabled
¢ Disabled: WEB-Based authentication is disabled

Authenticating host mode
* Multiple Authentication: In this mode, every client need

to pass authenticate procedure individually.

* Multiple Hosts: In this mode, only one client need to be

Host Mode authenticated and other clients will get the same access
accessibility. Web-auth cannot be enabled in this mode.
* Single Host: In this mode, only one host is allowed to be
authenticated. It is the same as Multi-auth mode with max
hosts number configure to be 1.
Support following authentication type order combinations. Web
Authentication should always be the last type. The authentication
manager will go to next type if current type is not enabled or
authenticated fail.
* 802.1x
* MAC-Based
Order * WEB-Based

* 802.1x MAC-Based
¢ 802.1x WEB-Based
* MAC-Based 802.1x
* WEB-Based 802.1x
* 802.1x MAC-Based WEB-Based
* 802.1x WEB-Based MAC-Based
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Method

Support following authentication method order combinations.
These orders only available on MAC-Based authentication and

WEB-Based authentication. 802.1x only support Radius method.
* Local: Use DUT’s local database to do authentication
e Radius: Use remote RADIUS server to doauthentication

e Local Radius

e RadiusLocal

Guest VLAN

Port guest VLAN enable state
* Enabled: Guest VLAN is enabled on port

* Disabled: Guest VLAN is disabled on port

VLAN Assign Mode

Support following VLAN assignh mode and only apply when source
is RADIUS

* Disable: Ignore the VLAN authorization result and keep
original VLAN of host.

* Reject: If get VLAN authorized information, just use it.
However, if there is no VLAN authorized information, reject
the host and make it unauthorized.

e Static: If get VLAN authorized information, just use it. If
there is no VLAN authorized information, keep original VLAN
of host.
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Edit Port Mode

WSS GE1GE1R
| ! ®m s02.1x
| Authentication Type | 3 MAC-Based

; Multiple Authentication

| Host Mode ! Multiple Hosts :
i i Single Host 5
i i Available Type Select Type

MAC-Based 802.1x

i Order | WEB-Based

| Available Method Salect Method

i |Local RADIUS

| Method |

i Guest VLAN

VLAN Assign Mode |

P —

[ Apply H Close ]

» Port : Display selected Port number.
»  Authentication Type : Set checkbox to enable/disable authentication types.
® 802.1x: Use IEEE 802.1x to do authentication
® MAC-Based : Use MAC address to do authentication
® WEB-Based : Prompt authentication web page for user to do authentication
» Host Mode : Select authenticating host mode.
® Multiple Authentication : In this mode, every client need to pass authenticate
procedure individually
® Multiple Hosts : In this mode, only one client need to be authenticated and other
clients will get the same access accessibility. Web-auth cannot be enabled in this
mode.
® Single Host : In this mode, only one host is allowed to be authenticated. It is the
same as Multi-auth mode with max hosts number configure to be 1.
»  Order : Support following authentication type order combinations. Web Authentication

should always be the last type. The authentication manager will go to next type if current
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type is not enabled or authenticated fail.
® 802.1x
® MAC-Based
® \WEB-Based
® 802.1x MAC-Based
® 802.1x WEB-Based
® MAC-Based 802.1x
® \WEB-Based 802.1x
® 802.1x MAC-Based WEB-Based
® 802.1x WEB-Based MAC-Based
» Method : Support following authentication method order combinations.These orders only
available on MAC-Based authentication and WEB-Based authentication. 802.1x only support
Radius method.
® local : Use DUT’s local database to do authentication
® Radius : Use remote RADIUS server to do authentication
» Guest VLAN : Set checkbox to enable/disable guest VLAN.
»  VLAN Assign Mode : Support following VLAN assign mode and only apply when source is
RADIUS.
® Disable: Ignore the VLAN authorization result and keep original VLAN of host.
® Reject: If get VLAN authorized information, just use it. However, if there is no VLAN
authorized information, reject the host and make it unauthorized.Local Radius.
®  Static: If get VLAN authorized information, just use it. If there is no VLAN authorized

information, keep original VLAN of host.
Click the “Apply” button to save your changes or “Close” the button to close settings.
15.5.2 Port Setting

Administrator can configure authentication manger port settings,This page allow user to

configure authentication manger port settings
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Security + Authentication Manager + Port Setting

Status
Network Port Setting Table
Port
POE Setting
VLAN L | Common Timer |
MAC Address Table Port | Port Control | Reauthentication | Max Hosts | o | C—— | Quist |
Spanning Tree —
ERPS [ 1 GE1 Auto Enabled 256 3600 80 &0
Di O 2 GE2 Auto Enabled 258 3600 60 &0
iscovery —
DHCP [ 3 GE3 Auto Enabled 256 3600 &0 &0
Multicast O 4 GE4  Disabled Dizabled 256 3600 80 &0
IP Configuration L] 5 GE5 Dizabled Dizabled 256 3600 60 60
O 5 GES8 Disabled Dizabled 256 3600 &0 &0
RADIUS [] 7 GE7  Disabled Dizabled 256 3600 80 60
TACACS+ [l 8 GES8 Disabled Dizabled 256 3800 60 &0
2 AAA ] 9 GE9 Disabled Disabled 256 3500 80 &0
= Management Access
& Authentication Manager - : .
Property [ 11 GE11 Disabled Dizabled 256 3800 60 &0
O 12 GE12 Disabled Disabled 258 3800 60 a0
Port Setting Table

i | Common Timer \ 802.1x Parameters | Web-Based Parameters
MW | Entry | Port | PortControl | Reauthentication | Max Hosts o ) : ) 5 i
| Reauthentication | Inactive ‘ Quiet ‘ TX Period | Supplicant Timeout | Server Timeout | Max Request | Max Login
] 1 GE1 Auto Enabled 256 3600 60 60 30 30 30 2 EY
O 2 GE2 Auto Enabled 256 3600 60 60 30 30 30 2 3
] 3 GE3 Auto Enabled 256 3600 60 60 30 30 30 2 2l
O 4 GE4 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 5 GE5 Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 6 GEG6 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 7 GET Disabled Disabled 256 3600 60 60 30 30 30 2 EY
O 3 GE3 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 9 GE9 Disabled Disabled 256 3600 60 60 30 30 30 2 EY
] 11 GENM Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 12 GE12 Disabled Disabled 256 3600 60 60 30 30 30 2 3
Field Description
Port Port name

Support following authentication port control types.
* Disable: Disable authentication function and all clients have

network accessibility.
* Force Authorized: Port is force authorized and all clients have
Port Control network accessibility.
* Force Unauthorized: Port is force unauthorized and all clients
have no network accessibility.

* Auto: Need passing authentication procedure to get network
accessibility.
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Reautheticate state
e Enabled: Host will be reauthenticated after reauthentication

Reauthentication period
¢ Disabled: Host will not be reauthenticated after reauthentication

period.

In Multiple Authentication mode, total host number cannot not exceed
Max Hosts max hosts number

* Reauthentication: After re-authenticate period, host will return to

initial state and need to pass authentication procedure again.

* Inactive: If no packet from the authenticated host, the inactive
timer will increase. After inactive timeout, the host will be
unauthorized and corresponding session will be deleted. In

Common Timer . . . .
multi-host mode, the packet is counting on the authorized host
only and not all packets on the port.

* Quiet: When port is in Locked state after authenticating fail
several times, the host will be locked in quiet period. After this

quiet period, the host is allowed to authenticate again.

* TX Period: Number of seconds that the device waits for a response
to an Extensible Authentication Protocol (EAP) request/identity
frame from the supplicant (client) before resending the request.

* Supplicant Timeout: Number of seconds that lapses before the
device resends a request to the supplicant.

802.1X Params .

* Server Timeout: Number of seconds that lapses before EAP
requests are resent to the authentication server.

* Max Request: The maximum number of EAP requests that can be
sent. If a response is not received after the defined period

(supplicant timeout), the authentication process is restarted.

Web-Based Param Allow user login fail number. After login fail number exceed, the host will

(Max Login) enter Lock state and is not able to authenticate until quiet period exceed.
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Edit Port Setting

: Force Authorized

Pmtl:nntml () Force Unauthorized !
. @ Auto |
 Reauthenticatior Enable
_____________________________L___________________________..__I..__...__..__..___..__..___.._____________________________
Reauthentication | [3500 | 5
Inactive | [50 | |
Quiet | [60 |

T — - - __I..__. - - - - = -

T — - __..__I..__. - - - - = -

|

1 infinite /

[ Apply ][ Close ]

» Port : Display selected Port number.

»  Port Control : Support following authentication port control types.
® Disable : Disable authentication function and all clients have network accessibility.
® Force Authorized : Port is force authorized and all clients have network accessibility.
®  Force Unauthorized : Port is force unauthorized and all clients have no network

accessibility.

® Auto: Need passing authentication procedure to get network accessibility.

> Reauthentication : Set checkbox to enable/disable reuauthentication.

» Max Hosts : In Multiple Authentication mode, total host number cannot not exceed max

hosts number.

» Common Timer:

® Reauthentication : After re-authenticate period, host will return to initial state and

need to pass authentication procedure again.
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® Inactive : If no packet from the authenticated host, the inactive timer will increase.
After inactive timeout, the host will be unauthorized and corresponding session will be
deleted. In multi-host mode, the packet is counting on the authorized host only and not all
packets on the port.

® Quiet: When portis in Locked state after authenticating fail several times, the host
will be locked in quiet period. After this quiet period, the host is allowed to authenticate
again.

» 802.1X Params :

® TX Period : Number of seconds that the device waits for a response to an Extensible
Authentication Protocol (EAP) request/identity frame from the supplicant (client) before
resending the request.

® Supplicant Timeout : Number of seconds that lapses before EAP requests are resent
to the supplicant.

® Server Timeout: Number of seconds that lapses before the switch resends a request
to the authentication server.

® Max Request : The maximum number of EAP requests that can be sent. If a response
is not received after the defined period (supplicant timeout), the authentication process is
restarted.

® Max Login : Set checkbox to set max login number to be infinite or specify max login

number.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.5.3 MAC-Based Local Account
Administrator can allow to add/edit/delete MAC-Based authentication local accounts, Setting
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“add” and “Edit” and “Delete” function for this management.

Security + Authentication Manager + MAC-Based Local Account

% Siatus
# Network MAC-Based Local Account Table
% Port
¢ POE Seiting Showing entries Showing 1 to 1 of 1 eniries
e MAC Add Control VLAN | ULt ks
ress Laljlige]
¢ MAC Addeess Table . | Reauthentication | Inactive
# Spanning Tree — 5
[ | 8CHADEAFE5BE Force Unauthorized 1 3800 60
+ ERPS
R T— | add || Edt || Delete |
¥ DHCP
» Multicast
% [P Configuration
RADIUS
TACACS+
o AAA
2 NManagement Access
& Authentication Manager
Property
Port Setting
Field Description
Authenticated host MAC address, and each MAC allow only one
MAC Address entry in local database.
Control Type
Control * Force Authorized: Host will be force authorized.
* Force Unauthorized: Host will be force unauthorized.
VLAN Assigned VLAN ID for the authenticated host.
* Reauthentication: Assigned reauthentication period for
the authenticated host.
Timeout

* |nactive: Assigned inactive timeout for the authenticated
host.
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Add MAC-Based Local Account

MAC Address | [5C:4D-EAFE05:BE

______________________________________________________________________________________________
______________________________________________________________________________________________

1 Force Authorized
) Force Unauthorized

----------------------------------------------------------------------------------------------

Port Control

b=—o===

________________________________________________________________________________________________________________________

------------------------------------------------------------------------------------------------------------------------

____________________________________________________________________________________________

Reauthentication :'""'""""""'"""""""'""""'"""""""""'""""""'"""""""""'E

N . - — - — -~ ~ = -=====-===========================s==============s==========s==z=ss=================d
e 1 L e T e e e e e e e e e e e e e e e e e e e e e o e e e e e e e e e e e e e e e e E et

______________________________________________________________________________________________

Inactive :""""""'""""""""""'""""""'""""""'"""""""'"""""""""'E

I . - — — — — — = = = = = = = = = = = = o]

[ Apply H Close ]

» MAC Address : Authenticated host MAC address, and each MAC allow only one entry in
local database.
»  Port Control : Support following authentication port control types.
®  Force Authorized: Host will be force authorized.
®  Force Authorized : Host will be force unauthorized.
»  VLAN : Assigned VLAN ID for the authenticated host.
»  Assigned Timer:
® Timeout (Reauthentication) : Assigned reauthentication period for the
authenticated host.

® Timeout (Inactive) : Assigned inactive timeout for the authenticated host.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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15.5.4 WEB-Based Local Account
Administrator can allow to add/edit/delete WEB-Based authentication local accounts, Setting

“add” and “Edit” and “Delete” function for this management.

Seecurity + Authentication Manager + WEB-Based Local Account

RADIUS
TACACS+
o AAA
= Management Access
& Authentication Manager
Property
Port Setting
MAC-Based Local Account

WEB-Based Local Account Table

% POE Setting Showing entries Showing 1 to 2 of 2 entries Q E
LA | Timeout (Sec)
AR W | Usemame | VLAN | Reauthentication | Inactive
¥ Spanning Tree —

ERPS || testusers 1 3600 60
L]

Discovery [ testguest 1 3600 50
¥

First | | Pravig

¥ DHCP | aAdd || Egt || Deete |
# Multicast
% |IP Configuration

Field Description
Username Authenticating account user name
VLAN Assigned VLAN ID for the authenticated host.
* Reauthentication: Assigned reauthentication period for
the authenticated host.
Timeout(Sec)

* Inactive: Assigned inactive timeout for the authenticated
host.
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Add WEB-Based Local Account

T
i
|

Username | [testguest |

Eeo=se

0
|.
L

User Defined

User Defined

—F=
-

User Defined

[0 |

Apply H Close ]

Username : Authenticating account user name.

Password : Authenticating account password.

Confirm Password : Confirm authenticating account password.
VLAN : Assigned VLAN ID for the authenticated host.

YV V. V V V

Assigned Timer:
® Timeout (Reauthentication) : Assigned reauthentication period for the
authenticated host.

® Timeout (Inactive) : Assigned inactive timeout for the authenticated host.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.5.5 Sessions
Administrator can check all detail information of authentication sessions and allow user to select
specific session to delete by clicking “Clear ” button.
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Security -+ Authentication Manager + Sessions
Status
Network Sessions Table
Port
POE Setting Showing entries Showing 0 to 0 of 0 entries
VLAN |
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

B | Session D | Port | MAC Address | Current Type | Status

0 results f

Clear l [ Fefresh

IP Configuration

RADIUS
TACACS+
= AAA
= Management Access
& Authentication Manager
Property
Paort Setting
MAC-Based Local Account
WEB-Based Local Account

Sessions Table

Showing entries Showing 0 fo 0 of D entries Q|

| Operational Information | Authorized Information

B | SessionID | Port | MAC Address | Current Type | Status LT Session | Inactived | Quiet Reauthentication | Inactive
Time Time Time Period Timeout

0 results found.

First | | Previous | I8 | Mext | | Last

Clear ] [ Reifresh
Field Description
Session ID Session ID is unique of each session
Port Port name which the host located
MAC Address Host MAC address
Show current authenticating type

¢ 802.1x: Use IEEE 802.1X to do authenticating

* MAC-Based: Use MAC-Based authentication to do
Current Type

authenticating
e WEB-Based: Use WEB-Based authentication to do
authenticating
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Show host authentication session status
* Disable: This session is ready to be deleted
* Running: Authentication process is running
¢ Authorized: Authentication is passed and getting
network accessibility.
Status * UnAuthorized: Authentication is not passed and not
getting network accessibility.
* Locked: Host is locked and do not allow to do
authenticating until quiet period.
* Guest: Host is in the guest VLAN.
* VLAN: Shows host operational VLAN ID.

e Session Time: In “Authorized” state, it shows total time

after authorized.

* Inactived: In “Authorized” state, it shows how long the
Operationl host do not send any packet.

e Quiet Time: In “Locked” state, it shows total time after

locked.

* Locked: Host is locked and do not allow to do

authenticating until quiet period.

* VLAN: Shows VLAN ID given from authorized procedure.

* Reauthentication Period: Shows reauthentication
Authorized period given from authorized procedure.

* |nactive Timeouts: Shows inactive timeout given from

authorized procedure.

Click the “Clear” button to clear this page or click the “Refresh” button to refresh the page .

15.6 Port Security

Port security examines all traffic received by secure ports to detect violations or to recognize and
secure new MAC addresses. When the shutdown violation mode is configured, traffic cannot enter
the secure port after a violation has been detected, which removes the possibility that violations
might cause excessive CPU load.
Port security monitors received packets. Access to locked ports is limited to users with specific
MAC addresses, This page allow user to configure port security settings for each interface. When

port security is enabled on interface, action will be perform once MAC address over.
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Security + Port Security

» Status
plotwork . State | 3 Enable
Port B i
POE Setting e f100
VLAN
MAC Address Table Apply
Spanning Tree
ERPS Port Security Table
Discovery
DHCP
Mufticast
_ W | Entry | Port | State | Address Limit | Total | Configured | Violate Number | Violate Action | Sticky
IP Configuration —
[l 1 GE1 Enabled 20 0 0 0 Protect Enabled
O 2 GE2 Enabled 1 0 0 0 Protect Disabled
RADIUS — )
e | 3 GE3  Enabled 256 0 0 0 Restrict Enabled
2 AAA O 4 GE4 Disabled 1 0 0 0 Protect Disabled
© Management Access | 5 GE5 Disabled 1 0 0 0 Protect Disabled
- I (e O 6 GEG Disabled 1 0 0 0 Protect Disabled
Protected Port [] 7 GE7 Disabled 1 0 0 0 Protect Disabled
Storm Control O & GE8 Disabled 1 0 0 0 Protect Disabled
= DoS [] 9 GES Disabled 1 0 0 0 Protect Disabled
o e e e [0 10 GE10 Disabled 1 0 0 0 Protect Disablad
@ DHCP Snooping ] 11 GE! Disabled 1 0 0 0 Protect Disabled
2 |P Source Guard
»  State: Select the status of port security
® Disable: Disable port security function.
® Enable: Enable port security function.
»  Rate Limit : Set rate limit of 1-600 packets per second.
Click the “Apply” button to save your changes settings.
Field Description
Port Port name which the port security.
State Display port security of Enable or Disable state.

Displays the maximum number of port security of MAC

Addres Limie
addresses that can be configured on the port.

Displays the number of all port security total MAC addresses on

Total
the port.
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Displays the number of all port security MAC addresses

Confi d
onfigure configured on the port.

Displays the operational state that the interface applies to
packets
. . arriving on the locked interface.
Violate Active
* Protect.
* Restrict.

e Shutdown.

Sticky Display port security sticky of Enable or Disable.

Edit Port Security

Port| GE1-GE5 |

, Enable

_— k===

| | S
i 1

i

Protect '
) Restrict :
Shutdown

i Sticky ! Enable

[ Apply ][ Close ]

Y

Port: Display selected Port number.

Y

State: Enable or Un-Enable the port security.

»  Address Limit: When configuring port security, the maximum number of secure MAC addresses
that can be configured in the switch, A secure port has a default of one MAC address. The
default can be changed to any value between 1 and 256. The upper limit of 256 guarantees one
MAC address per port.

> Violate Action: Select the action if learned mac addresses, If Interface Status is locked, select an

action to be applied to packets arriving on a locked interface.

® Protect: Drop packets with invalid MAC address.

® Restrict: Drop packets with invalid MAC address and log the event.

® Shutdown: Drop packets with invalid MAC address and shut down the interface of port,

and log the event.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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15.7 Protected Port

This page allow user to configure protected port setting to prevent the selected ports from
communication with each other. Protected port is only allowed to communicate with unprotected
port. In other words, protected port is not allowed to communicate with another protected port.
If administrators check enable to make this a protected port. A protected port is also referred as a
Private VLAN Edge. It's provide Layer 2 isolation between interfaces (Ethernet ports and Link
Aggregation Groups) that share the same Broadcast domain (VLAN).After enable protected port,
packets received from protected ports can be forwarded only to unprotected egress ports and
unrestricted by VLAN members.

Security + Protected Port

¢ Status
Network Protected Port Table
Port
POE Setting Q I:
1|I':'I'II;ﬂ;J!::L:N.ﬂu.ljr:irness Table
. [] 1 GE1 FProtected
E:a: 5: ng Tree |E| 2 GE2 Protected
T— I:I 3 GE3 Unprotected
DHCP ] 4 GE4 Unprotected
Multicast [ 5 GE5  Unprotected
IP Configuration ] 6 GEG  Unprotected
[] 7 GEY  Unprotected
RADIUS O 2 GEZ2  Unprotected
TACACS+ [] 9 GES Unprotected
2 AAA ] 10 GE10  Unprotected
= Management Access (] 1 GEM Unprotecied
= Authentication Manager _
Port Security ] 12 GE12  Unprotected
[] 13 GE13 Unprotected
Field Description
Port Port Name
Port protected admin state.
State * Protected: Port is protected.

* Unprotected: Port is unprotected
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Edit Protected Port

N it e S e e e e el e |

Port| GE1-GE2

I ———
—— 9333333333z

State | Protected

s, -

e

Apply ][ Close

Y

Port: Display selected Port number.
»  State: Port protected admin state.
® Protected: Enable protecting function.

® Unprotected (deselect): Disable protecting function

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.8 Storm Control

When the rate of Broadcast / unknown Multicast or unknown Unicast frames is higher than the
user-defined threshold, this function can to limit the number of frames entering the switch and to
define the types of frames that are counted towards this limit. Will be the frames received beyond

the threshold are discarded or the interface shuts down.

Security + Storm Control

¢ Status

¥ Port its / Sec !

SR Exclude

¥ VLAN

¥ MAC Address Table

¥ Spanning Tree

¥ ERPS

2 Decovaey Port Setting Table

¥ DHCP

¥ Multicast

% |IP Configuration

| Broadcast | Unknown Multicast | Unknown Unicast )
W | Entry | Port | State Action

RADIUS | state | Rate (kbps) | state | Rate(kbps) | State | Rate (Kbps)
TACACS+ (] 1 GE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop

o AAA O 2 GE2 Enabled Enabled 10000 Enabled 10000  Enabled 10000 Drop

o EIETEIETEREEES O 3 GE3 Disabled Disabled 10000  Disabled 10000 Disabled 10000  Drop
Authentication Manager 0O 4 GE4 Disabled Disahled 10000 Disabled 10000 Disabled 10000 Drop
Port Security —
Protecied Bort O 5 GE5 Enabled Enabled 10000 Disabled 10000 Disabled 10000 Drop

O 6 GE6 Disabled Disablad 10000 Disabled 10000 Disabled 10000 Drop

> Mode: Select the unit of storm control.
® Packets/sec: Select by Packets/second of the rate threshold.
® Kbits/sec: Select by Kbits/second of the rate threshold.
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» IFG: Select the rate calculates w/o preamble & IFG (20 bytes).
® Excluded: exclude preamble & IFG (20 bytes) when count ingress storm control rate.

® Include: include preamble & IFG (20 bytes) when count ingress storm control rate.

Click the “Apply” button to save your changes settings.

Field Description
Port Port name which the host located.
State Display enable or disable the storm control function.

Show the storm control for the Broadcast packets.
e State: Display enable or disable the storm control for broadcast
Broadcast packets.
* Rate(Kpps): Displays the bandwidth threshold for broadcast
packets.

Show the storm control for the unknown Multicast packets.
* State: Display enable or disable the storm control for unknown
Unknown Multicast Multicast packets .
* Rate(Kpps): Displays the bandwidth threshold for unknown
Multicast packets.

Show the storm control for the unknown Unicast packets.
¢ State: Display enable or disable the storm control for unknown
Unknown Unicast Unicast packets .
* Rate(Kpps): Displays the bandwidth threshold for unknown
Unicast packets.

* Drop: Received beyond the threshold will discard the frames,
Packets exceed storm control rate will be dropped.
Action * Shutdown: Received beyond the threshold will shut down the
port, Port will be shutdown when packets exceed storm control
rate.
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Edit Port Setting

R —
| 1

.

=

State | Enable

Enable
Broadeast | --oczozssszsssszssszsssssssssssassssszsrsssssszsssszszsssssssszsasssssszsassassszszszsiscd

fomo |

Unknown Multicast ?====================:::::::::::=============================::::::::::::::::::::::::::::::1.
. |10000 | i

In
Unknown Unicast ||~ -

i (@ Drop !
{i () Shutdown

Apply H Close ]

‘7.—.

Port: Display selected Port number.

State: Select the state of setting.

® Enable: Enable the storm control function.

Broadcast: If enable storm control for Broadcast traffic will count Broadcast traffic towards the

bandwidth threshold.

® Enable: Enable the storm control function of Broadcast packet, Value of storm control
rate, Unit: Kbps (Kbits per-second, range16 - 1000000) depends on global mode setting.

Unknown Multicast: If enable storm control for unknown Multicast will count unknown

Multicast traffic towards the bandwidth threshold.

® Enable: Enable the storm control function of Unknown Multicast packet, Value of storm
control rate, Unit: Kbps (Kbits per-second, range16 - 1000000) depends on global mode
setting.

Unknown Unicast: If enable storm control for unknown Unicast will count unknown Unicast

traffic towards the bandwidth threshold.

® Enable: Enable the storm control function of Unknown Unicast packet, Value of storm
control rate, Unit: Kbps (Kbits per-second, range16 - 1000000) depends on global mode
setting.

Action: Administrator can select Drop or Shutdown will Broadcast / unknown Multicast or

unknown Unicast frames is higher than the user-defined threshold.

® Drop: Received beyond the threshold will discard the frames, Packets exceed storm
control rate will be dropped

® Shutdown: Received beyond the threshold will shut down the port, Port will be shutdown

when packets exceed storm control rate.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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15.9 DoS

DoS attack (denial-of-service) is a cyber-attack where the perpetrator seeks to make a machine or
network resource unavailable to its intended users by temporarily or indefinitely disrupting services
of a host connected to the Internet. Denial of service is typically accomplished by flooding the
targeted machine or resource with superfluous requests in an attempt to overload systems and

prevent some or all legitimate requests from being fulfilled.

15.9.1 Property
This default is enabled all DoS protection feature and SYN-FIN / SYN-RST protections. The default

threshold is 60 SYN packets per second. The default period of port recovery is 60 seconds.

..........................................................................................

Enable

Enable

@ www.cerio.com.tw \. +(886) 2-8911-6160 service@cerio.com.tw



USER MANUAL

» POD:
® Enable: Enable the function of of avoids ping of death attack.
» Lland:

® Enable: Enable the function of drops the packets if the source IP address is equal to the
destination IP address.
» UDP Blat:
® Enable: Enable the function of drops the packets if the UDP source port equals to the UDP
destination port.
» TCPBlat:
® Enable: Enable the function of drops the packages if the TCP source port is equal to the
TCP destination port.
» DMAC = SMAC:
® Enable: Enable the function of drops the packets if the destination MAC address is equal
to the source MAC address.
»  Null Scan Attach:
® Enable: Enable the function of drops the packets with NULL scan.
»  X-Mas Scan Attack:
® Enable: Enable the function of drops the packets if the sequence number is zero, and the
FIN, URG and PSH bits are set.
»  TCP SYN-FIN Attack:
® Enable: Enable the function of drops the packets with SYN and FIN bits set.
»  TCP SYN-RST Attack:
® Enable: Enable the function of drops the packets with SYN and RST bits set.
» ICMP Flagment:
® Drop: Enable the function of drops the fragmented ICMP packets.
»  TCP-SYN (SPORT<1024):
® Enable: Enable the function of drops SYN packets with sport less than 1024.
»  TCP Fragment (Offset = 1):
® Enable: Enable the function of drops the TCP fragment packets with offset equals to one.
» Ping Max Size:
® Enable: Enable the function of specify the maximum size of the ICMPv4/ICMPv6 ping
packets. The valid range is from 0 to 65535 bytes, and the default value is 512 bytes.
»  IPv4 Ping Max Size:
® Enable: Enable the function of checks the maximum size of ICMP ping packets, and drops
the packets larger than the maximum packet size.
»  IPv6 Ping Max Size:
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® Enable: Enable the function of checks the maximum size of ICMPv6 ping packets, and
drops the packets larger than the maximum packet size.
»  TCP Min Hdr Size:
® Enable: Enable the function of checks the minimum TCP header and drops the TCP
packets with the header smaller than the minimum size. The length range is from 0 to 31
bytes, and default length is 20 bytes.
»  IPv6 Min Flagment:
® Enable: Enable the function of checks the minimum size of IPv6 fragments, and drops the
packets smaller than the minimum size. The valid range is from 0 to 65535 bytes, and
default value is 1240 bytes.
»  Smurf Attack:
® Enable: Enable the function of avoids smurf attack. The length range of the netmask is
from 0 to 323 bytes, and default length is 0 bytes.

Click the “Apply” button to save your changes settings

15.9.2 Port Setting
Administrator can choose protected ports.

Security + DoS —+ Port Setting
Status
Network Port Setting Table
Port

POE Setting Q I:

VLAN W | Entry | Port | State |

MAC Address Table —

o — [ ] 1 GE1 Enablad
nini reg

panning N 2 GE2 Enabled
ERPS —

5 B 3 GE3 Disabled
Discovery - :
DHCP I:I 4 GE4 Dfsabled
Multicast I:I 5 GE5 Disabled
IP Configuration Il 6 GEB Disabled

[] 7 GE7 Disabled

RADIUS O & GEZ Disabled

TACACS+ [] 9 GE9 Disabled

7 AAA O 10 GE10 Disabled
@ Management Access (] 1 GEM Disabled
= Authentication Manager - 12 GE1> Disabled

Port Security L isanle

Protected Port [] 13 GE13 Disabled

Storm Control [l 14 GE14 Disabled

& DoS [] 15 GE15 Disabled
Property O 16 GE16 Disabled

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Field Description
Port Interface of port number.
State Display Enable/Disable the DoS protection on the interface.

Edit Port Setting

I, . _ _ 3
e CEEEEEEEEEE L

State| [ Enable

IR, | _ . _

|
|
|
|
=
|
|
|
L

Apply ] [ Close

»  Port: Display selected Port number.
»  State: Select the state of setting.
® Enable: Enable the DoS protection function.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.10 Dynamic ARP Inspection

Dynamic Address Resolution Protocol (ARP) is a TCP/IP protocol for translating IP addresses into MAC

addresses. Use the Dynamic ARP Inspection pages to configure settings of Dynamic ARP Inspection.

15.10.1 Property
This page allow user to configure global and per interface settings of Dynamic ARP Inspection.
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Security + Dynamic ARP Inspection + Property
Status

Network

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS

State | Enable

lble VLAM  Selected VLAN T
VLAN 1 '

VLAN

Discovery
DHCP

Mutticast

IP Configuration Apply

RADIUS Port Setting Table
TACACS+

2 AAA

= Management Access

= Authentication Manager
Port Security
Protected Port
Storm Control

= Do3

& Dynamic ARP Inspection

¢ & € €« ¢« « &« « « « « &«

| Entry | Port | Trust | Source MAC Address | Destination MAC Address | IP Address | Rate Limit
GE1 Enabled Enabled Enabled Enabled 50
GE2 Enabled Enabled Enabled Enabled 50
GE3 Enabled Enabled Enabled Enabled 50
GE4 Disabled Disabled Disabled Disabled Unlimited
GE5 Disabled Disabled Disabled Disabled Unlimited

RPN
L B S

»  State: Administrator can enable or disable this Dynamic ARP Inspection. Set checkbox to
enable/disable Dynamic ARP Inspection function.

» VLAN: In the Enabled VLAN table, users assign static ARP Inspection lists to enabled VLANS.
When a packet passes through an untrusted interface that is enabled for ARP Inspection
switch will performs the checks, Select VLANSs in left box then move to right to enable
Dynamic ARP Inspection. Or select VLANSs in right box then move to left to disable Dynamic

ARP Inspection.

Click the “Apply” button to save your changes settings

Field Description

Port Port the port ID.

Trust Display enable/disabled trust attribute of interface.

Source MAC Display enable/disabled source mac address validation attribute of
Address interface.

Destination MAC Display enable/disabled destination mac address validation
Address attribute of interface.

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Display enable/disabled IP address validation attribute of interface,

IP Address Allow zero which means allow 0.0.0.0 IP address.

Rate Limit Display rate limitation value of interface.

Edit Port Setting

........................................................................................................................

Port| GE1-GE3

Source MAC Address | Enable

i Enable

Apply H Close ]

Y

Port: Display selected Port number.

» Trust: If enabled, the port or LAG is a trusted interface, and ARP inspection is not performed
on the ARP requests or replies sent to or from the interface. If Un-Enable, the port or LAG is
not a trusted interface, and ARP inspection is performed on the ARP requests or replies sent
to or from the interface. By default, it is disabled.

»  Source MAC Address: Check Enable to validate the source MAC addresses in ARP requests
and replies, Set checkbox to enable or disable source mac address validation of interface. All
ARP packets will be checked whether sender mac is same as source mac in Ethernet header
if enable source mac address validation. Default is disabled.

» Destination MAC Address: Check Enable to validate the destination MAC addresses in ARP
replies, Set checkbox to enable or disable destination mac address validation of interface. All
ARP packets will be checked whether target mac is same as destination mac in Ethernet
header if enable destination mac address validation. Default is disabled.

» IP Address: Set checkbox to enable or disable IP address validation of interface. All ARP
packets will be checked whether IP address is 0.0.0.0,255.255.255.255 or multicast address.
Default is disabled.
® Allow all-zeros IP: If IP address validation is enabled, check Enable to allow 0.0.0.0 the

IP address.

»  Rate Limit: Enter the maximum rate that is allowed on the interface. The range is 1 to 50pps

and the default is 0 Unlimited.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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15.10.2 Statistics

The Statistics page will displays the statistical information for ARP Inspection.

Security + Dynamic ARP Inspection + Statistics
Status

L4
¥ Network Statistics Table
» Port
# POE Setting
¥ VLAN S P
Entry | Port | Forward Source MAC | Destination MAC Source IP Destination IP IP-MAC
EaRCC At u Failure Failure Validation Failure | Validation Failure | Mismatch Failure
Salvannoice | 1 GE1 0 0 0 0 0 0
LS O 2 GE2 ] 0 0 0 0 0
» Discovery -
il 3 GE3 0 ] 0 il 0 il
¢ DHCP -
" [l 4 GE4 0 0 0 0 0 0
% Multicast =
% IP Configuration I:' 3 = J g g g 0 0
(] G GEG L] 0 Q 0 [} 0
RADIUS [ 7 GET 0 0 0 0 0 0
TACACS+ O 8 GESB 0 ] 0 i) 0 i)
= AAA ] 9 GES 0 0 1] 0 0 0
o Management Access O 10 GE10 0 0 0 0 0 ]
= Authentication Manager & 1 GE1 0 0 0 0 0 0
Port Security -
Protected Port (] 12 GE12 0 0 0 0 0 0
Storm Control ] 13 GE13 0 0 0 0 0 0
© Dos O 14 GE14 0 0 i 0 0 0
& Dynamic ARP Inspection m| 15 GE15 0 0 0 o 0 0
Property -
(] 16 GE16 0 0 Q 0 [} 0
Field Description
Port Interface of port number.
Forward Display how many packets forwarded normally.
Source MAC Failure Display how many packets dropped by source MAC validation.

Destination MAC ) o o
Eail Display how many packets dropped by destination MAC validation.
ailure

Source IP Address
L . Display how many packets dropped by source IP validation.
Validation Failures

Destination IP

Address Validation Display how many packets dropped by destination IP validation.
Failures

IP-MAC Mismatch Display how many packets dropped by IP-MAC doesn’t match in IP
Failures Source Guard binding table.
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15.11 DHCP Snooping

Administrator can use DHCP snooping to help avoid the Denial of Service attacks that result from
unauthorized users adding a DHCP server to the network that then provides invalid configuration
data to other DHCP clients on the network. DHCP packets received on other switch ports are

inspected before being forwarded. Packets from untrusted sources are dropped.

15.11.1 Property
This page allow user to configure global and per interface settings of DHCP Snooping.

Security + DHCP Snooping + Property
Status
Network
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS

 SelectedVLAN |

VLAN

Discovery
DHCP

Multicast

IP Configuration Apply

RADIUS Port Setting Table
TACACS+

& AAA
= Management Access

@ Authentication Manager W | Entry | Port | Trust | Verify Chaddr | Rate Limit |
dlaabe (] 1 GE1 Enabled  Enabled 45
Protected Fort ~ 2 GEZ  Enabled Enabled 45
Storm Control U nable naple

= DoS [] 3 GE3  Enabled Enabled 45

= Dynamic ARP Inspection O 4 GE4 Disabled Disabled Unlimited

@ DHCP Snooping m 5 GE5 Disabled  Disabled Unlimited

[ 6 GEG Disabled Disabled Unlimited

»  State: Administrator can enable or Un-Enable DHCP Snooping, Set checkbox to enable/disable
DHCP Snooping function.

»  VLAN: Administrator can to enable DHCP Snooping on a VLAN, ensure that DHCP Snooping is
globally enabled on the switch, Select VLANSs in left box then move to right to enable DHCP
Snooping. Or select VLANSs in right box then move to left to disable DHCP Snooping.

Click the “Apply” button to save your changes settings.
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Y

Field Description

Port Interface of port number.

Trust Display enable/disabled trust attribute of interface.

Verify Chaddr Display enable/disabled chaddr validation attribute of interface.
Rate Limit Display rate limitation value of interface.

Edit Port Setting

i Port| GE1-GE3

Enable

[ Apply H Close ]

Port: Display selected Port number.

Trust: If check Enable will connected to a DHCP server or to other switches or routers as trusted
ports, Set checkbox to enable/disabled trust of interface. All DHCP packet will be forward
directly if enable trust. Default is disabled

Verify Chaddr: Set checkbox to enable or disable chaddr validation of interface. All DHCP
packets will be checked whether client hardware mac address is same as source mac in Ethernet
header if enable chaddr validation. Default is disabled.

Rate Limit: Enter the maximum rate that is allowed on the interface. The range is 1 to 300pps
and the default is 0 Unlimited.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.11.2  Statistics
This page allow user to browse all statistics that recorded by DHCP snooping function.
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Security + DHCP Snooping —+ Statistics
Status

Network Statistics Table
Port
POE Setting
—— Chaddr Check | Untrust Port Untrust Port Invalid
MAC Address Table with Option82
Spanning Tree Drop Drop Drop Drop
E_RPS ] 1 GE1 0 0 ] 0 0
Discovery O 2 GE2 0 0 0 0 0
OHCP |:| 3 GE3 0 0 0 0 0
Mutticast =
O 4 GE4 0 0 0 0 0
IP Configuration —
] 5 GE5 0 0 0 0 0
O 6 GEB 0 0 0 0 0
RADIUS -
e | 7 GET 0 0 0 0 0
o AAA O 8 GES 0 0 0 0 0
= Management Access (] 9 GE9 0 0 0 0 0
= Authentication Manager M 10 GE10 a 0 0 0 0
e - 1 GEN 0 0 0 0 0
Protected Port U
Storm Confrol | 12 GE12 0 ] 0 0 0
= DoS ] 13 GE13 0 0 ] 0 0
= Dynamic ARP Inspection ] 14 GE14 0 0 0 0 0
@ DHCP Snooping ] 15 GE15 0 0 0 0 0
Property -
O 16 GE16 0 0 0 0 0
Field Description
Port Interface of port number.
Forward Display how many packets forwarded normally.
Chaddr Check Drop Display how many packets dropped by chaddr validation.
Untrusted Port Display how many DHCP server packets that are received by
Drop untrusted port dropped.

Untrusted Port
with Option82
Drop

Display how many packets dropped by untrusted port with option82
checking.

Invalid Drop Display how many packets dropped by invalid checking.
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15.11.3 Option82 Property
This page allow user to set string of DHCP option82 remote ID filed. The string will attach in
option82 if option inserted.

Security + DHCP Snooping + Option32 Property

Status
Network P ) userDefnea
Port E Remote 1D !:,-::::::::::::::::::::::::::::::::==========================::::::::::
| li
POE Setfing
VLANMN
nal Status

MAC Address Table
Spanning Tree

Remote ID | 2c:4dea:20:dd:53 (Switch Mac in Byte Order)

N . . - - - - - - - SN VYRV O

ERPS
Discovery Apply

DHCP

Multicast Port Setting Table
IP Configuration

Q[ __

RADIUS = e | e | oo | mtoetie e |
TACACS- | Entry | Port | State | Allow Untrust |
= AAA [ | 1 GE1 Disabled Drop
= Management Access - 2 GEZ Disabled Drop
= Authentication Manager ] 3 GRE3  Disahled Drop
Port Security 0 4 GE4 Disabled Drop
Protected Port - Fp—— e — =
Storm Control L i L
= DoS O 6 GE6 Disabled Drop
= Dynamic ARP Inspection [] 7 GE7 Dizabled Drop
R et O § GES Disabled Drop
F’raperty ] 9 GE9 Disabled Drop
Statistics -
] 10 GE10 Disabled Drop

» Remote ID: If Option 82 is enabled, select User Defined to manually enter the format
remote ID, Set checkbox to enable user-defined remote-ID. By default, remote ID is switch
mac in byte order.

Input user-defined remote ID. Only available when enable user-define remote ID.

Field Description

Operational Status Display remote ID information.

Click the “Apply” button to save your changes settings.
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Field Description

Port Interface of port number.

State Set checkbox to enable/disable option82 function of interface.
Allow untrusted Display allow untrusted action of interface.

Edit Port Setting

i
i
i
i
1l
i

aL

i
|
|
|
|
i
[l
[l
[l
i
[l
[l
[l
[l
[l
—dL

[ Apply H Close

Y

Port: Display selected Port number.
State: Check Enable or Un-Enable, Display option82 enable/disable status of interface.

Y

»  Allow untrusted: Select the action perform when untrusted port receive DHCP packet has
option82 filed. Default is drop.
® Keep: Keep original option82 content.
® Drop: Drop packets with option82.
® Replace: Replace option82 content by switch setting.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.11.4 Option82 Circuit ID
Administrator can use the Option82 Port CID Settings page to configure the Option 82 circuit-ID
Setting “add” and “Edit” and “Delete” function management, This page allow user to set string of

DHCP option82 circuit ID filed. The string will attach in option82 if option inserted.
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Stafus
Metwork

Port

POE Setting
VLAN

MAC Address Table
Spanning Tree
ERFPS
Discovery
DHCP
Multicast

IP Configuration

RADIUS
TACACS+
o AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
g DoS
= Dymamic ARP Inspection
& DHCP Snooping
Froperty
Statistics
Oplion82 Property

cElio

Arpiify your Wire

Security + DHCP Snooping + Option82 Circuit ID

Option82 Circuit ID Table

Showing entries Showing 0 to 0 of 0 entries () I:
W | Port | VLAN | CircuitID |

| 0 results found.

First | | Previous | 8
| Add || Edt || Detete |

Field

Description

Port

Display port ID of entry.

VLAN

Display associate VLAN of entry.

Circuit ID

Display circuit ID string of entry.

Add Option82 Circuit ID
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»  Port: Select port from list to associate to CID entry. Only available on Add dialog.

»  VLAN: Input VLAN ID to associate to circuit ID entry. VLAN ID is not mandatory. Only
available on Add dialog.

»  Dircuit ID: Input String as circuit ID. Packets match port and VLAN will be inserted circuit ID.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.12 IP Source Guard

IP Source Guard restricts the client IP traffic to those source IP addresses configured in the IP Source
binding database, mainly can prevent traffic attacks caused when a host tries to use the IP address of
its neighbor.

15.12.1 Port Setting

This page allow user to configure per port settings of IP Source Guard.

Security + IP Source Guard —+ Port Setting
Status

Network Port Setting Table
Port

POE Setting Q I:

Man W |Entry | Port | State | Verify Source | Current Entry | Max Entry |
MAC Add Tabl —
ress Jabie || 1 GE1 Disabled IP 0 Unlimited
Spanning Tree - -
] 2 (GE2 Enabled IP-MAC 0 Unlimited
ERPS —

n || 3 GE3 Disabled IP 0 Unlimited
Discovery - : o
DHCP I:I 4 GE4 Dfsabled IP 0 Unll_m?ted
Muticast |:| 5 GE& Disabled IP 0 Unlimited
IP Configuration (] 6 GEG Enahled IP-MAC 0 Unlimited

] T GET Enabled IP-MAC 0 Unlimited

RADIUS [l & GES&  Disabled IP 0  Unlimited

TACACS+ ] 9 GE9 Disabled IP 0 Unlimited

2 AMA O 10 BE10 Disabled IP 0 Unlimited
o ENEDETIET S RIS ] 11 GEM Disabled IP 0 Uniimited
= Authentication Manager - 13 GE13 Disabled P o Unimited

Part Security L ISable nlimite

Protected Port (] 13 GE13 Disabled P 0 Unlimited

Storm Control ] 14 GE14 Disabled IP 0 Unhimited

© Dos (] 15 GE15 Disabled IP 0  Unlimited

- DynamICAREInSmCtIDH O 16 GE16 Dizabled IP 0 Unlimited
2 DHCP Snooping — . —

4 IP Source Guard | 17 GE17 Disabled IP 0 Unlimited

O 18 GE18 Dizabled IP 0 Unlimited

IMPY Binding ] 19 GE192 Disabled IP 0 Unlimited

Save Database ™ N REIN Nicsklad 1= n I Inlimitard
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Field Description

Port Interface of port number.

State Display IP Source Guard enable/disable status of interface.
Verify Source Display mode of IP Source Guard verification.

Current Binding ) o _ )
Ent Display current binding entries of a interface.
ntry

Max Binding Entry Display the number of maximum binding entry of interface.

Edit Port Setting

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________
------------------------------------------------------------------------------------------------------------------------

R
il il

Apply H Close ]

Y

Port: Display selected Port number.

»  State: Check Enable or Un-Enable this IP Source Guard. Mainly restricts the client IP traffic to
those source IP addresses configured Check Enable to enable IP Source Guard on the
interface. Administrator can disable this feature, Default is disabled.

»  Verify Source: Administrator can select IP only or MAC and IP type of source traffic to be
verified.

® |P: Only verify source IP address of packet.
® |P-MAC: Verify source IP and source MAC address of packet

»  Max Entry: Administrator need enter the maximum number of IP source binding rules. The

range is 0 to 50, and 0 is Unlimited.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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15.12.2 IMPV Binding

Use the Binding to query and view information about inactive addresses recorded in the IP
Source Guard database, This page allow user to add static IP source guard entry and browse all IP
source guard entries that learned by DHCP snooping or statically create by user, Setting “add”
and “Edit” and “Delete” for this function management.

Security + IP Source Guard + IMPV Binding
Status

Network IP-MAC-Port-VLAN Binding Table
Port

POE Setiing Showing entries Showing 1 to 1 of 1 entries Q I:

5

W | Port | VLAN | MACAddress | IP Address Binding | Type | Lease Time |
[] GE1 4094 BCADEAFEDSAS 192168.2.55 /255255255255 IP-MAC-Port-VLAN Static  NIA

MAC Address Table

Spanning Tree ‘

ERPS [ mda || Edt || Delete
Discovery
DHCP
Multicast

] First || Previous | S48 | Next [ | L

« & &« &« & &€ &« &« & & &« &«

IP Configuration

RADIUS
TACACS+
= AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
= DoS
= Dynamic ARP Inspection

= DHCP Snooping
& |P Source Guard
Port Setting
Field Description
Port Display port ID of entry.
VLAN Display VLAN ID of entry.
MAC Address Display MAC address of entry. Only available of IP-MAC binding
entry.
Display IP address of entry. Mask always to be 255.255.255.255 for
IP Address . . . .
IP-MAC binding. IP binding entry display user input
Binding Display binding type of entry.
Type of existing binding entry:
Status * Static : Entry added by user manually configured.

* Dynamic : Entry learned by DHCP snooping.
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Lease time of DHCP Snooping learned entry. After lease time entry

L Ti
ease fime will be deleted. Only available of dynamic entry.

Add IP-MAC-Port-VLAN Binding

| @ IPMAC-PotVLAN
) IP-Port-VLAN

MAC Address |BC:4D:EP.:FE:05:A9 |
IP Address | [192.165.2.55 |/

[ Apply H Close ]

»  Port: Administrator can select port from list of a binding entry.

»  VLAN: Specify a VLAN ID of a binding entry.

»  Binding: Administrator can select matching mode of binding entry.
® |P-MAC-Port-VLAN: packet must match IP address ~ MAC address ~ Port and VLAN ID.
® |P-Port-VLAN: packet must match IP address or subnet -~ Port and VLAN ID.

»  MAC Address: Input MAC address. Only available on IP-MAC-Port-VLAN mode.

» IP Address: Input IP address and mask. Mask only available on IP-MAC-Port mode.

Click the “Apply” button to save your changes or “Close” the button to close settings.

15.12.3 Save Databases
This page allow user to configure DHCP snooping database which can backup and restore

dynamic DHCP snooping entries
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Security + IP Source Guard + Save Database
Status

MNetwork
Port

POE Setting
VLAN

MAC Address Table . .
Spanning Tree | Address Type |

ERPS - :
Discovery Server Address |

DHCP

Mutticast ; 3
IP Configuration Timeout | I3UD I

RADIUS Apply

TACACS+
2 AMA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Conrol
2 DoS
= Dynamic ARP Inspection
= DHCP Sncoping
& IP Source Guard
Port Setting
IMPV Binding

Write Delay | [200 ]

»  Type: Administrator can select the type of database agent.
® None: Disable database agent service.
® Flash: Save DHCP dynamic binding entries to flash.
® TFTP: Save DHCP dynamic binding entries to remote TFTP server.
»  Filename: Set file name of TFTP server, Input filename for backup file. Only available when
selecting type “flash” and “TFTP”.
»  Address Type: Select use Host name or IP address to connection TFTP server.
® Hostname: TFTP server address is hostname.
® [Pv4: TFTP server address is IPv4 address.
»  Server Address: Input remote TFTP server hostname or IP address. Only availablewhen
selecting type “TFTP.
»  Write Delay: Input delay timer for doing backup after change happened. Default is 300
seconds.

» Timeout: Input aborts timeout for doing backup failure. Default is 300 seconds.

Click the “Apply” button to save your changes settings.
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16. ACL

ACL (Access Control List) is an ordered list of classification filters and actions. Each single classification
rule, together with its action, is called an Access Control Element (ACE). Each ACE is made up of filters
that distinguish traffic groups and associated actions. A single ACL may contain one or more ACEs, which
are matched against the contents of incoming frames. Either a DENY or PERMIT action is applied to

frames whose contents match the filter.

16.1 MACACL

This page mainly creates MAC ACLs profile. The MAC ACLs are used to filter traffic based on Layer 2
fields and defined on the MAC ACE page.

This page allow user to add or delete ACL rule. A rule cannot be deleted if under binding.

ACL + MACACL

» Status

¥ Network i e s T
¢ POE Setting

= [_aopty |

» MAC Address Table

¥ Spanning Tree ACL Table

¢ ERPS

B e— Showing | Al v | entries Showing 1t 1 of 1 eniries () | |
RaliCE B | ACL Name | Rule | Port |

¢ Mullicast

v IP Configuration First | | Previous | °4 | Mext | | Last
L

S .
ecurity Delete

MAC ACE
IPvd ACL
IPv4 ACE
IPvé ACL
IPvé ACE
ACL Binding
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> ACL Name: Create a name of ACL.

Click the “Apply” button to save your changes settings.

Field Description

ACL Name Display MAC ACL name.

Rule Display the number ACE rule of ACL..
Port Display the port list that bind this ACL.

Click the “Delete” button to delete ACL table list.

16.2 MACACE

MAC ACE will check all frames for a match. Setting “add” and “Edit” and “Delete” for this function
management, This page allow user to add, edit or delete ACE rule. An ACE rule cannot be edited or
deleted if ACL under binding. New ACE cannot be added if ACL under binding .

ACL +» MACACE

Multicast

IP Configuration
Security

» Status
# Network ACE Table
¥ Port
¢ POE Setting ACL Name | testACL v
s VLAN Showing entries Showing 1 to 1 of 1 entries Q I:
¥ MAC Address Table

Spanning Tree Source MAC Destination MAC 8021p
L Sequence | Action | | Ethertype | VLAN |
# ERPS | Address | Mask | Address | Mask | Value | Mask
& Discovery ] 2  Permit Any Any  Any Any Any Any Any  Any
# DHCP : First | | Previous | [

| aAdd || Edt || Delete |

¥
L]
¥

MAC ACL

»  ACL Name: Select the ACL name to which an ACE is being added.

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Field Description

Sequence Display the sequence of ACE.

Action Display the action of ACE

Source MAC Display the source MAC address and mask of ACE.

Destination MAC Display the destination MAC address and mask of ACE.

Ethertype Display the Ethernet frame type of ACE.

VLAN ID Display the VLAN ID of ACE

802.1p Value Display the 802.1p value of ACE.

802.1p Mask Display the 802.1p mask of ACE.

Add ACE
F ACLName | testacL
. |2
| Permit

Deny
i\ () Shutdown

Any E

Source MAC

--------------------------

Destination MAC i

_—

VLAN -

—

Any Z

J02.1p

,_________
R .
RESES S T e

[ Apply ][ Close ]

»  ACL Name: Display the ACL name to which an ACE is being added.
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» Sequence: ACEs with higher sequence are processed first (1 is the highest priority). Only
available on Add Dialog.
»  Action: Administrator can select the action after ACE match packet.
® Permit: Forward packets that meet the ACE criteria.
® Deny: Drop packets that meet the ACE criteria.
® Shutdown: Drop packets that meet the ACE criteria, and disable the port from where the
packets were received. Such ports can be reactivated from the Port Settings page.
» Source MAC: Select the type for source MAC address.
® Any: All source addresses are acceptable.
® User Defined: Only a source address or a range of source addresses which users define are
acceptable. Enter the source MAC address and mask to which will be matched.
» Destination MAC: Destination MAC Select the type for Destination MAC address.
® Any: All destination addresses are acceptable.
® User Defined: Only a destination address or a range of destination addresses which users
define are acceptable. Enter the destination MAC address and mask to which will be
matched.

»  Ethertype: Select the type for Ethernet frame type.
® Any: All Ethernet frame type is acceptable.
® User Defined: Only an Ethernet frame type which users define is acceptable. Enter the
Ethernet frame type value to which will be matched.
»  VLAN ID: Select the type for VLAN ID.
® Any: All VLAN ID is acceptable.
® User Defined: User Defined: Only a VLAN ID which users define is acceptable. Enter the
VLAN ID to which will be matched.
»  802.1p: Select the type for 802.1p value.
® Any: All 802.1p value is acceptable.
® User Defined: User Defined: Only an 802.1p value or a range of 802.1p value which users

define is acceptable. Enter the 802.1p value and mask to which will be matched.

Click the “Apply” button to save your changes or “Close” the button to close settings.
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16.3 IPv4 ACL

Mainly creates IPv4 ACLs profile. The IPv4 ACLs are used to check IPv4 packets, This page allow user
to add or delete Ipv4 ACL rule. A rule cannot be deleted if under binding.

ACL ~+ TPv4 ACL
Status
MNetwork
Port
POE Setting
VLAN Apply
MAC Address Table
Spanning Tree ACL Table
ERPS

Discowery Showing entries Showing 1to 1 of 1 entries o\
oroP o

Multicast

| ACLName | |

IP Configuration

5 .
ecurity Delete

First | | Previous

MAC ACL
MAC ACE

> ACL Name: Create a name of ACL.

Click the “Apply” button to save your changes settings.

Field Description

ACL Name Display IPv4 ACL name

Rule Display the number ACE rule of ACL
Port Display the port list that bind this ACL

Click the “Delete” button to delete the table list.

16.4 1Pv4 ACE

This page allow user to add, edit or delete ACE rule. An ACE rule cannot be edited or deleted if ACL
under binding. New ACE cannot be added if ACL under binding, Setting “add” and “Edit” and “Delete”

for this function management.
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ACL ~+ IPv4 ACE
Status
Metwork
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERFPS
Discovery

ACE Table

ACL Name
Showing entries

Action

B ‘ Sequence

Protocol

Showin

Source IP | Desti

| Address | Mask | Addres

DHCP [
Multicast

IP Configuration
Security

MAC ACL
MAC ACE
IPvd ACL

»  ACL Name: Select the ACL name to which an ACE is being added.

ACE Table

ACL Name
Showing entries

| Source IP | Destination IP

Action
| Address | Mask | Address | Mask

[ ] ‘ Sequence Protocol Source Port | Destination Port

0 results found.

|
TCP Flags | DSCP | 1P Precedence | Type | Code

Showing 0 to 0 of 0 entries

TypeofService |  ICMP

| A || Edt || Desie |
Field Description
Sequence Display the sequence of ACE.
Action Display the action of ACE.
Protocol Display the protocol value of ACE.
Display the source IP address and mask of ACE:
Source IP * Address: Display for the IPv4 IP address.

* Mask : Display for the Mask address.
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Display the destination IP address and mask of ACE:
Destination IP * Address: Display for the IPv4 IP address.
* Mask : Display for the Mask address.

Display single source port or a range of source ports of ACE. Only available
Source Port
when protocol is TCP or UDP.

L Display single destination port or a range of destination ports of ACE. Only
Destination Port . .
available when protocol is TCP or UDP.

TCP Flags Display the TCP flag value if ACE. Only available when protocol is TCP.

Type of Service Display the ToS value of ACE which could be DSCP or IP Precedence.

Display the ICMP type and code of ACE. Only available when protocol is
ICMP.

ICMP

Add ACE

- e
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|
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) Shutdown
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|

i
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»  ACL Name: Display the ACL name to which an ACE is being added.
»  Sequence: Specify the sequence of the ACE ,ACEs with higher sequence are processed first (1 is

the highest priority). Only available on Add Dialog.
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»  Action: Administrator can select the action for a match.
® Permit: Forward packets that meet the ACE criteria.
® Deny: Drop packets that meet the ACE criteria.
® Shutdown: Drop packets that meet the ACE criteria, and disable the port from where the
packets were received. Such ports can be reactivated from the Port Settings page.
»  Protocol: Administrator can select the type of protocol for a match.
® Any (IP): All IP protocols are acceptable.
® Select from list: Select one of the following protocols from the drop-down list.
(ICMP/IPinIP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6:ROUT/IPV6:FRAG/
RSVP/IPV6:ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: Enter the protocol ID.
» Source IP: Select the type for source IP address.
® Any: All source addresses are acceptable.
® User Defined: Only a source address or a range of source addresses which users define are
acceptable. Enter the source IP address value and mask to which will be matched.
» Destination IP: Select the type for destination IP address..
® Any: All destination addresses are acceptable.
® User Defined: Only a destination address or a range of destination addresses which users
define are acceptable. Enter the destination IP address value and mask to which will be
matched.
»  Type of Service: Select the type of service for a match.
® Any: All types of service are acceptable.
® DSCP to match: Enter a Differentiated Serves Code Point (DSCP) to match.

® [P Precedence to match: Enter a IP Precedence to match.
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-_—

—_—r

Destination Port |  Single |

TCP Flags i}:::::::::::::::::::::::::::::::::::================================:::::::::::::::====================4'

ICMP Type | Select i
i Define
i Any :
ICMP Code i:':“========="""''"'"----------------------------------========::::::::::::::::::___________________|
t Define !

Apply H Close ]

Source Port: Select the type of protocol for a match. Only available when protocol is TCP or UDP.

® Any: All source ports are acceptable.

® Single: Enter a single TCP/UDP source port to which packets are matched.

® Range: Select a range of TCP/UDP source ports to which the packet is matched. There are
eight different port ranges that can be configured (shared between source and destination
ports). TCP and UDP protocols each have eight port ranges.

Destination Port: Select the type of protocol for a match. Only available when protocol is TCP or

UDP.

® Any: All source ports are acceptable.

® Single: Enter a single TCP/UDP source port to which packets are matched.

® Range: Select a range of TCP/UDP destination ports to which the packet is matched. There
are eight different port ranges that can be configured (shared between source and
destination ports). TCP and UDP protocols each have eight port ranges.

TCP Flags: Select one or more TCP flags with which to filter packets. Filtered packets are either

forwarded or dropped. Filtering packets by TCP flags increases packet control, which increases

network security. Only available when protocol is TCP.
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® Set: Match if the flag is SET.
® Unset: Match if the flag is Not SET.
® Don’t care: Ignore the TCP flag.
» ICMP Type: Either select the message type by name or enter the message type number. Only
available when protocol is ICMP.
® Any: All message types are acceptable.
® Select from list: Select message type by name.
® Protocol ID to match: Enter the number of message type.
» ICMP Code: Select the type for ICMP code. Only available when protocol is ICMP.
® Any: All codes are acceptable.
® User Defined: Enter an ICMP code to match.

Click the “Apply” button to save your changes or “Close” the button to close settings.

16.5 IPv6 ACL

Mainly creates IPv6 ACLs profile. The IPv6 ACLs are used to check IPv6 packets, This page allow user
to add or delete Ipv6 ACL rule. A rule cannot be deleted if under binding.

ACL -+ IPv6 ACL

Status

Network T e
Port
POE Setting

VLAN __#wpy |

MAC Address Table

Spanning Tree ACL Table

ERPS

— Showing entries Showing 0 to 0 of 0 entries Q[
or?

Multicast ‘
IP Configuration

5 §
ecurity Delete

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE

0 results found.

First | | Previous

> ACL Name: Create a name of ACL.

Click the “Apply” button to save your changes settings.
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Field Description

ACL Name Display IPv6 ACL name

Rule Display the number ACE rule of ACL
Port Display the port list that bind this ACL

Click the “Delete” button to delete the table list.

16.6 IPv6 ACE

This page allow user to add, edit or delete ACE rule. An ACE rule cannot be edited or deleted if ACL
under binding. New ACE cannot be added if ACL under binding, Setting “add” and “Edit” and “Delete”

for this function management.

ACL -+ IPv6 ACE
Status

Metwork ACE Table
Port

POE Setting ACL Name
e, s IR =i Showing 010 0 of |

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

| Source IP | Destination IP
| Address | Prefix | Address | Prefix

] ‘ Sequence | Action | Protocol

£ € &€ &€ & &€ £ &£ &€ &

IP Configuration
Security

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE
IPvG ACL

»  ACL Name: Select the ACL name to which an ACE is being added.
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ACE Tahle

ACL Name
Showing entries

B ‘ Sequence | Action ‘ Protocol

| Address | Prefix | Address | Prefix

Showing 0 to 0 of 0 entries

Ql___

|  Typeofsenviee | KcMP
| Dsce | 1P precedence | Type | Code

SourceIP | Destination IP

Source Port | Destination Port | TCP Flags

0 resulis found.

First | | Previous

Field Description
Sequence Display the sequence of ACE.
Action Display the action of ACE.
Protocol Display the protocol value of ACE.
Display the source IP address and mask of ACE:
Source IP * Address: Display for the IPv6 IP address.

* Mask : Display for the Mask address.

Destination IP

Display the destination IP address and mask of ACE:
* Address: Display for the IPv6 IP address.
* Mask : Display for the Mask address.

Source Port

Display single source port or a range of source ports of ACE. Only available
when protocol is TCP or UDP.

Destination Port

Display single destination port or a range of destination ports of ACE. Only

available when protocol is TCP or UDP.

TCP Flags Display the TCP flag value if ACE. Only available when protocol is TCP.
Type of Service Display the ToS value of ACE which could be DSCP or IP Precedence.
ICMP Display the ICMP type and code of ACE. Only available when protocol is

ICMP.
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Add ACE
i Deny ;
| Shutdown :

IP Precedence

Y

ACL Name: Display the ACL name to which an ACE is being added.
» Sequence: Specify the sequence of the ACE ,ACEs with higher sequence are processed first (1 is
the highest priority). Only available on Add Dialog.
»  Action: Administrator can select the action for a match.
® Permit: Forward packets that meet the ACE criteria.
® Deny: Drop packets that meet the ACE criteria.
® Shutdown: Drop packets that meet the ACE criteria, and disable the port from where the
packets were received. Such ports can be reactivated from the Port Settings page.
»  Protocol: Administrator can select the type of protocol for a match.
® Any (IP): All IP protocols are acceptable.
® Select from list: Select one of the following protocols from the drop-down list.
(ICMP/IPinIP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6:ROUT/IPV6:FRAG/
RSVP/IPV6:ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: Enter the protocol ID.
» Source IP: Select the type for source IP address.
® Any: All source addresses are acceptable.
® User Defined: Only a source address or a range of source addresses which users define are

acceptable. Enter the source IP address value and mask to which will be matched.
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» Destination IP: Select the type for destination IP address..
® Any: All destination addresses are acceptable.
® User Defined: Only a destination address or a range of destination addresses which users
define are acceptable. Enter the destination IP address value and prefix to which will be
matched.
» Type of Service: Select the type of service for a match.
® Any: All types of service are acceptable.
® DSCP to match: Enter a Differentiated Serves Code Point (DSCP) to match.
® IP Precedence to match: Enter a IP Precedence to match.

i (0 Any ;
Source Port Single 5

Range

Any

Destination Port |~ Single ;

Range

! Urg:
| Ack i

I Psh H
TCP Flags - 1

| Fin :

? - i[==___;;?E:=====================::=:::::=:::::=:::::=::::::::::::::::=::::===============================j
i ié Define
Lozszzzszzs P .AEE:- =====];;1=;=====================::::::::::::::::::::::::::::::::::::::::::===============================j

R —

Define

[ Apply l[ Close l

»  Source Port: Select the type of protocol for a match. Only available when protocol is TCP or UDP.
® Any: All source ports are acceptable.
® Single: Enter a single TCP/UDP source port to which packets are matched.
® Range: Select a range of TCP/UDP source ports to which the packet is matched. There are
eight different port ranges that can be configured (shared between source and destination
ports). TCP and UDP protocols each have eight port ranges.
» Destination Port: Select the type of protocol for a match. Only available when protocol is TCP or
UDP.
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® Any: All destination ports are acceptable.

® Single: Enter a single TCP/UDP destination port to which packets are matched.

® Range: Select a range of TCP/UDP destination ports to which the packet is matched. There
are eight different port ranges that can be configured (shared between source and
destination ports). TCP and UDP protocols each have eight port ranges.

»  TCP Flags: Select one or more TCP flags with which to filter packets. Filtered packets are either
forwarded or dropped. Filtering packets by TCP flags increases packet control, which increases
network security. Only available when protocol is TCP.
® Set: Match if the flag is SET.
® Unset: Match if the flag is Not SET.
® Don’t care: Ignore the TCP flag.

» ICMP Type: Either select the message type by name or enter the message type number. Only
available when protocol is ICMP.
® Any: All message types are acceptable.
® Select from list: Select message type by name.
® Protocol ID to match: Enter the number of message type.

» ICMP Code: Select the type for ICMP code. Only available when protocol is ICMP.
® Any: All codes are acceptable.
® User Defined: Enter an ICMP code to match.

Click the “Apply” button to save your changes or “Close” the button to close settings.

16.7 ACL Binding

This page allow user to bind or unbind ACL rule to or from interface. IPv4 and Ipv6 ACL cannot be
bound to the same port simultaneously , Administrator can from ACL Binding Table to select ports.
When an ACL is bound to an interface, its ACE rules are applied to packets arriving at that interface.
Packets that do not match any of the ACEs in the ACL are matched to a default rule, whose action is

to drop unmatched packets.
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ACL -+ ACL Binding

Status
Network ACL Binding Table
Port
POE Setting
VLAN W | Entry | Port | MACACL | IPv4 ACL | IPV6 ACL
MAC Address Table O 1 GEf tastACL
Spanning Tree
panming ] 2 GE2 testACL
ERPS -
: [ | 3 GE3 testACL
Discovery -
DHCP I:I 4 GE4
Mutticast - > GBS
IP Configuration L 6 GEg
Security ] 7 GET7
] 2 GE3
MAC ACE ] 10 GE10
IPv4 ACL [ ] 11 GEN
IPv4 ACE O 12 GE12
IPvE ACL —
IPVE ACE (] 13 GE13
O 14 GE14
Field Description
Port Display port entry ID.
Display mac ACL name that bound of interface. Empty means no rule
MAC ACL
bound.
Display ipv4 ACL name that bound of interface. Empty means no rule
IPv4 ACL
bound.
Display ipv6 ACL name that bound of interface. Empty means no rule
IPv6 ACL

bound.
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Add ACL Binding

S
|

Apply H Close ]

Port: Displays selected Port number.

MAC ACL: MAC ACLs that are bound to the interface, Select mac ACL name from list to bind.
IPv4 ACL: IPv4 ACLs that are bound to the interface, Select IPv4 ACL name from list to bind.
IPv6 ACL: IPv6 ACLs that are bound to the interface, Select IPv6 ACL name from list to bind.

YV V V V —

Click the “Apply” button to save your changes or “Close” the button to close settings.

17. QoS

The quality of service (QoS) feature is applied throughout the network to ensure that network traffic is

prioritized according to required criteria and the desired traffic receives preferential treatment.

17.1 Property

The QoS feature is used to optimize network performance, Use the QoS general pages to configure

settings for general purpose
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Arpiify your Wire

Network

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP Port Setting Table

Multicast

IP Configuration

Securi
» Enitry | Port | CoS | Trust | e
n [ (i} rus:
. | cos DSCP | IP Precedence
e I [] 1 GE1 5 Enabled Enabled Enabled Disabled
& Genera -
[ 2 GE2 5 Enabled Enabled Enabled Disabled
Queue Scheduling ] 3 GE3 0 Enabled Disabled Disabled Disabled
CoS Mapping O 4 GE4 0 Enabled Disabled Disabled Disabled
DSCP Mapping ] 5 GE5 0 Enabled Disabled Disabled Disabled
IP Precedence Mappin —
. oping [l 6 GEB 0 Enabled Disabled Disabled Disabled
= Rate Limit —
n " [] 7 GE7 0 Enabled Disabled Disabled Disabled
¢ Diagnostics -
« Management [ 8 GES 0 Enabled Disabled Disabled Disabled

»  State: Administrator can enable or disable this QoS Feature.
>  Trust Mode: Administrator can select CoS / DSCP / CoS-DSCP and IP Precedence mode.
® CoS: Traffic is mapped to queues based on the CoS field in the VLAN tag, or based on the
per-port default CoS value (if there is no VLAN tag on the incoming packet), the actual
mapping of the CoS to queue can be configured on port setting dialog.
® DSCP: All IP traffic is mapped to queues based on the DSCP field in the IP header. The
actual mapping of the DSCP to queue can be configured on the DSCP mapping page. If
traffic is not IP traffic, it is mapped to the best effort queue..
® CoS-DSCP: Select to use Trust CoS mode for non-IP traffic and Trust DSCP mode for IP
traffic.
® |P Precedence: Traffic is mapped to queues based on the IP precedence. The actual

mapping of the IP precedence to queue can be configured on the IP Precedence mapping

page.

Click the “Apply” button to save your changes settings.
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Field Description
Port Interface of port name.
CoS Port default CoS priority value for the selected ports.

Port trust state:

Trust * Enabled: Traffic will follow trust mode in global setting.

* Disabled: Traffic will always use best efforts.

Remarking (CoS) Port CoS remaking admin state:

Remarking (CoS) * Enabled: CoS remarking is enabled.

* Disabled: CoS remarking is disabled.

Port DSCP remaking admin state:
Remarking (DSCP) * Enabled: DSCP remarking is enabled.

* Disabled: DSCP remarking is disabled.

Edit Port Setting

Apply H Close ]

Y

Port: Displays selected port number.
»  CoS: Set default CoS/802.1p priority value for the selected ports,Set the default CoS value to be
assigned for incoming packets (that do not have a VLAN tag). The range isO to 7.

Y

Trust: Set checkbox to enable/disable port trust state.

» Remarking:

® CoS: Set checkbox to enable/disable port CoS remarking, Traffic is mapped to queues
based on the VPT field in the VLAN tag, or based on the per-port default CoS value (if there
is no VLAN tag on the incoming packet), the actual mapping of the VPT to queue can be
configured on the CoS to Queue page.

® DSCP: Set checkbox to enable/disable port DSCP remarking,All IP traffic is mapped to
gueues based on the DSCP field in the IP header. The actual mapping of the DSCP to queue
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can be configured on the DSCP to Queue page. If traffic is not IP traffic, it is mapped to the
best effort queue.

® |P Precedence: Set checkbox to enable/disable port IP Precedence remarking, Traffic is
mapped to queues based on the IP precedence. The actual mapping of the IP precedence
to queue can be configured on the IP Precedence to Queue page.

Click the “Apply” button to save your changes or “Close” the button to close settings.

17.2 Queue Scheduling

The switch supports eight queues for each interface. Queue number 8 is the highest priority queue.
Queue number 1 is the lowest priority queue. There are two ways of determining how traffic in
queues is handled, Strict Priority (SP) and Weighted Round Robin (WRR).

«  Strict Priority (SP)—Egress traffic from the highest priority queue is transmitted first. Traffic
from the lower queues is processed only after the highest queue has been transmitted, which
provide the highest level of priority of traffic to the highest numbered queue.

+  Weighted Round Robin (WRR)—In WRR mode the number of packets sent from the queue is

proportional to the weight of the queue (the higher the weight, the more frames are sent).

The queuing modes can be selected on the Queue page.When the queuing mode is by Strict Priority,
the priority sets the order in which queues are serviced, starting with queue_8 (the highest priority
queue) and going to the next lower queue when each queue is completed.

When the queuing mode is Weighted Round Robin, queues are serviced until their quota has been
used up and then another queue is serviced. It is also possible to assign some of the lower queues
to WRR, while keeping some of the higher queues in Strict Priority. In this case traffic for the SP
queues is always sent before traffic from the WRR queues. After the SP queues have been emptied,
traffic from the WRR queues is forwarded. (The relative portion from each WRR queue depends on
its weight).
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QoS -+ General + Queue Scheduling
¢ Status

% Network Queue Scheduling Table
» Port
v POE Setting Queus | Method
¢ VLAN | strict Priority | WRR |
¥ MAC Address Table 10 O] 33.33%
¥ Spanning Tree 2 0 o 66.67%
¢ ERPS 3 @
¥ Discovery 4 @
# DHCP 5 @
# Multicast 6 @
# |P Configuration 7 ®
# Security s @
L
[ Aopy |
& General
Property
Field Description
Queue Queue ID to configure
Strict Priority Set queue to strict priority type
WRR Set queue to Weight round robin type
Weight If the queue type is WRR, set the queue weight for the queue.

WRR Bandwidth Percentage of WRR queue bandwidth

Click the “Apply” button to save your changes settings.

17.3 CoS Mapping

The CoS to Queue table determines the egress queues of the incoming packets based on the 802.1p
priority in their VLAN tags. For incoming untagged packets, the 802.1p priority will be the default
CoS/802.1p priority assigned to the ingress ports.Use the Queues to CoS table to remark the
CoS/802.1p priority for egress traffic from each queue.
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QoS —+ General + CoS Mapping
Status

Network CoS to Queue Mapping
Port

Arpiify your Wire

VLAM 0 (2w
MAC Address Table 1
Spanning Tree
ERPS
Discovery
DHCP
Multicast

b I =+ RN 5 B =S T R M |

oo |~ || ||| &= |w] | =
SRS IESIEYIRSIETIRS

IP Configuration

Security

ACL Apply

& General Queue to CoS Mapping
Property

Cueue Scheduling Queue| CoS |

1

=k

b I O o T = T e
L€ €[ €][<€]]|€][<

DSCP Mapping
IP Precedence Mapping
= Rate Limit

% Diagnostics

2
3
4
% Management A
&
7
8

Apply

CoS to Queue Mapping
»  CoS: CoS value.

» Queue: Select queue id for the CoS value.
Click the “Apply” button to save your changes settings.

Queue to CoS Mapping
» Queue: Queue ID.
»  Cos: Select CoS value for the queue id.
Click the “Apply” button to save your changes settings.
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CoS(0to 7) Queue(1to 8) Description
7 is highest 8 is highest priority
0 2 Background
1 1 Best Effort
2 3 Excellent Effort
3 4 Critical Application LVS phone SIP
4 5 Video
5 6 Voice IP phone default
6 7 Interwork Control LVS phone RTP
7 8 Network Control

17.4 DSCP Mapping

The DSCP to Queue table determines the egress queues of the incoming IP packets based on their
DSCP values. The original VLAN Priority Tag (VPT) of the packet is unchanged.

This DSCP values range from 0 through 63, whereas the internal forwarding priority values range
from 1 through 8. Any DSCP value within a given range is mapped to the same internal forwarding
priority value. These include the CS (Class Selector), AF (Assured Forwarding) and EF (Expedited
Forwarding). For example, a packet with a DSCP tag value of 1 can be assigned to the High queue.

Use the Queues to DSCP page to remark DSCP value for egress traffic from each queue.
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QoS -+ General + DSCP Mapping

Status
Network D3CP to Queue Mapping
zoor; Setting DSCP | Queue | DSCP | Queue | DSCP | Queue | DSCP | Queue |
VLAN 0 [CS0] 16 [CS2] 32[CS4] 48 [CS6]
MAC Address Table 1 17 33 49
Spanning Tree 2 18 [AF21] 34 [AF41] 50
ERPS 3 19 35 51
Discovery 4 20 [AF22] 36 [AF42] 52
DHCP 5 21 37 53
Multicast & 22 [AF23] 38 [AF43] 54
IP Configuration 7 773 39 55
Security 3[CS1] 24 [CS3] 40 [CS5] 56 [CST]
9 25 41 57
10 [AF11] 26 [AF31] 42 58
® Gi’:g’i‘ﬂy 11 27 43 50
DuepueScheduling 121AF12] 28 1AF32] . o0
CoS Mapping 13 29 45 61
14 [AF13] 30 [AF33] 45 [EF] 62
DSCP to Queue Mapping
DSCP to Queue Mapping
DSCP | Queue | DSCP | Queue | DSCP | Queue | DSCP | Queue |
0 [CS0] 16 [CS2] 32[Cs4] 48 [CS6]
1 17 33 49
2 18 [AF21] 34 [AF41] 50
3 19 35 51
4 20 [AF22] 36 [AF42] 52
5 21 7 53
5 22 [AF23] 38 [AF43] 54
7 23 39 55
8 [CS1] 24 [C53] 40 [CS5] 56 [CST]
9 25 41 57
10 [AF 1] 26 [AF31] 42 58
11 27 43 59
12 [AF12] 28 [AF32] 44 80
13 29 45 61
14 [AF13] 30 [AF33] 46 [EF] 62
15 31 47 63

Apply
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>  DSCP: DSCP value.
» Queue: Select queue id for DSCP value.

Click the “Apply” button to save your changes settings.

Queue to DSCP Mapping

Queue to DSCP Mapping

Queue |  DSCP

1 [o[cs0]
g[Cs1] v
16 [C52] w
24[CS3] v
32[CS4] v
40 [CS5] v
43 [CSE] v
55 [CST] v

Apply |

> Queue: DSCP value.
»  DSCP: Select DSCP value for queue id.

o =l N m e L R

Click the “Apply” button to save your changes settings.

17.5 IP Precedence to Queue Mapping

This page allow user to configure IP Precedence to Queue mapping and Queue to IP Precedence
mapping , The IP Precedence standard uses the first 3 bits of the ToS byte to mark packets with 8
levels of priority, numbered 0-7, with 0 being the lowest priority and 7 the highest. Because IP
Precedence and ToS use different bits in the ToS byte to mark the priority of a packet, they can

co-exist in the same packet header without interfering with each other.
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Arpiify your Wire

QoS + General + IP Precedence Mapping
Status

Metwork IP Precedence to Queue Mapping
Port

POE Setting
VLAN 0
MAC Address Table 1
Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration
Security

ACL Apply

co| [~ [ ]| o] | &) ][ ra]| =
|| C] €[ €[ €] <%

b I = = N & 5 IR - S R L |

%« & & &€ &€& & &« &€ &€ &€ &« € X |«

oo el Queue to IP Precedence Mapping
FProperty

Queue Scheduling Queue | IP Precedence |

CoS Mapping 1
DSCP Mapping

= Rate Limit 2w

% Diagnostics

» Management

=d|| @ ||| || — || e
LI SIESIRSIR <<

0o = o N e R

Apply

IP Precedence to Queue mapping
» IP Precedence: IP Precedence value.

» Queue: Queue value which IP Precedence is mapped.
Click the “Apply” button to save your changes settings.

Queue to IP Precedence mapping

> Queue: Queue ID.

» IP Precedence: IP Precedence value which queue is mapped.

Click the “Apply” button to save your changes settings.
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Arpiify your Wire

17.6 Rate Limit

This page allow user to configure ingress port rate limit and egress port rate limit. The ingress rate
limit is the number of bits per second that can be received from the ingress interface. Excess
bandwidth above this limit is discarded.

17.6.1 Ingress / Egress Port
The rate limiting function can be configured to limit of Ingress/Egress traffic on a particular
interface.

Administrator can set Ingress/Egress rate limiting in Ports. The usage rate is 16 to 10000000 Kbps

QoS —+ Rate Limit + Ingress / Egress Port
Status

Network Ingress / Egress Port Table
Port
POE Setting
VLAN
Entry | Port | Ingress | Egress
MAC Address Table
- | state | Rate(Kbps) | State | Rate (Kbps)
Spanning Tree —
ERPS [ | 1 GE1 Enabled 102400  Enabled 102400
. 0] 2 GE2 Enabled 102400  Enabled 102400
Discovery — - _
DHCP I:I 3 GE3 Disabled Disabled
. [l 4 GE4 Enabled 102400  Enabled 102400
Multicast =
IP Configuration | 5 GE5 Enabled 102400  Enabled 102400
— a 6 GE6 Disabled Disabled
(] 7 GE7 Dizabled Disabled
O 8 GE8 Dizahled Disabled
& General [] 9 GE9 Disabled Disabled
Property O 10 GE10 Disahled Disabled
Queue Scheduling 0] 11 GEM Disabled Disabled
Co3 Mapplm_; O 12 GE12 Disabled Disabled
DSCP Mapping — - :
IF Precedence Mapping [ ] 13 GE13 Disabled Disabled
& Rate Limit O 14 GE14 Disabled Disabled
] 15 GE15 Disabled Disabled
ST M 16 GE16 Disabled Disabled

Field Description

Port Port name.

Port ingress rate limit state:

Trust ¢ Enabled: To enabled Ingress rate limit function.

¢ Disabled: To disabled the Ingress rate limit function.

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Ingress (Rate) Port ingress rate limit value if ingress rate state is enabled.

Trust

Port egress rate limit state:
¢ Enabled: To enabled Egress rate limit function.

e Disabled: To disabled Egress rate limit function.

Egress (Rate) Port egress rate limit value if egress rate state is enabled.

Edit Ingress [ Egress Port

i Enable
Inm !:.::: EE O e L S e

| 102400 |
Enable
Eu.e“ i:l::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::1:
: [102400 | |

Apply ][ Close ]

Y VY

Port: Select the checkbox for port list.

Ingress : Set checkbox to enable/disable ingress rate limit. If ingress rate limit is enabled, rate
limit value need to be assigned, The control Range is “16-10000000 Kbps”.

Egress : Set checkbox to enable/disable egress rate limit. If egress rate limit is enabled, rate limit
value need to be assigned, The control Range is “16-10000000 Kbps”.

Click the “Apply” button to save your changes or “Close” the button to close settings.

17.6.2 Egress Queue

The Egress Queue function can be configured priority Queue by QoS. Egress rate limiting is
performed by shaping the output load.Administrator can set Ingress Queue by limiting QoS . The
usage rate is 16 to 1000000 Kbps, Please Click "Edit" button to set the Egress Queue Port menu.
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QoS + Rate Limit + Egress Queue

¥ Siatus
Network Egress Queue Table
Port
POE Setting
VLAN T | Queue 1 | Queue 2 | Queuve 3 | Queue 4
{1l
MAC Address Table | state |cCIR(kbps) | state |CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)
Spanning Tree — -
ERPS [l 1 GE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled
" O 2 GE2 Enabled 51200 Enabled 51200 Enabled 62496 Disabled
Discovery - 3 GE3 Disabled Disabled Disabled Disabled
DHCP [l isable isable isa isable
- (] 4 GE4 Disabled Disabled Disabled Disabled
Multicast —
IP Configuration I:I 5 GEb Disabled Disabled Disabled Disabled
Security (] 6 GEB Disabled Disabled Dizabled Dizsabled
] 7 GE7  Disabled Disabled Disabled Disabled
(] 4 GEs Enabled 51200 Enabled 51200 Enabled 62496 Disabled
& General ] 9 GE9 Disabled Disabled Disabled Disabled
Property d 10 GE10 Disabled Dizahled Disabled Disabled
Queue Scheduling I 11 GE11  Enabled 51200 Enabled 51200 Enabled 52496 Disabled
CoS Mappm? (] 12 GE12 Disabled Disabled Disabled Disabled
DSCF Mapping — - : : -
IP Precedence Mapping [l 13 GE13 Disabled Disabled Disabled Disabled
& Rate Limit d 14  GE14 Disabled Disabled Disabled Disabled
Ingress / Egress Port ] 15 GE15 Disabled Disabled Disabled Disabled
O 16 GE16 Disabled Disabled Dizabled Disabled

Egress Queue Table

‘ Queue 1 | Queue 2 | Queue 3 | Queue 4 ‘ Queue 5 | Queue 6 ‘ Queue 7 ‘ Queue 8

| state |CIR(kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)

] 1 GE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled
O 2 GE2 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Dizabled Disabled Disabled
[ 3 GE3 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
] 4 GE4 Disabled Disabled Disabled Disabled Disabled Dizabled Disabled Disabled
[ 5 GEb Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
O § GE6 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
[ 7 GE7 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
] 3 GE8 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled
1 9 GE9 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

Field Description

Port Interface of port number.

Port egress queue 1 rate limit state

ueue 1 (State S
Q ( ) * Enabled: Egress queue rate limit is enabled.

* Disabled: Egress queue rate limit is disabled.

Queue 1 (CIR) Queue 1 egress committed information rate.

Port egress queue 2 rate limit state.

2 (Stat
Queue 2 (State) * Enabled: Egress queue rate limit is enabled.

* Disabled: Egress queue rate limit is disabled.

Queue 2 (CIR) Queue 2 egress committed information rate.
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Port egress queue 3 rate limit state.

Queue 3 (State) * Enabled: Egress queue rate limit is enabled.

* Disabled: Egress queue rate limit is disabled.

Queue 3 (CIR) Queue 3 egress committed information rate.

Port egress queue 4 rate limit state.

4
Queue 4 (State) * Enabled: Egress queue rate limit is enabled.
* Disabled: Egress queue rate limit is disabled.
Queue 4 (CIR) Queue 4 egress committed information rate.

Port egress queue 5 rate limit state.
Queue 5 (State) g d

* Enabled: Egress queue rate limit is enabled.

* Disabled: Egress queue rate limit is disabled.

Queue 5 (CIR) Queue 5 egress committed information rate.

Port egress queue 6 rate limit state.

Queue 6 (State) * Enabled: Egress queue rate limit is enabled.

* Disabled: Egress queue rate limit is disabled

Queue 6 (CIR) Queue 6 egress committed information rate.

Port egress queue 7 rate limit state.

7 (Stat
Queue 7 (State) * Enabled: Egress queue rate limit is enabled.

* Disabled: Egress queue rate limit is disabled.

Edit Egress Queue

Porl| GE1-GE2,GES,GE11
Enable
| 1200

Enable
Queue 2 |

i [51200
i Enable

!\ [r1zs000

| [] Enable
Queue 4

Queue 1

Queue 3

Queue 5

| [] Enable
Queue 6

\ [| Enable
Queue 7

| [] Enable
Queue 8

Apply ] [ Close
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Set checkbox to enable/disable ingress priority queue 1 to™~ queue 8 level , The control range is
“16-1000000 Kbps”

»  Port: Select one or multiple ports for the configure.
» Queue 1: Set checkbox to enable/disable egress queue 1 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 2: Set checkbox to enable/disable egress queue 2 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 3: Set checkbox to enable/disable egress queue 3 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 4: Set checkbox to enable/disable egress queue 4 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 5: Set checkbox to enable/disable egress queue 5 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 6: Set checkbox to enable/disable egress queue 6 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 7: Set checkbox to enable/disable egress queue 7 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.
» Queue 8: Set checkbox to enable/disable egress queue 8 rate limit.

® Enable: If egress rate limit is enabled, rate limit value need to be assigned.

Click the “Apply” button to save your changes or “Close” the button to close settings.

18. Diagnostics

18.1 Logging

18.1.1 Property
This function support log message includes Console / RAM / Flash message send to remote log
server. Administrator can enable or disable this function. Use the Diagnostics pages to configure

settings for the switch diagnostics feature or operating diagnostic utilities.
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Diagnostics + Logging + Property

¢ Siatus

% Network

¢ Port

¥ POE Setting

s VLAN

¢ MAC Address Table

% Spanning Tree

v ERPS

+ Discovery i State Enable

Raltics '

¥ Mum[:ast ============:::::::::::::::::::::::::::::::::::::::::::::::::::=====:::::::::::::::::::::::::1I

% IP Configuration e SRR

" Socuty

e B sl mErae

" DDS :|:= = :::::::::::::::::::::::::::::::::::::::::::::::::::====::::::::::::::::::::::::::1I

- Diagnostics Minimum
Severity | H

& Logging

Remote Server
Mirroring
Ping
Traceroute
Copper Test
Fiber Module
2 UDLD
» Management

...........

» State: When the logging service is enabled, logging configuration of each destination rule can be
individually configured. If the logging service is disabled, no messages will be sent to these
destinations.
® Enable: Enable/Disable the global logging services.

>  Aggregation:
® Enable: Enable/Disable the aggregation services.
® Aging: 1573600 Second. The default is 300 second.

» Console Logging:

@ State: Enable/Disable the Console Logging services.
® Minimum Severity: The minimum severity for the Console Logging. Including selection of
events such as Emergency, Alert, Critical, Error, Warning, Notice, Information, Debug, etc.

» RAM Loggong:
® State: Enable/Disable the RAM Loggong services.
® Minimum Severity: The minimum severity for the RAM logging. Including selection of

events such as Emergency, Alert, Critical, Error, Warning, Notice, Information, Debug, etc.

»  Flash Loggong:
® State: Enable/Disable the Flash Loggong services.
® Minimum Severity: The minimum severity for the flash logging. Including selection of

events such as Emergency, Alert, Critical, Error, Warning, Notice, Information, Debug, etc.
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Click the “Apply” button to save your changes settings.

18.1.2 Remote Server
Use the Remote Log Servers page to define the remote SYSLOG servers where log messages are
sent (using the SYSLOG protocol). For each server, you can configure the severity of the messages

that it receives, Setting “add” and “Edit” and “Delete” for this function management.

Diagnostics + Logging + Remote Server

¢ Status
Network Remote Server Table
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree —
ERPS -
Discovery —
DHCP | agd || Edt || Deete |
Multicast
IF Configuration
Security
ACL
QoS

Minimum
Severity
| 1 192.168.2.99 514 Local7  Motice
| 2 192.168.2.101 514  Local 7 Warning

B | Entry ‘ Server Address | Server Port | Facility

— Diagnostics

;  Logging
Property
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Field Description
Server Address The IP address of the remote logging server.
Server Ports The port number of the remote logging server.

The facility of the logging messages. It can be one of the following

Facilit
v values: local0, locall, local2, local3, local4, local5, local6, and |7.

The minimum severity.
* Emergence: System is not usable.
* Alert: Immediate action is needed.
* Critical: System is in the critical condition.
o ) * Error: System is in error condition.
Minimum Severity * Warning: System warning has occurred.
* Notice: System is functioning properly, but a system notice has
occurred.
* Informational: Device information.

* Debug: Provides detailed information about an event.

Add Remote Server

| [B1a |

Warning 4 ;

Address Type: Administrator can select use Hostname or IPv4/6 connection remote log server.
Server Address: Enter the IP address of the server.

Server Port: Enter service port to which the log messages are sent.

YV V V V

Facility: Select a facility from which system logs are sent to the remote server. Only one facility

can be assigned to a server.

Y

Minimum Severity: Select the minimum level of system log messages to be sent to the server.
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Emergence: System is not usable.

Alert: Immediate action is needed.

Critical: System is in the critical condition.

Error: System is in error condition.

Warning: System warning has occurred.

Notice: System is functioning properly, but a system notice has occurred.
Informational: Device information.

Debug: Provides detailed information about an event..

Click the “Apply” button to save your changes or “Close” the button to close settings.

18.2 Mirroring

Mirroring function can mirror Rx/Tx traffic, Packet can mirror to destination port and for analysis.

Diagnostics + Mirroring

Status
Network
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast
IP Configuration
Security
ACL
QoS
Diagnostics

& Logging

FProperty
Remote Server

Mirroring Table

Q[
| Session 1D | State | Monitor Port | Ingress Port | Egress Port |
1 Disabled -- — —
2 Enabled GE2 (Normal*) GE3 GE3-GE4
3 Disabled -— = =
4 Disabled - — —

......................................................................

......................................................................

Field Description
Session ID Select mirror session ID

Select mirror session state : port-base mirror or disable
State * Enabled: Enable port based mirror

e Disabled: Disable mirror.
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Select mirror session monitor port, and select whether normal packet

Monitor Port could be sent or received by monitor port.

Ingress port Select mirror session source rx ports

Egress ports Select mirror session source tx ports

Click the “Edit” button to edit your settings.

Edit Mirroring

SessionID| 2

| WNSEE| m Enable

Monitor Port -
Send or Receive Normal Packet

! Available Port Selected Port

GE1 GE3

g
;.
E
v

Available Port Selected Port

GET GE2
GE2 GE4
GES5
GE§
GE7
GES
GE9
i |GE10 -

Egress Port

Apply H Close l

Y

Session ID: Display selected mirror session ID.
»  State:

® Enable: Enable/Disable the mirroring function.

Y

Mirroring Port: Administrator can choose a mirroring Port.

Y

Ingress Port: Administrator can choose mirrored ports for ingress.

»  Egress Port: Administrator can choose mirrored ports for egress

Click the “Apply” button to save your changes or “Close” the button to close settings.
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18.3 Ping

The Ping utility tests if a remote host can be reached and measures the round-trip time for packets
sent from the device to a destination device.

Ping operates by sending Internet Control Message Protocol (ICMP) echo request packets to the
target host and waiting for an ICMP response, sometimes called a pong. It measures the round-trip
time and records any packet loss, Administrators can use this ping function to check connected

device whether is active. This ping function support IPv4 and IPv6 protocol.

Diagnostics + Ping
¥ Siatus
Network

-«

| @ Hostname

Mirroring

v Fort Address Type | () IPv4

¥ POE Setting . O IPvé
R Server Address - |162.159.200.1 |
¥ MAC Address Table .
& Spanning Tree Count | I4 |
« ERPS
» Discovery Ping

¢ DHCP

¥ Multicast Ping Result

% IP Configuration

% Security

« QoS Psets | success.
- Diagnostics | Transmit Packet | 4

= Logging | Receive Packet | 4

Packet Lost| 0%

Traceroute
Copper Test
Fiber Module
2 UDLD
¢ Management

»  Address Type: Specify the address type to “Hostname”, “IPv6”, or “IPv4”.
»  Server Address: Specify the Hostname/IPv4/IPv6 address for the remote logging server.
»  Count: Specify the numbers of each ICMP ping request.

Click the “Ping” button to ping result appears.
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Field Description

Displays whether the ping succeeded or failed.
e Status: Displays the ping result status of “ Success” or “Ping failed
(timeout)”.
Packet Status . )
* Transmit Packet: Number of packets sent by ping.
* Receive Packet: Number of packets received by ping.

* Packet Lost: Percentage of packets lost in ping process.

Displays the ping round trip time.
* Min: Shortest time for packet to return.
Round Trip Time * Max: Longest time for packet to return.

* Average: Average time for packet to return

18.4 Traceroute

Traceroute discovers the IP routes along which packets were forwarded by sending an IP packet to
the target host and back to the switch. The Traceroute page displays each hop between the switch
and a target host and the round-trip time to each hop.

Diagnostics + Traceroute

Status

Hostname I
Port Address Type 1Pyd f
POE Settlrlg — =======================::::::::::::::::::::::::::::::::::::::============================.‘:
Server Address | |162.159.200.1 |
VLAN _— e e
MAC Address Table i B User Defined |
_ TIMe 10 LiN@ === rzssmmssssmmssemmssesmmssesmmmsssmnmsssmsns s sas s s s s e e s s s e s e s s s e s
Spanning Tree i I3D | i
ERPS B T T T T T T e e e
Discovery Apply
DHCP
Multicast Traceroute Result
IP Configuration
Security traceroute to 162.159.200.1 (162.159.200.1), 30 hops max, 38 byle packeis
ACL 1 192.168.101.254 (192.168.101.254) 0.000 ms 0.000 ms 0.000 ms
2 60.248.167.254 (60.248.167.254) 10.000 ms 10.000 ms 10.000 ms
QoS 3 168.95.82.206 (168.95.82.206) 0.000 ms 0.000 ms 10.000 ms
— Diagnostics 4 220.128.2.226 (220.128.2.226) 0.000ms 10.000 ms 0.000 ms

5 2201281125 (220.128.1.125) 10.000 ms 10.000 ms 10.000 ms
6 203.75.230.125 (203.75.230.125) 10.000 ms 10.000 ms 10.000 ms

= Logging

Mirroring 7 162.159.200.1 (162.159.200.1) 10.000 ms 10.000 ms 10.000 ms
Ping Trace complete
4
Copper Test
Fiber Module
2 UDLD

» Management
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Y

Address Type: Specify the address type to “Hostname”, or “IPv4”.

Y

Server Address: Specify the Hostname/IPv4 address for the remote logging server.

» Time to Live :Enter the maximum number of hops that Traceroute permits. This is used to
prevent a case where the sent frame gets into an endless loop. The Traceroute command
terminates when the destination is reached or when this value is reached. To use the default

value (30), select Use Default.
Click the “Apply” button to Traceroute result appears.

18.5 Copper Test

Administrator can use this function check port Result whether is working, if working then display it.

Diagnostics + Copper Test

» Status
» Port o et
% POE Setting
Copper Test
¥ VLAN
¥ MAC Address Table
% Spanning Tree Copper Test Result
¥ ERPS
-
¥ Toovey Cable Status
¥ DHCP
¥ Mullicast ’ i CE28 !
¥ IP Configuration o
¥ Security | Length : 037TM ;
¥ ACL
% QoS
- Diagnostics
= Logging

Mirroring

Ping

Traceroute
Field Description
Port Specify the interface for the copper test.

Click the “Copper Test” button to Copper Test result appears.
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Cable Status

Field Description

Port The interface for the copper test.

The status of copper test. It include:

OK: Correctly terminated pair.
Short Cable: Shorted pair.
Open Cable: Open pair, no link partner.

Result * Impedance Mismatch: Terminating impedance is not in the reference
range.
* Line Drive: line dirver output
Distance in meter from the port to the location on the cable where the fault
Length was discovered.

18.6 Fiber Module

Display Fiber module messenger. The Optical Module Status page displays the operational information

reported by the Small Form-factor Pluggable (SFP) transceiver. Some information may not be available

for SFPs without the supports of digital diagnostic monitoring standard SFF-8472.

Diagnostics + Fiber Module
Status

Network Fiber Module Table

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree

Q[

| Port | Temperature (C) | Voltage (v) | Current (ma) | Output Power (mW) | Input Power (mW) | O Present | Loss of Signal |

0 results found.

ERPS

| Refesn || Deta |

Discovery

DHCP
Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

= Logging
Mirroring
Ping
Traceroute
Copper Test
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Field Description

Port Interface or port number.

Temperature Internally measured transceiver temperature.
Voltage Internally measured supply voltage.

Current Measured TX bias current.

Output Power Measured TX output power in mill watts.
Input Power Measured RX received power in mill watts.

Transmitter Fault State of TX fault.

OE Present Indicate transceiver has achieved power up and data is ready.
Loss of Signal Loss of signal.

Refresh Refresh the page.

Detail The detail information on the specified port.

Click the “Refresh” button to refresh this page or click the “Detail” button to check detail information.

18.7 UDLD

Uni-Directional Link Detection (UDLD) monitors a link between two devices and brings the ports on
both ends of the link down if the link goes down at any point between the two devices, Use the

UDLD pages to configure settings of UDLD function.

18.7.1 Property
This page allow user to configure global and per interface settings of UDLD.
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Diagnostics + UDLD —+ Property
Status

Network N T

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree Port Setting Table

____________________________________________________________________________________________________

L
L
L
¢ ERPS
# Discovery
L DHCE W | Entry | Port | Mode | Bidirectional State | Operational Status | Neighbor
¥ Mullicast ] 1 GE1 Nomal  Unknown Link down 0
P C.or_lﬁgurahun [ 2 GE2  Normal Unknown Link down 0
ool ] 3 GE3 Disabled Unknown 0
¥ ACL — .
[l 4 GE4  Disabled Unknown 0
¥ QoS —
- - [ ] 5 GE5 Disabled Unknown 0
- Diagnostics =
. [l 6 GEG  Disabled Unknown 0
2 Logging = .
Mirroring || 7 GE7  Disabled Unknown 0
Ping ([l 8 GE& Dizabled Unknown 0
Traceroute [] 9 GEY Disabled Unknown 0
Copper Test (] 10 GE10 Disabled Unknown 0
Fiber Module n 11 GE11 Disabled Unk 0
& UDLD I isables nknown
O 12 GE12 Disabled Unknown 0
Neighbor [] 13 GE13 Disabled Unknown 0
# Management O 14 GE14 Disabled Unknown 0

» Message Time: To use the UDLD protocol all connected switches and interfaces have to be
configured for it. A UDLD configured switch sends UDLD advertisements, "hello" packets to its
neighbors and expects to receive one in the designated hold time (the default hold time is

15mins). If this doesn't happen the UDLD disables the unresponsive interface..

Click the “Apply” button to save your changes settings.

Field Description

Port Display port ID of entry.

Mode Display UDLD running mode of interface.
Bidirectional State Display bidirectional state of interface.
Operational Status Display operational status of interface
Neighbor Display the number of neighbor of interface
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Edit Port Setting

MNormal :
Aggressive i

»  Port: Select one or multiple ports for the configure.
» Mode: Select UDLD running mode of interface.
® Disabled: Disable UDLD function.
® Normal: Running on normal mode that port goes to Link Up One phase after last neighbor
ages out.
® Aggressive: Running on aggressive mode that port goes to Re-Establish phase after last

neighbor ages out.

Click the “Apply” button to save your changes or “Close” the button to close settings.

18.7.2 Neighbor
Each switch port that is configured for UDLD exchanges UDLD protocol packets that include

information about the port's device and port ID, and the port also sends the same device and
port ID information that it knows about its connected neighbor.

Because of this, a port should receive its own device and port ID information from its neighbor if
the link is bi-directional. If a port does not receive information about its own device and port ID
from its neighbor, the link is considered to be unidirectional.

This can occur when the link is up on both sides, but one side is not receiving packets, or when
wiring mistakes occur, causing the transmit and receive wires to not be connected to the same

ports on both ends of a link.
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Diagnostics + UDLD -+ Neighbor

Status
Network Neighbor Table
Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery Refresh
DHCP

Multicast

Expiration : : i Message | Timeout
Entry i Current Neighbor State | Device ID | Device Name | Port ID
Time Interval | Interval

0 results found.

IP Configuration
Security

ACL

QoS
Diagnostics

2 Logging
Mirroring
Ping
Traceroute
Copper Test
Fiber Module

& UDLD

Property

¢ Management

Field Description
Entry Display entry index.
Expiration Time Display expiration time before age out.

Current Neighbor State Display neighbor current state

Device ID Display neighbor device ID.

Device Name Display neighbor device name.

Port ID Display neighbor port ID that connected.
Message Interval Display neighbor message interval.
Timeout Interval Display neighbor timeout interval
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19. Management

19.1 User Account

The default username/password is root/default. Administrator can modify login password or create

new username / password and defined Privilege, Setting “add” and “Edit” and “Delete” function for

this management.

Staius

Metwork

Port

POE Setting
VLAN

MAC Address Table
Spanning Tree
ERFS
Discovery
DHCP

Multicast

IF Configuration
Security

ACL

QoS
Diagnostics

L
L
L
L
L
L
L
L
¥
¥
¥
¥

Management + User Account

User Account

Showing entries Showing 1 to 3 of 3 entries Q I:
W | Usemame | Privilege |

| root Admin
mis Admin

numberi User

First | | Previous
add || Eat || Delete

= Firmware

= Configuration

= SMMP

= RMON
Field Description
Username User name of the account

Display privilege level for new account.
.. * Admin: Allow to change switch settings. Privilege value equals to 15.

Privilege

* User: See switch settings only. Not allow to change it.
Privilege level equals to 1.
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Add User Account

[ Apply ][ Close ]

Username: User name of the account.

Password: Set password of the account.

Confirm Password: Set the same password of the account as in “Password” field.
Privilege: Select privilege level for new account.

® Admin: Allow to change switch settings. Privilege value equals to 15.

® User: See switch settings only. Not allow to change it. Privilege level equals to 1.

Click the “Apply” button to save your changes or “Close” the button to close settings.

19.2 Firmware
19.2.1 Upgrade / Backup

Administrator can upgrade or backup firmware, method can choose use TFTP or HTTP protocol.
If choose backup then administrator can choose firmware image to backup.

Management + Firmware + Upgrade / Backup
% Siatus
% Network
% Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration
Security

ACL

QoS

Diagnostics

User Account
& Firmware

= Configuration
= SNMP
2 RMON
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»  Action: Firmware operations.
® Upgrade: Upgrade firmware from remote host to DUT.
® Backup: Backup firmware image from DUT to remote host.
»  Method: Firmware upgrade / backup method.
® TFTP: Using TFTP to upgrade/backup firmware.
® HTTP: Using WEB browser to upgrade/backup firmware.
» Filename: Use browser to upgrade firmware, you should select firmware image file on your host
PC.

Click the “Apply” button to save your changes settings.

[ () Upgrade ;

Apply

»  Action: Firmware operations.

® Upgrade: Upgrade firmware from remote host to DUT.

® Backup: Backup firmware image from DUT to remote host.
»  Method: Firmware upgrade / backup method.

® TFTP: Using TFTP to upgrade/backup firmware.

® HTTP: Using WEB browser to upgrade/backup firmware.

Y

Firmware: Firmware image in default flash.

»  Address Type: Specify TFTP server address type

® Hostname: Use domain name as server address.
® IPv4: Use IPv4 as server address.

® |Pv6: Use IPv6 as server address

Y

Server Address: Specify TFTP server address.

»  Filename: Firmware image file name on remote TFTP server.

Click the “Apply” button to save your changes settings.
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19.3 Configuration
19.3.1 Upgrade / Backup

Administrator can backup system configuration file to PC or upload configuration file to Switch

system, This page allow user to upgrade or backup firmware image through HTTP or TFTP server.

Management + Configuration + Upgrade / Backup
Status

Network
Port

POE Setting
VLAN

MAC Address Table unning Configuration :

Spanning Tree | tartup Configuration
ERPS ! Configuratien : () Backup Configuration

Discovery
DHCP
Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

User Account
@ Firmware
& Configuration

Save Configuration
2 SNMP
= RMON

Upgrade Configuration

»  Action: Configuration operations.
® Upgrade: Upgrade firmware from remote host to DUT.
® Backup: Backup firmware image from DUT to remote host.
»  Method: Configuration upgrade method.
® TFTP: Using TFTP to upgrade firmware.
® HTTP: Using WEB browser to upgrade firmware.
»  Configuration: Configuration Type.
® Running Configuration: Merge to current running configuration file.
@ Startup Configuration: Replace startup configuration file.
® Backup Configuration: Replace backup configuration file.
»  Address Type: Specify TFTP server address type
® Hostname: Use domain name as server address.

® [Pv4: Use IPv4 as server address.
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® [Pv6: Use IPv6 as server address
»  Server Address: Specify TFTP server address.
»  Filename: Configuration file name on remote TFTP server.

Click the “Apply” button to save your changes settings.
Backup Configuration

[ () Upgrade i
| (@ Backup

) Running Configuration ;
) Startup Configuration :

»  Action: Configuration operations.
® Upgrade: Upgrade firmware from remote host to DUT.
® Backup: Backup firmware image from DUT to remote host.
»  Method: Configuration backup method.
® TFTP: Using TFTP to backup firmware.
® HTTP: Using WEB browser to backup firmware.
»  Configuration: Configuration Type.
® Running Configuration: Backup running configuration file.
® Startup Configuration: Backup start configuration file.
® Backup Configuration: Backup backup configuration file.
® RAM Log: Backup log file stored in RAM.
® Flash Log: Backup log files store in Flash.

Click the “Apply” button to save your changes settings.
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19.3.2 Save Configuration

When administrator to click Apply on any window, changes that you made to the switch
configuration settings are stored only in the Running Configuration. To preserve the parameters
in the Running Configuration, the Running Configuration must be copied to another configuration
type or saved as a file on another device, This page allow user to manage configuration file saved

on DUT and click “Restore Factory Default” button to restore factory defaults.

Management + Configuration + Save Configuration
% Status

Network O e
Port ‘
POE Setting E

&«

Running Configuraon
Startup Configuration
Backup Configuration

Source File

VLAN
MAC Address Table

Spanning Tree
ERPS Apply ] [ Restore Factory Default

Startup Configuration

Destination File Backup Configuration

Discovery
DHCP

Multicast

IP Configuration

Security
ACL

Qo5
Diagnostics

L AL BE BE BE BE BE BE BE BE BE BE BE B -

User Account

Firmware

Configuration
Upgrade / Backup

SNMP
RMON

»  Source File: Source file types
® Running Configuration: Copy running configuration file todestination.
@ Startup Configuration: Copy startup configuration file todestination.
® Backup Configuration: Copy backup configuration file to destination.
» Destination File: Destination file types.
@ Startup Configuration: Save file as startup configuration.

® Backup Configuration: Save file as backup configuration.

Click the “Apply” button to save your changes or Chick “Restore Factory Default” the button to back
to factory default setting.
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19.4 SNMP

The SNMP supports SNMP v1, v2, and v3. It also reports system events to trap receivers using the
traps defined in the Management Information Base (MIB) that it supports.

194.1 View
A view is a user-defined label for a collection of MIB tree subtrees. Each subtree ID is defined by

the OID of the root of the relevant subtrees. You can either use well-known names to specify the

root of the desired subtree or enter an OID. Setting “add” or “Delete” to management.

[Management + SNMP -+ View
Staius
Network View Table
Port

POE Setting Showing entries Showing 110 1 of 1 entries () I:
MLk W | View | OID Subtree | Type |
MAC Address Table
all A1 Included
Spanning Tree
ERP3 [
Discovery
DHCP
Multicast

First Previou
Add || Delete |

IP Configuration
Security

ACL

QoS
Diagnostics

User Account
= Firmware
= Configuration
& SNMP

Group

Community

User

Engine ID

Trap Event

Notification
2 RMON

Field Description

View The SNMP view name. Its maximum length is 30 characters.

Specify the ASN.1 subtree object identifier (OID) to be included or excluded

Subt oIb
ubtree from the SNMP view.

View Type Include or exclude the selected MIBs in the view.
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Add View

Incluged |
") Excluded ;

[ Apply H Close ]

»  View: Enter a unique view name.

»  Object Subtree: Select User Defined to manually define an OID, or select an existing OID
from the list. All descendent of this node will be included or excluded in the view.

» Type:
Include: Check to include the selected MIBs in this view.
Excluded: Check to Excluded the selected MIBs in this view.

19.4.2 Group

In SNMPv1 and SNMPv2, a community string is sent along with the SNMP frames. The
community string acts as a password to gain access to an SNMP agent. However, neither the
frames nor the community string are encrypted. So SNMPv1 and SNMPv2 are not secure. In
SNMPv3 can configure Authentication and Privacy is more secure. Setting “add” and “Edit” and

“Delete” function for this management

Management + SNMP + Group

Status

plehuork Group Table

Port

POE Setting Showing entries Showing 0 to 0 of 0 enfries () I:
VLAN .- ...
MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast | add || Eat || Delste
IP Configuration
Security

ACL

QoS

View

W | Group | Version | Security Level I Read | Write | Notify

0 results found.

First | | Previou

£ & &€ € &€ &€ &€ &€ &€ &€ £ &€ & € € =

Diagnostics

User Account
= Firmware
= Configuration
& SNMP

View
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Field Description

Group Specify SNMP group name, and the maximum length is 30 characters.

Spedify SNMP version
¢ SNMPv1: SNMP Version 1.

* SNMPv2: Community-based SNMP Version 2c.

* SNMPv3: User security model SNMP version 3.
Specify SNMP security level
* No Security : Specify that no packet authentication is performed.

Version

* Authentication: Specify that packet authentication without encryptionis
Security Level

performed.

* Authentication and Privacy: Specify that packet authentication with
encryption is performed.

Spedify SNMP version

* Read: Group read view name..

View * Write: Group write view name.

* Notify: The view name that sends only traps with contents that is

included in SNMP view selected for notification.

Add Group

Apply ” Close

»  Group: Specify SNMP group name, and the maximum length is 30 characters.
»  Version: Specify SNMP version.
® SNMPv1: SNMP Version 1.
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® SNMPv2: Community-based SNMP Version 2c.
® SNMPv3: User security model SNMP version 3.
»  Security Level: Specify SNMP security level.
® No Security : Specify that no packet authentication is performed.
® Authentication: Specify that packet authentication without encryption is performed.
® Authentication and Privacy: Specify that packet authentication with entryption is
performed.
» View:
® Read: Select read view name if Read is checked.
® Write: Select write view name, if Write is checked.

® Notify: Select notify view name, if Notify is checked.

Click the “Apply” button to save your changes or “Close” the button to close settings.

19.4.3 Community
Communities are only defined in SNMPv1 and v2 because SNMPv3 works with users instead of
communities. The users belong to groups that have access rights assigned to them, Setting “add”

and “Edit” and “Delete” function for this management.

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Management + SNMP + Community
Status
Network Community Table

Port
POE Setting Showing entries Showing 1 to 1 of 1 entries

VAN

MAC Address Table ‘ | public all Read-Only
Spanning Tree
ERPS
Discovery
DHCP Il
Multicast

First

IP Configuration
Security

ACL

QoS

Diagnostics

User Account
= Firmware
= Configuration
& SNMP
View
Group

Field Description

Community The SNMP community name. Its maximum length is 20 characters.

SNMP Community mode.

Community * Basic: snmp community specifies view and access right.

* Advanced: snmp community specifies group.

Specify the SNMP group configured by the command SNMP group to define
Group the object available to the community.

View Specify the SNMP view to define the object available to the community.

SNMP access mode
Access * Read-Only: Read only.

¢ Read-Write: Read and write.
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Add Community

) Basic |
1 Advanced

__________________
..................

1 Read-Only |
) Read-Write

..................
__________________

[ Apply ][ Close l

Y

Community: The SNMP community name. Its maximum length is 20 characters.

»  Type: Specify SNMP version.

® Basic: SNMP community specifies view and access right ,The access rights of a community
can configure with Read Only or Read Write. In addition, Administrator can restrict the
access to the community to only certain MIB objects by selecting a view.

® Advanced: SNMP community specifies group, The access rights of a community are
defined by a group. You can configure the group with a specific security model. The access
rights of a group are Read, Write, and Notify.

Y

View: Specify the SNMP view to define the object available to the community.
»  Access: SNMP access mode.
® Read Only: Read only , Management access is restricted to read-only. Changes cannot be
made to the community.
® Read Write: Read and write , Management access is read-write. Changes can be made to
the switch configuration, but not to the community.
»  Group: If set Type for specify SNMP version to “Advanced” type, Must be set specify the SNMP

group configured by user to define the object available to the community.

Click the “Apply” button to save your changes or “Close” the button to close settings.

1944 User
An SNMP user is defined by the login credentials (username, passwords, and authentication
method) and by the context and scope in which it operates by association with a group and an

Engine ID. The configured user has the attributes of its group, having the access privileges
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configured within the associated view.

Groups enable network managers to assign access rights to a group of users, instead of a single
user. A user can only be a member of a single group.
Administrator need to create a SNMPv3 user, a SNMPv3 group must be available, Setting “add”

and “Edit” and “Delete” function for this management.

Management + SNMP + User
Status

Network User Table

Port

POE Setting Showing entries Showing 1 to 3 of 3 entries Q I:
VLAN eeee——. __——————————————————
MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

IP Configuration Add ] [ Edit ] [ Delete
Security
ACL
QoS

| Group | Security Level | Authentication Method | Privacy Method |
[ numberi test? Authentication SHA Mone
| number2 test2 Authentication  SHA Mone
| snmptest test Mo Security None Mone

First | | Previous | SN | N¢

Diagnostics

User Account
= Firmware
= Configuration
& SNMP
View
Group
Community

Engine ID

Trap Event

Motification
RMON

]

Field Description

Specify the SNMP user name on the host that connects to the SNMP agent.
User The max character is 30 characters. For the SNMP v1 or v2c, the user name

must match the community name
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Group Specify the SNMP group to which the SNMP user belongs.

SNMP privilege mode

* No Security : Specify that no packet authentication is performed.
* Authentication: Specify that packet authentication without encryption is
Security Level
performed.
* Authentication and Privacy: Specify that packet authentication with

encryption is performed.

Authentication Protocol which is available when Privilege Mode is
Authentication or Authentication and Privacy.

* None: No authentication required.

Method * MD5: Specify the HMAC-MD5-96 authentication protocol.
* SHA: Specify the HMAC-SHA-96 authentication protocol.
Encryption Protocol

Privacy Method * None: No privacy required.

e DES: DES gorithm

Authentication

Add User

i |number2

tegtzv

2

|

|

|

i
ey
P S E e s e s e e e e e e e e e e e e S e s e s e s s S s S S aas s aas s aas I aasaaanaay

|

i

i

|

5

Apply ] [ Close

»  User: Specify the SNMP user name on the host that connects to the SNMP agent. The max
character is 30 characters.

»  Security Level: SNMP privilege mode.
® No Security: Specify that no packet authentication is performed.
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® Authentication: Specify that packet authentication without encryption is performed.
® Authentication and Privacy: Specify that packet authentication with encryption is
performed.

Authentication

» Method: Authentication Protocol which is available when Privilege Mode is Authentication or
Authentication and Privacy.
® None: No authentication required.
® MD5: Specify the HMAC-MD5-96 authentication protocol.
® SHA: Specify the HMAC-SHA-96 authentication protocol.

» Password: The authentication password, The number of character range is 8 to 32 characters.

Privacy

»  Method: Encryption Protocol.
® None: No privacy required.
® DES: DES algorithm.
® SHA: Specify the HMAC-SHA-96 authentication protocol.

» Password: The privacy password, The number of character range is 8 to 64 characters.

Click the “Apply” button to save your changes or “Close” the button to close settings.

19.4.5 Engine ID

The Engine ID is only used by SNMPv3 entities to uniquely identify them. An SNMP agent is
considered an authoritative SNMP engine. This means that the agent responds to incoming
messages (Get, GetNext, GetBulk, Set), and sends trap messages to a manager.

Each SNMP agent maintains local information that is used in SNMPv3 message exchanges. The
default SNMP Engine ID is comprised of the enterprise number and the default MAC address. The
SNMP Engine ID must be unique for the administrative domain, so that no two devices in a
network have the same Engine ID, Setting “add” and “Edit” and “Delete” function for this

management.
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Management + SNMP + Engine ID

Status
-
Port B ) UserDefied
VLAM |
MAC Address Table —
Spanning Tree Apply
ERPS
Discovery Remote Engine ID Table
DHCP
Multicast Showing [ Al v | entries Showing 0 to 0 of 0 entries Q I:
IP Configuration S T e
— O )
ACL 0 results found.
QoS First | | Previous |
e | add || Eat || Deete |
Management

User Account
= Firmware
= Configuration
& SNMP

View

Group

Community

User

Local Engine ID
» Engine ID: If checked “User Defined”, the local engine ID is configure by user, else use the
default Engine ID which is made up of MAC and Enterprise ID, The user defined engine ID is
range 10 to 64 hexadecimal characters, and the hexadecimal number must be divided by 2.

Click the “Apply” button to save your changes settings.

Remote Engine ID Table

Field Description

Server Address Remote host.

Specify Remote SNMP engine ID. The engine ID is range10 to 64

Engine ID hexadecimal characters, and the hexadecimal number must be divided by 2.
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Add Remote Engine ID

Address Type '

Server Address ;

[ Apply H Close l

Y

Address Type: Remote host address type for Hostname/IPv4/IPv6.

Y

Server Address: Remote host.
»  Engine ID: Specify Remote SNMP engine ID. The engine ID is range10 to 64 hexadecimal

characters, and the hexadecimal number must be divided by 2.

Click the “Apply” button to save your changes or “Close” the button to close settings.

19.4.6 Trap Event
Administrator can choose SNMP Trap Event Type to monitor
Trap messages are generated to report system events, as defined in RFC 1215. The system can

generate traps defined in the MIB that it supports.
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Management + SNMP —+ Trap Event
Status
Network
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration
Security

ACL

QoS

Diagnostics

User Account

= Firmware

= Configuration

& SNMP
View
Group
Community
User
Engine ID

Motification
= RMON

Field Description

Authentication SNMP authentication failure trap, when community not match or user

Failure authentication password not match.

Link Up/Down Port link up or down trap

Cold Start Device reboot configure by user trap

Warm Start Device reboot by power down trap

Click the “Apply” button to save your changes settings.
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19.4.7 Notification

Notification is network nodes where the trap messages are sent by the switch. A list of
notification recipients are defined as the targets of trap messages. A trap receiver entry contains
the IP address of the node and the SNMP credentials corresponding to the version that will be
included in the trap message. When an event arises that requires a trap message to be sent, it is
sent to every node listed in the Notification Recipient Table, , Setting “add” and “Edit” and

“Delete” function for this management.

L
¥ Network Notification Table
» Port
% POE Setiing Showing entries Showing 1 to 1 of 1 entries Q I:
ERMLAN ] | Server Address | Server Port | Timeout | Retry | Version | Type | Community / User | Security Level |
S MAC hodess Tabie ‘ [ 192.168.2.101 162 SNMPv1 Trap  public Mo Security
¥ Spanning Tree
First | | Previous | 8 | Next [ | L
¢ ERPS
» Discovery
¢ DHCP add || Edt || Delete
» Multicast
# [P Configuration
¥ Security
¥ ACL
# QoS
» Diagnostics
User Account
@ Firmware
2 Configuration
& SNMP
View
Group
Community
User
Engine ID
Trap Event
= RMON
Field Description
Server Address IP address or the hostname of the SNMP trap recipients.
Server Port Recipients server UDP port number
Timeout Specify the SNMP informs timeout
Retry Specify the retry counter of the SNMP informs.
Specify SNMP notification version
* SNMPv1: SNMP Version 1 notification.
Version

e SNMPv2: SNMP Version 2 notification.
e SNMPv3: SNMP Version 3 notification.
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Notification Type
Type * Trap: Send SNMP traps to the host.

* Inform: Send SNMP informs to the host.

SNMP community/user name for notification. If version is SNMPv3 the name
is user name, else is community name

SNMP trap packet security level

Community/User

* No Security: Specify that no packet authentication is performed.
¢ Authentication: Specify that packet authentication without
Security Level L
encryption is performed.
* Authentication and Privacy: Specify that packet authentication with

encryption is performed.

Add Notification

| (@ Hostname :
IPv4 -
IPVE

92.168.2.101 i

® s\wevi
~) SNMPy2 |
SNMPY3 ;

i F
2
]
@

—_—
|

| (@ Mo Security :

1 Use Default :

_—

Apply l [ Close

»  Address Type: Remote host address type for Hostname/IPv4/IPv6.
»  Server Address: IP address or the hostname of the SNMP trap recipients.
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»  Version: Specify SNMP notification version.
® SNMPv1: SNMP Version 1 notification.
® SNMPv2: SNMP Version 2 notification.
® SNMPv3: SNMP Version 3 notification.

»  Type: Notification Type.
® Trap: Send SNMP traps to the host.
® Inform: Send SNMP informs to the host.(version 1 have no inform).

» Community/User: SNMP community/user name for notification. If version is SNMPv3 the name
is user name, else is community name.

»  Security Level: SNMP notification packet security level, the security level must less than or
equal to the community/user name.
® No Security: Specify that packet authentication is performed.
® Authentication: Specify that packet authentication without encryption is performed.
® Authentication and Privacy: Specify that packet authentication with encryption is

performed.

»  Server Port: Recipients server UDP port number, if “use default” checked the value is 162, else
user configure.

» Timeout: Specify the SNMP info