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FCC Warning

This device has been tested and found to comply with limits for a Class A digital device, pursuant to Part 2
and 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses and can radiates radio frequency energy and, if not installed and used in accordance with the user’s
manual, may cause interference in which case user will be required to correct the interference at his own
expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user many be required to take adequate measures.
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Firmware Version =YEE TN
Firmware Date = AU FNAS A 2 HA

Telnet BB RiTelnet AR5 5 /B RAAA B&
SSH #27~ B BISSHAR 75 78 25 /AR AR 2%
HTTP HA7R ERTHT TP AR 75 B B /BRI BAAR 2G
HTTPS R ERIHTTPSAR 75 5 B /RARA R &
SNMP F R B AISNMPAR 75 F 2 /BABA AR B&

Edit System Information

ERZEEEEIRMBREITE LR "Edit" HFEUNREERM -

Edlt System Information

==1p== FEFEP

==4,e== JE——

Apply l [ Close l

’X‘ service@cerio.com.tw
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> System Name: BRRMEBNRFAZME - 22T RAFSITH CLIBI& ( "Switch>" or
“Switch#" ) -

> System Location: BIRRIMBEWUEE -

> System Contact: BERRIRZAVEBER -

HZEH" Apply” NI RFRE - 28 “Close” BT -

3.2 HitslE(Logging Message)

EAZEEEE R TEERREZ 4 RAM A FLASH #R7E -
Status + Logging Message

System Information

Logging Message Table

Viewing
Showing entries Showing 1 to 5 of 5 entries Q |

% Port
Link Aggregation
MAC Address Table

Log ID | Time | Severity | Description
1 Jan 012023 08:00:28 notice AAA-0O-CONNECT. New http connection for user root, source 192.168.101
POE Settin
: 2 Jan 012023 08:00:14 notice PORT-5-LINK_UP: Interface GigabitEthernet2b link up
VLAN
3 Jan 012023 08:00:13 notice PORT-5-LINK_UP: Interface VLAN1 link up
MAC Address Table -
5 4 Jan 012023 08:00:13  notice PORT-5-LINK_UP: Interface GigabitEthernet27 link up
Spanning Tree
ERPS 5 Jan 012023 00:00:13 nofice SYSTEM-5-COLDSTART: Cold startup
Discovery First | | Previous
[ Clear ] [ Refresh

DHCP

> Viewing: ol#af HGEIE :
® RAM : ﬂET%ﬁTE RAM J:E/] E At A /LJ\ °
[ ] Flash: Z~f#E=F#E FLASH FAMHEFE

11 Fpu

Log ID H AR &

Time SRR SIS SR
Severity Hit BN EBRERE
et i 3SR
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BB “Clear” MAWEHEHAME ‘Refresh” NAL EFEIFFEE -

3.3 g(Port)
BErEEEEsnASEENREE -

3.3.1 # 5T 2UE (Statistics)

ERESESUHUEERGNE - SXHEEAN RMON MIB AR R ERVRERTEE - TENS KHEERY
TR RAEEERENMERES - RMON SRR EHEBESEERENARFEREMA/NGIA

T8l - "Clear” 13 /5BREHAIFTEEREIERN MIB 5TE=8
Status + Port —+ Statistics

System Information

) | GE1 v
Logging Message A .

! @ e

4 Port i i
I MIB Counter : InizrEs
Error Disabled ; Etherlike
Bandwidth Utilization e
Link Aggregation None
MAC Address Table ) 5sec
Dleheork O ;g 222
—
POE Setting l Clear l
¢ VLAN
e | Interface
¥ Spanning Tree e —

ERFS E,-:=================================.d::,-================================:::::::::::::

¥ Discovery | e

——————————————————————————————————————————————————————————————————————————————————

DHCP i ifinNUcastPkts | 0

¥ Multicast l iflnDiscards | 0
IP Configuration
¥ Security
ACL
¥ QoS

Diagnostics

Management

HE “Clear” NMAILSFILEE -
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> Port:EE—(AEBBRERTERMAEN -
> MIB Counter: #iE MIB StE BB R AR 288 E -
o All: FiETEES -
® Interface: 7T EI1EER MIB sC&lzs ©
® Etherlike: ZX#BEKHEEAR MIB 5t 2127
® RMON: #HE# MIB 5t &=
> Refresh Rate: DIEFE “None, 5sec, 10sec, 30 sec” MEEMBIBRE - DEVSIEEERIRMET
e o

3.3.2 #&FR{FH(Error Disabled)

NMREREEIBERTE R ERIEE - Ao EZEEEEN -
Status -+ Port + Error Disabled

System Information Error Disabled Table
Logging Message

4 Pont

Statistics

Q[

Bandwidth Utilization
Link Aggregation () GE2
MAC Address Table
[J] GE3
[ GE4
[J GE5
[ GEsB
H ~c7
1R f 3t
Port T EE IR 4R 5%

EERERMUMERRERZ—HKIEFER :

* BPDU Guard(BPDUPHE)

» UDLD(E (a1 Rl)

* Self Loop(BTEIR)

* Broadcast Flood(E & &

* Unknown Multicast Flood (AR £N151% 52 8)
* Unicast Flood(E &)%)

o ACL(GhREIEHIZR)

Reason
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* Port Security Violation(J8Z 2 &)
e DHCP rate limit(DHCPZRZXRHI)
* ARP rate limit(ARPZEZ=PEHI)

Time Left (sec) TR KB R BRI E (W

3.3.3 $8 5 F) B & (Bandwidth Utilization)

ICEE I BN 2B 2 ZIRRY Tx/Rx BIRHER B © (BEERENEIRERR - tBEEZESER
BB g RHR)

Status + Port + Bandwidth Utilization

System Information Refresh Rate sec
Logging Message
@ Port
Statistics
Error Disabled

1000Mb

Link Aggregation
MAC Address Table

% Network

» Port

¥ POE Setting

% VLAN

¥ MAC Address Table
% Spanning Tree
» ERPS

¥ Discovery

% DHCP

» Muliicast

¥ IP Configuration
# Security

s ACL

¥ QoS

» Diagnostics

% Management

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 0 10 20 30 40 50 &0
Transmit (%) Receive (%)

> Refresh Rate: BRZEVRIFHEE - DUEERRBRFN AR -
o 2: WMUINNEEPEE2WER  FIMBERER
® 5: WEMNUNEEPEE 2B - FIFMBERER
° D e NHITUEEREE 2 WIBH - R BEREER
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3.4 B S (Link Aggregation)

NRERAEEIEE
Group,LAG) - &1

a

o

S ¢ LACP I8t RITTARE R LACP ERffl- AR 4> 17 8 [E#E I B 54 (Link Aggregation
2SI 8 & LAG -

Status + Link Aggregation

System Information
Logging Message

Link Aggregation Table

% Port
Statistics g
Error Disabled LAG ‘ Name | Type ‘ Link Status | Active Member ‘ Inactive Member |
Bandwidth Utilization LAG 1 — -
LAG 2
MAC Address Table
LAG 3 — .
# Network
LAG 4
¥ Port
¥ POE Setting LAGS - -
v VLAN LAG B
¥ MAC Address Table o2 = =
¥ Spanning Tree LAG 8
kv F 3t
LAG LAGHR 5%
Name LAGZE IRt
LAGHRZY
T o Static: NECAFELAGHERBHBRERERMANMRE
e
yP o LACP: HRABAELAGHISEIEARERIE - ACPREM LS
IBERTERMANKER
Link Status LAGHY 32 132 18 58 B A BR
Active Member LAGHIER ERIFERI B B i3 1E1R
Inactive Member LAGRIFERR ERIFE B B E IR
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3.5 MAC {iIitZR(MAC Address Table)

MAC it REE#E AR FNPIE MAC (B E - Bl AEEEERIZNFEE MAC (It s
FE2ERK MAC it -

“Clear” ZERFIEEEEE - "Refresh” #HGREHM MAC it REEH L -
Status + MAC Address Table

System Information MAC Address Table
Logging Message

@ Port Showing entries Showing 1to 17 of 17 entries() I:
Link Aggregation R RRRRRRRRRBRRRRRRRRRRRRRRRRRRR
VLAN | MACAddress | Type | Port |
Network 1 78:D8:00:30:DD:51  Management CPU
Port 1 00:08:8B:D5:33:E4  Dynamic GE18
POE Setting 1 00:11:32:11:76:30 Dynamic GE18
VLAN 1 00:1A:97:01:AD:B1  Dynamic GE18
MAC Address Table 1 00:80:B9:BF:B6:74  Dynamic GE18
¥ Spanning Tree 1 O00:EQ:AC:10:04:6C  Dynamic GE18
¥ ERPS 1 10:60:4B:8B-78:99  Dynamic GE18
¥ Discovery 1 40:B0:34:54:97:82  Dynamic GE20
S 1 5838790D:1C12  Dynamic GE18
3 Murcast 1 6C:B158:2E:38:67 Dynamic GE18
¥ [P Configuration .
1 6C:B1:58:2E:38:74 Dynamic GE18
¥ Security )
ACL 1 6BC:B1:58:2E:3B:35 Dynamic GE18
- QoS 1 8C4D:EA04:F850 Dynamic GE18
* 0.
. - 1 90:09:D0:25:A9:4F Dynamic GE18
¥ Diagnostics
1 98:97.CC:3AB6A:0C Dynamic GE18
¥ Management
1 F4:6D:2F96:C&77  Dynamic GE18
1 F46D:2F96:CC:TF  Dynamic GE18
First | | Previous | 1
[ Clear H Refresh
i F 3t
VLAN MACH7 3 BE B EIVLAN ID
MAC Address FFRREE IS BIEIMIMACHLHE
MACHERI$REY
* Management: AR BRI HAEHFEARMACAHTLE
Type . P .
yp . StaticfIitHERESEEFHRE

* Dynamic:itRIEEEEHEH
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pE ke =k piv
Port e CPU-FREEMFRZHCPUERIE
e Other:[EEXX{z3EEIE

B8 ‘Clear” ERENEE % “Refresh” E#ZTE -

4. Network
4.1 #15BAEZ4(DNS)

DNS(#815 %2 78 2 4%) B IR i AR IS 2 #E A0 1P AU AEARE AR - B DNS SHE o R EMR R XM a8 LrITEEE DNS
fAfRes - ERELERERESMAEEMRR DNS @R U R 1ES DNS BRI EFRE

AR ERH DNS B st AR EENEZBENENEME LrOEM 2B E MRS - B EHBREREZ
IP izt - SR PR EREELR RS DNS AREE - APIHFEBRRIRRELZE DNS BT EFREIE -

Sl ERBEENTS P AL -

RO LIFEhE2 E DNS RPRARGEREEIR2EE P ALREE - REFRRMEBHENIEE S E=HE
ARz AR A 2B R ARV EE I -

RO DU RE LB R E A MR LA DNS Gk M Bas/F R DNS BRI ETHEM -
FRZEEREZE DNS 82 EH DNS EiREEH -

Network -+ DNS

¥ Status

DNS Configuration

Hosts ¢ O Disable

DNS Status :E

System Time @ Enable
T
— | DNS Default Name |cer|0 co.tw |(1 fo 255 alphanumeric characters)
¥ POE Setting |
¥ VLAN
¥ MAC Address Table l&l
¥ Spanning Tree
P  DNS Server Configuration
¥ Discovery
¥ DHCP Q |
¥ Multicast n | Preference | DNS Server |
¥ |P Configuration l m 192 168.101.100
¥ Security
¥ ACL [ Add H Delete ]
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DNS Configuration
#1Z "Disable” 5§ "Enable” 15EREsLEET DNS R PR EIEAREE
>  DNS Status:
® Disable: FHIFAI#g338%25 DNS &5 -
® Enable: n&Fax#izsm DNS AR 83X DNS & LU#EAT DNS A& -
> DNS Default Name : BIAZ &= DNS &8 PAIFEEE DNS A2 -

#E Apply” HEHHE
DNS Server Configuration

FRESEE0LUEE "add” A "Delete” 7€ DNS Server Setting EI2INEE -

i R b

Preferencef@fZ B Rz EEIBIER - B EEZRRBRHATEIENIR
Preference N

FE&TE
DNS Server BRER:REMIEESFER

>  Add: ZEfsERMeEMHEIEE DNS &40 DNS EARzE - 757 DNS Server Address & DIIR#E |Pv4 F4
SEOEBA IP L - AEEE" Add" - AREELHIRE MERBFED - MRZ O LIEE/\E DNS 3
Aiss - BEIRRBRAIZNIERRE -

> Delete: ZH5E TR DNS EiRz: - HEBEBIRNEMREZHWERERE - ABHME "Delete” - Ul
REHEEE DNS ARz - BEES T EWMEBRSE LA DNS GRS -
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FRAEEEE SR LT DNS Server Configuration 8 "Apply” 1 "Cancel” - Wi&EHE LHE
KERARIRBNEHNE -

4.2 FEH(Host)
SEAREAEEEERHEETHEHE P UUNER  EAEEEET NS EET DR T

2 IP it EE SRR RG] -
Network + Hosts

Status
DNS Host Configuration
System Time
B | Host | IPv4lPv6 Address |

POE Setiing [ google.com 216.239.32 10
VLAN [] cerio.cc 97.74.109.10
MAC Address Table [ Add l [ Delete ]
Spanning Tree
ERPS
Discovery Dynamic Host Mapping

DHCP

Multicast

IP Configuration
Security

ACL

QoS

‘ Host | Total | Elapsed | Type | IPv4/IPv6 Address |

0 results found.

& & | & | & | & | &« &£ & | & | & &£ | & | &

[ Clear l

#E “Clear” 5Fk:ZE EH &4 -

DNS Host Configuration
EREESEEOLUER "add” 1 “Delete "RAMB BT HIRGIRAFRBEREINEEE

i Rivi il
Host BROEATEEIPAIIL "host name”
IPv4/1Pv6 Address Bl "host name” FHEAELRVIPAIIL
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Add Host

oogle.com | (1 fo 255 alphanumeric characrers)i

IPv4/IPV6 Address | [216.239.32.10 |

[ Apply H Close l

> Host: FHAEEEEODIERTE Host Name I - 15 EEHIBMAEFREEHETE -

> IPv4/IPv6 Address : % A B TEBARAY IP UULRIFZ" IPv4/IPv6 Address” #E1fiI- FEFA "Apply”
BB EERERNEERSRP -

B8 Apply’ EEHHEE  HHE Close” MELE -

Dynamic Host Mapping
EREESEEYLIBRIIRPRFMEERERZHBEE - RFHE "Clear”

Dynamic Host Mapping ZREER R 2B BRI E 2 7E-F-IP AR E -

i1 it

Host B A B EIPA S 4 2 B RS B
Total BN £ B 535 B8 E R B P LU AO RS
Elapsed BB RS TR ALY

Type BRE) BB R

IPv4/IPv6 Address R B 15 T AR R G | PVA S PV L B3

BB Apply” BEEHETE . B “Clear” ERZEEE -
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4.3 %G RI(System Time)

OB BILEEREGRAIGE - EHEEEEIJLUERE SNTP Server Ui BISEH RANE - WoJUAFEER
ERMISE -
AR - WIREIEERE SNTP Server REZEFMKRE - RINAERZMKRFEEMN DNS 2E1EHE - BB ZHM

WRAESDE AR E] SNTP Server °
Network —+ System Time

¥ Status

———————————————————————————————————————————————————————————————————————————————————————————————————————————————

) From Computer
) Manual Time

Time Zone | |UTC +8:00 v
POE Setting
e f““"“"""""""""“ﬁf:.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII ___________________________________________________________________________
i Address T { () Hostname
¥ MAC Address Table | vpe | Q oo

¥ Spanning Tree
ERPS

¥ Discovery

¥ DHCP

¥ Multicast
IP Configuration

¥ Securty

¥ ACL

¥ QoS

Diagnostics

I~ N P

System Time
> Source: EERENIR -
® SNTP: 7 NTP ARBELKME -
® From Computer: 72| rF R ERE -
® Manual Time: FERERMD -
> Time Zone: #tit@EEEZERFR -
SNTP
> Address Type : #E#E NTP EMRFAAIIEEL - EIFENR A SNTP ISR ILINEE -
> Server Address: @ A NTP fEARg3HY IPv4 IS F 2T - SEEHRES SNTP RRUALLINEE -
> IPv6 Address : & A NTP f@lfk=zA0 NTP & - Fas81E4S 123 - ERAERIRS SNTP R LEINEE -
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Manual Time
> Date: MAFHHE - ERFERIESF SRR LLINEE
> Time: WAFHRE - 2ERERIESF R LCINEE

Daylight Saving Time
R|BXERELRIEE  IREHEEEEFEMA LR EE SKINEERI DI LIRALILINGE -

Dayllght Sa\nng Tlme

Nnne
Recurring
Mon-recurring
USA
Europen

D

Type |

ﬁ@goo@

——

" I

i I

" I

i I

i 1
Y, |
Shineee s sne

{ From: Day Week Month Time 5
| To: Day Week Month Time
:E From:

"Dr'_mcurrirg F::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.4:
i To: !

Operatlonal Siatus

| CumentT'lne | 2023 03 1? 14 33 uz LITC+B |

Apply

>  Type: EEESKEL -

® Disable: BEARAE<RINGE -
Recurring: RBEIRESHER -
Non-Recurring : £RIFBEIRE SRKET -
USAEAZRIESE  #-ANE_EEHERSR B+ —RANE—EEHXER -
European: FRBUNESE - #-ANRE—EE2HERG - ASE—EZHBE
Offset: IEEESIHHARRBE -
Recurring From : {5 EBIRE SRWERIRRE - 2EEF" Recurring” BK AT T A -
Recurring To : fEEEIRESKMNAERKRE - S#ZE" Recurring” RIS UHEAIITOA -
Non-recurring From : 15 EFEIRE L IRAEERIRE - E2EE" Non-Recurring” &IV LA 7T I
JCOIA -

YV V V V
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USER MANUAL

> Nonrecurring To: I8EFERESRKMNAERIRE - S#E" Non-Recurring” ZEXNRKILEAITTAA -

Operational Status

Current Time : BB-RERIZETRRE -

HE Apply” #FEFIZEERE -

5. Port

5.1 #ARIRERTE (Port setting)

ZEHBNEEIRE AR - B EAZBUEEIRRE - BEREERSERRIE "Edit" BUURRIRR

Port + Port Setting

Status

Port Setting Table

Q[

Error Disabled
‘ Duplex ‘ Flow Control

Description | State | LinkStatus |  Speed

& Link Aggregation L
EEE ) 25 GE25 1000M Combo Copper Managmentport Enabled Up Auto (1000M)  Auto (Full) Enabled (Off)
Jumbo Frame O 27 GE27 1000M Combo Copper Enabled Up Auto (10M) Auto (Full) Disabled (Off)
POE Setting ) 1 GE1 1000M Copper Enabled Down Auto Auto Disabled
VLAN (] 2 GE2  1000M Copper Enabled Down Auto Auto Disabled
MAC Address Table 0) 3 GE3  1000M Copper Enabled Down Auto Auto Disabled
Spanning Tree 0O 4 GE4  1000M Copper Enabled Down Auto Auto Disabled
ERPS 0 5 GE5  1000M Copper Enabled Down Auto Auto Disabled
(eIl 0 6 GE6  1000M Copper Enabled Down  Auto Auto Disabled
(2is[ei= 0 7 GE7  1000M Copper Enabled  Down  Auto Auto Disabled
Mutticast 0 8 GES  1000M Copper Enabled Down  Auto Auto Disabled
i it

Port BN AR RSB IR RS
Type FANEIRIR I e Ay
Description BN BRI EER RO
PN IBEIRAREE
State e Enabled: HEIRARRERIRY
* Disabled : #SIEiKAERAER
B A E IR R IR ik BE
Link Status . EIRIRER CEE

* Down: EFIRIER SR

@ www.cerio.com.tw
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Speed B R38R 18 1R [2 58 E AN B S 2R 2 AR AR
Duplex BREFEE TREM B E TR
Flow Control B RT3 IR & 2R E A B R AU A B ARG

FEREEEEUMRESEERENRE/E T /RS -

EEEEENERRRET  ABMEBER "Apply’ REEBEEHEERIRE/E€T /M= -
Edit Port Setting

Port: GE25

Description |Manag mentport

State | Enable

@ Auto O 10M

- O Auto-10M (O 100M
SPeedl ) o 100M (O 1000M
(O Auto - 1000M

® Ao
Duplex : () Full

O Half

(O Auto
Flow Control . @ Enable
() Disable

| appy || Close |

> Port: EEHNARESEE -
> Description: BE]EZBHHM -
> State: HIBIREIHE -

® Enabled : BEIEARAEFRL -

® Disabled : AIBARNZERAE
> Speed: FEBIBHIERR

® Auto: BIBEPMAIERE
Auto-10M: BE1#IBIZ] 10M -
Auto-100M : BE&)#I5IZ] 100M -
Auto-1000M : E&p# 5% 1000M -
Auto-10M/100M : EE1#IAIZ] 10M/100M -
10M : REFEIEES 10M -
100M : &@Hl3EREK S 100M -
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® 1000M : s&®l3&=*E% 1000M -
> Duplex: @€ THEN -
® Auto: BEFHRIFMIEE TR -
o Half: BEIBFETEL -
® Full: BEfAEzETH&E -
> Flow Control : fBEIERREIEH] -
® Auto: BEHRIREES -
® Enabled: BRREEH -

® Disabled: BRI RSS! -

HE Apply” #FEHIZE - B “Close” B E -

5.2 #&&2{FH(Error Disabled)

ZINEETJPH IE$EFRIR1E - B2%F BPDU Guard(BPDU PBj #)/UDLD( & [6) ## 25 1% 8l )/Self Loop(E 1&
1%)/Broadcast Flood(&E & F&)/Unknown Multicast Flood(7k %1% 1% 52 % )/Unicast Flood (& #% 2
&)/ACL(FhRE#EHI3R)/Port Security(##%%)/DHCP Rate Limit(DHCP Z&ZBRl)/ARP Rate Limit(ARP &
RPRH)EE -

FHEESHEERMALLINEER - MRRPWINEERTHER - 2AFBE BB ILERRF - BERENRE
BE - AT EEEBEMMA

Recovery Interval [300
BPDU Guard [ Enabe
upLD Enable
Self Loop Enable
Broadcast Flood - Enable
Unknown Multicast Flood | Enable
Unicast Flood Enable
ACL Enable
Port Security | Enable
DHCP Rate Limit Enable
ARP Rate Limit Enable

Apply
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> Recovery Interval : 52 1FAEFREILKREEREBSEKE -
> BPDU Guard: BfA#%&E%4 BPDU Guard [FREIF B E)FAER SRR -
*ZIRE 2 STP BPDU Guard #5289 -
UDLD : EXF# 84 UDLD BRI E BRI EEIR -
Self Loop : EXA%E 54 Self Loop [RREIR B B RAEA S IR -
> Broadcast Flood : 2% 84 Broadcast Flood [REIR B 8 B8 E7E IR -
*ZREAEERREBARRARERIRESAN -
>  Unknown Multicast Flood : BF# 54 Unknown Multicast Flood JREIF B &1 B &R -
*ZIREEARMNSIBRRBIBARMSIEE R IEG RIS -
> Unicast Flood : B84 Unicast Flood [REIR B 8 B 118 -
*ZREZERERRBASRERARTERIERERFISKH -
> ACL: BER®Z4 ACL BREERIRER B EREFERR -
*ZIFRE 21 GICEC ACL BRI ERIR IR EIEAAY -
>  Port Security : B4 Port Security Violation [RE BB R ERER -
*ZRABERERBRLEHASRA -
> DHCP rate limit : EF#& 34+ DHCP RE[RFIFRF B ENRARAERE -
*ZIREE DHCP 3 613k #8318 DHCP RERFIEMA -
> ARPrate limit: BER%E3E4% ARP RE[REIRESE B FEMAERIR -
*ZREZE ARP S EIERE B8 ARP IJRERFIIS LA -

58 Apply’ BEHHETLE -

5.3 ##EE S (Link Aggregation)

Link Aggregation(LA)th i85 802.3ad (LACPSER B S 6 E) NI RS - DHERRIBNERRES,
Port Aggregation 2 EMIE . AAERERE —BERBRERSH - R LEBERNS  BeATNMA
YIBTERE EF— IR B IERE -

B

5.3.1 R &#HERTE(Group Configuration)
FREEEEYULUEZEFA MAC firitsy IP-MAC it EaEFEEE X -
RAFIRFROILIETE 8 B LA A - EHEEEE I LUEE LAG fRITIIE "Edit" ERE LA EANEEE -
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Port + Link Aggregation + Group

¥ Status
v

Network = | @ MAC Address

N | | ReAR O s
PortSeting =~ W
Error Disabled
% Link Aggregation

Port Setting Link Aggregation Table
LACP
EEE

Jumbo Frame

¥ POE Setting

| LAG | Name | Type | Link Status | Active Member

v VLAN @
ERPS O LAG4
Discovery () LAG5S == —
v DHCP ) LAG6
¥ Multicast () LAG7 — —
| Edit |

¥ Security
¥ ACL

> Load Balance Algorithm : LAG & & F#ES X -
® MAC Address : 5 MAC fidlt -
® [P-MAC Address: 58 MAC firtlt A IP il -

HE Apply” HFEHZERE -

i it
LAG LAG#RSE
Name LAGE IRt
LAG#EZA
Type o Static: HEASELAGHIERIBAIAK 2R EMERY
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BE
e LACP: DEC4RENRELAGRIEIFIR A BIREEIE - LACPR
TEMPLL iE 1318 2R E RV AL E 1R
Link Status LAGRY 2B 1218 S FE AR BE

Active Member LAGHIEE ERIAM AL BB 1E1R

Inactive Member LAGRIIERR ERIFBRI B B E1E1R

Edit Link Aggregation Group

LAG| 1
i Name | [LAGGRPOUP-1 !
WS - | acp ;

| Available Port Selected Port

: [GE1
| |GE2

i |GE3
i |GE5
\ |GES
| |GE7 ;
i |GEB - g

Apply l [ Close l

> LAG: EEWLAGHAID -
> Name: LAG EER L -
> Type:LAG 22! -
® Static: DECAREIRS LAG RUEBHRHNKZREMANAE -
® LACP: DECARENRE LAG RERHRARIZER - LACP REMLEREZREMANKER -
» Member: EZHEFERE LAG HNERE -

HE Apply” @#FEHIZE - B “Close” &L E -
5.3.2 ERIBERTE (Port Setting)

ICEERIR LAG EEIB B AR - WA EAZERE LAG ERIBRTE - B1E LAG BEWHME "Edit" U
AmiE LAG ERIBRE -
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Port + Link Aggregation + Port Setting

Port Setting Table

Port Setting Q |:
Error Disabled | Lag | | Description | State | Link Status Speed | Duplex | Flow Control |
% Link Aggregation L Type P P P
Group ] LAGA1 SalesDept Enabled Down Auto Auto Enabled
] LAG2 ACCDept Enabled Down Auto - 100M Auto Disabled
LACP [] LAG3 ENGDept Enabled Down Auto - 1000M  Aufo Enabled
== (] LAG4 Enabled  Down  Auto Auto  Disabled
Jumbo Frame
[] LAGS Enabled Down Auto Auto Disabled
] LAGS6 Enabled Down Auto Auto Disabled
] LAG7 Enabled Down Auto Auto Disabled
[] LAGS Enabled Down Auto Auto Disabled
[ Edit
1R A
LAG BRLAGEEIRARIR
Type TERLAGE IS 1E fe a7
Description BRBRTLAGEBB M
LAGEEHREIEINES

* Disabled : BARREFEEA
HRILAGEHHE SR I ARBR
Link Status o Up: EBRERCER
* Down: EFIBHEECEHRR

Speed BAT LAGERHRRE 3 E MK RE AR
Duplex HRELAGEZIRE T EMMEIKE T AR
Flow Control HAILAGE IR R S1EHIE ENE AR S ZEHIREE
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Edit Port Setting

Port LAG2

Description [RDDept |

State | Enable

| @ Auto O 10M

' O Auto-10M () 100M
Speed | () Auto- 100M (O 1000M
. (O Auto - 1000M

() Auto - 10M/100M
@ Auto
Flow Control | () Enable
() Disable
L_Appy | cCiose |

> Port: ETHNARIEEE -
> Description: B3] LAG EEIBRVH
> State: BEIBEIEMES -

® Enabled : fIIBARERFARL -

® Disabled : fHI&IBARRRREALT -
> Speed: FKIERERE

® Auto: BEHRIFAARRE
Auto-10M: B##RIZ] 10M -
Auto-100M : E&1#IBI%Z] 100M -
Auto-1000M : BE&)# 5% 1000M -
Auto-10M/100M : E&#IBIZ] 10M/100M -
10M : S&HIERES 10M -
100M : &HI3ERZES 100M -

® 1000M: s&ml|ZZE7% 1000M -
> Flow Control : BIBHREIE -

® Auto: BHHRIREES -

® Enabled: BRGEEH -

® Disabled : B REEH -

HE Apply” #FERIZE - B “Close” FHFZE -
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5.3.3 LACP
B RS ERIE(LACP) I IR 2 EMIE L XERER — B MR EERRSAE BN EEEEMS -
RERSHAEAPNAEYEEREF—IRBERERE -

EAEEEEILIRE LACP TEFERIRRE - EIFEFEWHE "Edit" FIREERIERT -
ort + Link Aggregation + LACP

¢ Status

R | [ eemren b

Port Setting
Error Disabled

% Link Aggregation
Group

Port Setting

| Apply |

LACP Port Setting Table

EEE
Jumbo Frame

W  Entry | Port | PortPriority | Timeout

v POE Setting O 1 GE1 1 Short
¢ MAC Address Table 0 3 GE3 5 Short
¢ Spanning Tree 0 4 GE4 5 Short
¢ ERPS 0 5 GE5 1 Long
Iscovery 0 6 GE6 1 Long

v DHCP =
0 7 GE7 1 Long

>  System Priority : EFHEEEEEEEET LACP R L8 E LACP 2HETHRAI - LACP
ERRAREEXRAINRIREE MAC AR ZF ID - EEEMKIBE HERER - BRE 7
LACP PDU ®Ry R 418 So AR BRI -

BB Apply” RELHETLE -
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R bR
Port EEIRART
Port Priority ERIBHLACPESARRIE

LACP PDURYE A M4 (HEg 45 5
* Long: DUE3REHA(307)EZELACP PDU
e Short: DURERBEA(1#)EZELACP PDU

Timeout

Edit LACP Port Setting

ot GE1 :

e .
Port Priority : |l ;

| e -1

| ;! ® Long |

; T""’““‘E Short

| appy || close |

> Port: EEHERREES -
>  Port Priority : & AZEH:8R) LACP BEARRIEIE -
> Timeout: LACP PDU HYBEHAMEERE -

® Long: DUERBHA(30 )&% LACP PDU -

® Short: DURIRIBHA(1 #)E%X LACP PDU -

HE Apply” BEEFIZE - 34 “Close” FFE -

5.4 EiBES X #AES(EEE)

BIBES NABES(EEE)#S MAC A— 23X R BRINRENETHNERRERAS - ©H IEEE 802.3az &gt L1FAF
EFE - BINFEREEREN R AmMFEWIR T UEEE HFERARELEINEE - DIETEIRE - BRABIHFEEL
AGUEBERE - BRIBEINREXAGERNRREHPRFIE - BREBHR CEBHBENEBRZER

B -
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AR T 1R8N RE Z NAJ(EEE)THEE - FHREEIEE 0 LIE BB EIBREE EEE THEcF XS RER - FRRL A
"Disable”

Port + EEE

Status

EEE Setting Table

Port Setting
Error Disabled

% Link Aggregation
Group

Port Setting
LACP

Q[ —
| Entry | Port | State |

1  GE1 Enabled
2 GE2 Enabled

3 GE3 Enabled

Jumbo Frame

POE Setting

hd
hd

VLAN
¥ MAC Address Table

GE5 Enabled
GE6  Disabled
GE7 Enabled
GE8 Disabled
GE9 Enabled
10 GE10 Disabled

Spanning Tree

0w oo ~N O

hd
hd

ERPS

oUusU8 U0 00

R B

Port IR IR

BIRIBEEEE AR
State/Operational * Enabled: EEE SRB/IEEETT
Status  Disabled: EEE BFA/FKETT

Edit EEE Setting

Port| GE3GE7,GE9,GE12-GE13

State [ Enable

Apply ‘ ‘ Close
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> Port: ETHEFREES -

> State: iF#IE EEE SN -
® Enable: ZF EEE -
® Disable: {FF EEE -

HE Apply” #FEHIZE - B “Close” B E -

5.5 BEAX#FHE(Jumbo Frame)
FREEESTLNAELESEREEATEA/) -

Port + Jumbo Frame

% Status
2 ctaok ] . Enable e i
-mmmme llllllllllllllllll----------------------------------------................I

|IDDDD :

Part Setting

Error Disabled

¢ Link Aggregation
Group
Port Setting
LACP

EEE

l Apply l

> Jumbo Frame: REHFEFEAHE - EXHEHRER  KBRDHFRERAHEAN - BEX
HERER - FERBERIE A/ 1522 -

=/1==

B8 Apply” BELHETLE -

6. POE

PoE (L XHEHE)Z—
REEPN 2 ¥ - Pok D[RR SE
BEW  BARTHIRN 1P ERSREHRS - £H—

1 |EEE 1REXI - ARBEBRTELANRBERERENNER - FIH 4 HLLHE
15.4W (IEEE 802.3af)a% 25.5W(IEEE 802.3at)RIIN= - PoE AR %A IP
REERERERERNNENIEHSMRME - BB

2N S
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REERHE D2 NARER  THIFRESIEFELABBREBRAIALZETRGENIRE -

PoE 32 #8375 & |EEE 802.3at 1R - B{EEFIB IR HSE 25.5W WINE -

PoE X123~z FRIEPETNAE - B INBERE W PoE BIRFHE - PoE BT A AEBEEZE N EFENR
MBENSE -

6.1 POE 8527 (POE Port Setting)

ZEH R 0] IR PoE EEERASNFRLUKEIRR/FE - stE A PoE 89 Type / Level / Actual

power (mW)/ Power Voltage (V)/ Current (mA) - Refresh Rate None or 5/10/30sec & &5 -
POE Setting + POE Port Setting

System info

— POE Setting System Power(W) | 0 i
System Temperature(C) | 35 I
POE Port Timer Setting = ===============:::::::::::===========================:::::::::::::::==================.J:

v =

v MAC Address Table REUEShRAE § 1) . |

% Spanning Tree i C 30599___

¥ ERPS

¢ Discovery Port Setting Table

¥ DHCP

% Multicast

% IP Configuration A —

v Security ] | Entry | Port | PortEnable | Status | Type | Level |Actua| Power{mW) |VOItage[V) | Current{mA) |

+ ACL (] 1 GE1 Disabled Off AF(N) NIA N/A MN/A NIA

¥ QoS (] 2 GE2 Disabled Off AF(N) NIA N/A N/A NIA

v Diagnostics [] 3 GE3 Enabled Off  AF(N) 0 N/A NIA MNiA

+ Management O 4 GE4 Enabled Off  AF(N) 0 NIA NIA NIA
(] 5 GE5 Disabled Off AF(N) NIA N/A MN/A NIA
O 6 GEB Enabled Off  AF(N) 0 NIA N/A NiA
(] 7 GE7 Enabled Off AF(N) 0 N/A MN/A NIA
(] & GE8 Disabled Off AF(N) NIA N/A N/A NIA
[] 9 GES Enabled Off AF(N) 0 N/A MN/A NIA
O 10 GE10 Enabled Off AF(N) 0 N/A N/A NIA

>  System Power(W) : %~ POE ,%JE/)%%%“MIEZ(Watt)
> System Temperature(C) : BRZ#AEBE(C) -
> Refresh Rate: &Ff® “None,5 sec,10 sec,30 sec” MRIFAEE - LUESIEE POE EFHIBHH T &=
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Az $i 3t
Port ERHR AR
EEIRETEIAR
Port Enable * Enabled : POEE IR EINAERIRR E MR A& A 5 RY

* Disabled : POEE IR HEINEEAYER TE ik 85 B B
BIZIEPOEEREE KA
Status * On:POEBRERE T MRESFER
o Off: POERE R L Ak 85 SRR

FARPOEZREY B1IRAR(Y) 2 & E/AF(N) AR ER/AT(Y) B EE/AT(N) R

Type
P s
Level ZENPOEPFTAClass$af! - #8/R0/1/2/3/41EEClass0 / Classl /
eve
Class2 /Class3 / Class4
Actual
BREREPOEEFIEEEEHFENINIEMW)
Power(mW)
Voltage(V) ZARPOETEEE(V)
Current(mA) BRERIPOEM TIFE R (MA)

BETHNTENEER 1-16 - RAEHEB"EJit"RERTE -
Edit Port Setting

[ Apply ] [ Close l

LEER 9> AR $ (B8 POE MWRLA/IFA - 37E It PoE Riigs FS{EERIRMN POE RUA/1FH
> Port: BARMEERERE -

® Enable: FAZERER POE HEINRE

® Disable: FABIERIE POE HEINAE

HE Apply” #ZFEFZEE - 8 “Close” EEAE
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6.2 POE EIFEERE(POE Port Time Setting)

PoE X287 #& PoE FEINEE - At AEEE B E AL AR BRI POE - EolLIAIFEEINGE - X
F1E PD BN ERERUES - B - 2EBEFBEH I UBYIRGIRIREFEES - HEB1E Web

ITHEE PoE FAEINGE - AR AEEEEREREFTEERMENFRE - WKBENREETEX -
POE Setting + POE Port Timer Setting
Status
Network
Port
POE Setting
VLAN

GE2
GE3
GE4

MAC Address Table Mon ggg v
Spanning Tree Tue |[GE7 v
ERPS Wed | GE8 v
Discovery Thu gg?o v
DHCP Fri | GE11 v
Multicast Sat |ogss v
IP Configuration Sun GE14 7

> Port: BEE—(EHEPERAGERHEF -

Port | | GE3 v |

Tue O 0O O 0O

Thu B e BN

Sun O 0O 0O 0O

| & B B

Mon O O

Fri (J
l Apply ‘

> Mon/Tue/Wed/Thu/Fri/Sat/Sun : B3 — 2 H - 00-23 BL75E+E POE EAEHHER -

52 Apply’ BEHHETLE -
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7. VLAN

EREBEIMEE(VLIAN)ZE—HAEEREZ RN  SEEREGERIE —EEY—SETEN - BmEEE
ERT - VLAN BEEBEREARE(LAN)BHEENEY - B VLAN &KL EE—IE - BlIREMAER—
A HRER D

CS-3416G-16P A% 2 BRI PIILEREEMAVLIAN)ZIE - BHT7TBENREN—LER - #BE—5R
ERR - VLAN REBERE 2 BREBZERE | THEEAR 1% - CRHRABEIDRBERR - (EMRHBY
WEE  ZEMHNZERESE

>

ERESEEILREERN IEEE 802.1q 1R58A7 VLAN SLEREREIRA VLAN - ZHTRERER VLANL Ei8
(PVID) -

7.1 VLAN

7.1.1 BI# VLAN(Create VLAN)

FAESEEE 0 LUTE Available VLAN jBE G #E1E VLAN &5 - 32 VLAN #R5EE 5% IEEE 802.1q 2% -
Available VLAN /B8 o] DI% % -

Status

Network | Available VLAN  Created VLAN
Port i
- | [VLAN 2 VLAN 1
g . |VLAN 3 VLAN 4094
— VLAN VLAN VLAN 4
VLAN 5
% VLAN VLAN 6
| [VLAN 7
VLAN Configuration ' |VLAN 8
Membership i [VLAN 9 -
PortSetting = =0 0l
% Voice VLAN |
- | Apply |
% Protocol VLAN
2 MAC VLAN
¥ Surveillance VLAN VLAN Table
% GVRP
MAC Address Table Showing entries Showing 1
Spanning Tree e e
Crps W | VLAN | Name | Type | VLAN Interface State
- 1 default Default Enabled
Discovery . .
DHCP 4094 VLAN4094 Static Disabled
Multicast
| Edit || Delete

IP Configuration
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> VLAN: EHEEESEE7 " "Available VLAN"R 3 #1E VLAN #R5% - &) 2"Created VLAN"E - &1
#5eR 7 802.1q VLAN -

52 Apply” BEHKETLE -

VLAN Table : EHZEEE oI 2EZARELMERA VLAN - HIREPLEE"EJit" - AIEREEES

ol DIFEE iz VLAN B2 Rt -
Edit VLAN Name

Name | [VLAN4094

Apply | ‘ Close

HEZE"Apply "# 7 EHIZEE - B "Close" i E -

7.1.2 VLAN %% (VLAN Configuration)
EHEEEE o LUEREEERIEN LAG R EERRPEE Excluded / Forbidden / Tagged / Untagged

Network VLAN Configuration Table
VLAN

POE Setting
= VLAN
% VLAN

Entry Port | Mode | Membership | PVID | Forbidden |

sl 1 GE1  Trunk O Excluded O Tagged @ Untagged )
) 2 GE2 Trunk O Excluded O Tagged @ Untagged 0

Membership . — _
Port Setting 3 GE3 Trunk ® Excluded O Tagged '/ Untagged )
¥ \oice VLAN 4 GE4 Trunk ® Excluded O Tagged O Untagged O
% Protocol VLAN 5 GE5 Trunk O Excluded  ® Tagged O Untagged )
9 MACVLAN 6 GE6 Trunk O Excluded @ Tagged O Untagged 0

¥ Survelllance VLAN

o e ® Excluded  Tagged ' Untagged
MAC Address Table 8 GES8 Trunk ® Excluded O Tagged O Untagged
Spanning Tree @ Excluded Tagged | Untagged
ERPS 10 GE10 Trunk @ Excluded O Tagged O Untagged O
Discovery 11 GE11 Tunk  ® Excluded O Tagged O Untagged )
¥ DHCP 12 GE12 Trunk ® Excluded O Tagged O Untagged 0
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Rz F it

VLAN #EIFIEEM VLAN ID 82 F VLAN
Port BRERRBEME

Mode FENERIR VLAN 2T E

BZGEEIBEEIRTE VLAN ID R EEE
e Excluded: {5EEZHIBE VLAN PIEHER

Membership . L

* Tagged: faE&E#IE#E VLAN B2 tagged AL &

* Untagged: f8E&E#E7E VLAN 2 untagged A&
PVID BRMTHEZER PVID
Forbidden BEhRRISETEERRE VLAN PREE

> VLAN: HZEEEE ol DIBE MIESERE VIAN IETRE -
® Excluded: Z/TEHHERIAZ VLAN AL E - SE2FrAEFEERM LAG WiERE -
Tagged : %7 HE=Z VLAN B tagged (& -
Untagged : #Z7THE=E VLAN Y untagged A& - VLAN B EIAINRBHEBLZEZTE VLAN
PVID : Z%#% 77 HE PVID s E4 VLAN 9 VID - PVID 22 B{EEEIRREN -

Forbidden : E#iEZHIETEEIE -

7.1.3 X E & 1&(Membership)

BNFTAERIERESH - EHEEHEE L AEEREETIAE "Edit" B2 VLAN 88 - (Note:
Number=VLAN number, F=Forbidden, T=Tagged, U=Untagged, P=PVID)

SRILERIBANTER VLAN B - ZERIBU AR AT EM VLAN KAE - BRZERBDENA
20 VID 4095 - MR e a2t =~ IRV :E IR EE (A VLAN EXME untagged HE - BIM{E R s 2 BpiEER
ERPVID MZAEAE - BRI - REDJBESE—ME VLAN EJR2I5—1E VLAN -
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VLAN -+ VLAN -+ Membership

Status
Network Membership Table
Port

POE Setting

| Port  Mode | Administrative VLAN | Operational VLAN |

& VLAN 0O 1 GE1 Trunk 1UP 1UP
Create VLAN .
VLAN Conflguration O 2 GE2 Trunk 1UP 1UP
(o)
Port Setting O 4 GE4 Trunk 1UP 1UP
9 Voice VLAN O 5 GE5 Trunk 1UP 1UP
2 Protocol VLAN i
fofoco O 6 GE6 Trunk 1UP 1UP
2 MAC VLAN
o Surveillance VLAN O 7 GET  Trunk 1UP 1UP
2 GVRP O 8 GE8 Trunk 1UP 1UP
¥ MAC Address Table O 9 GE9 Trunk 1UP 1UP
¥ Spanning Tree O 10 GE10 Trunk 1UP 1UP
iR b
Port BNERIBEBE A
Mode ZANERIR VLAN BT E
Administrative VLAN FANRZGBEIRAY VLAN E1B5IR

AR EZERHR R VLAN 2E17513K -Operational VLAN 2158 BT EIE

Operational VLAN o . .
#B17RY VLAN AREE - OIRESIEIE VLAN A [5

Edit Port Setting

Port | GE3

Mode | Trunk

4094 1UP

Membership

i (O Forbidden

() Tagged
| @ Untagged

Apply | | Close |
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> Port: BERPTERERIBART -

> Mode: BRENERERH EPTERNEREE VLAN £ -

> Membership : BHEFTEELHIT VLAN ID R RIFIZRBZERIFIER - 1R FEs2 VLAN 2 tagged - Al
gt HIREARISIRS - BEEED -

HZE"Apply "# 7 EHIEZE - B "Close" i E -

7.1.4 Port Setting

FRAEEEEILIEE VLAN = Access / Trunk / Hybrid -
VLAN -+ VLAN -+ Port Setting

Network Port Setting Table

POE Setting Q |

= VLAN Port | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink | TPID |

€ & | &

3
o
[=]
=h

|
# VLAN 0 1 GE1  Trunk 1 Al Enabled Disabled  0x8100
Create VLAN ; )
VLAN Configuration O 2 GE2 Trunk 1 Al Enabled Disabled 0x8100
Membership (] 3 GE3 Hybrid 4094  Untag Only Enabled Disabled 0x8100
2 Voice VLAN
& Profocol VLAN 6 GE6 Hybrid 1 Tag Only Disabled Disabled  0x8100
2 MAG VLAN
& Surveillance VLAN
© GVRP 8 GE8 Hybrid 1 Tag Only Disabled Disabled  0x8100
¥ Spanning Tree 10 GE10 Hybrid 1 Tag Only Disabled Disabled 0x8100
¥ ERPS ] 1 GEM  Trunk 1 Al Enabled Disabled  0x8100
] 12 GE12 Tmunk 1 Al Enabled Disabled  0x8100
i Fii
Port BRTE
Mode FERERHE VLAN 30 Hybrid/Access/Trunk/Tunnel
PVID FRNERHER PVID
Accept Frame Type BNERIBNENE 085
Ingress Filtering BREEENA BB IARE
Uplink AR _E1THERSARES
TPID FoRNTEEAN TPID
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Edit Port Setting

Port| GE4-GE10 ,
@ Hybrid
. (O Access '
Hodeé O Trunk
. (O Tunnel
PVID | |1
O Al
Accept Frame Type | ® Tag Only
' Untag Only
Ingress Filtering | [ | Enable
Uplink
TPID
[ Apply l [ Close ]

> Hybrid: 7T EOLIZE—E32E VLAN 8 tagged 5§ untagged A8 -
Access: IE/TEIZE— VLAN B untagged A8 - DUEEE IR ERNEFBRHE R FECERR -

> Trunk: T EZ&HZ—E VLAN 9 untagged A8 - B E2Z @%@ VLAN B tagged AL & - TELIL
B PR ENEFIRE S PR -

> Tunnel: EEEEEREBUUERHEHEBPERBESLZHH VLAN (PVID) -

> PVID: & A VLAN §9:&%22 VLAN ID(PVID) - 8 A untagged FAAEA] priority tagged FHAEER A%
VLAN -

> Accept Frame Type : EZENHEALHERVAERE - ABRRERUNWAESEAOEREE - 5L
AERREESREXN NI - MR -
o All: ENEESHBEERIE : untagged FIE - tagged FAAHER] priority tagged FUE ©
® TagOnly: TER#ZEU tagged KIFAAE -
® Untag Only: /T EHR#5 untagged 1 priority tagged FIFHAE

> Ingress Filtering : EEAZEEETLUER "Enable” DIBIAALO®RRE - ENEMAALBER - &N
EREZZMBAERABRNEMNE VLAN HEAGE - —fEFRaFRSBMAALBIE - EFHE
RN ch SRR AR RAN -

> Uplink: EREEEE0LIET" Enable” BN HERER LITHEKEREER -

> TPID: MR Uplink ERIA - BMTEERENNRZRHEH B (TPID)E -

BB Apply "B HEE - 8 Close"BEFHE -
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7.2 585 VLAN(Voice VLAN)

sa = VLAN olE AR EEFIBEREHmRBESE VLAN L IP B IP EERE  EmiER VolP ik#%-VolP
MEBERR MAC UILEFEBRLRER OUl Ik - EAEEEE LI 154094 $EARE VLANID -

7.2.1 Property

VLAN ~+ Voice VLAN ~+ Property

¥ Status

¥ Network T
¥ Port i
¥ POE Setling

VLAN

CoS/802.1p |
Remarking
Create VLAN
VLAN Configuration Aging Time
Membership
Port Setting I Apply I
% Voice VLAN -
Voice OUI Port Setting Table
% Protocol VLAN
% MAC VLAN
% Surveillance VLAN
o GVRP | Entry | Port | State | Mode | QoS Policy

GE1 Disabled Auto Voice Packet
GE2 Disabled Auto  Voice Packet
GE3 Disabled Auto  Voice Packet
GE4 Disabled Auto  Voice Packet
GEbS Disabled Auto  Voice Packet
GEB Disabled Auto  Voice Packet

¥ MAC Address Table
¥ Spanning Tree
¥ ERPS

¥ Discovery
¥ DHCP

n
]
]
]
]
J
¥ Multicast ]

(=B & L L~ I A B

s]

State: EAESEIEE0LUEE "Enable” 3" Disable” ZINEE -

VLAN: EREEIESREERE VLAN -

CoS /802.1P Remarking : fEFHZEERETILIA VLAN 52E CoS 802.1p BIT#kAl -
Port Aging Time : £REEEE 0D E IR RNVIEERE -

vV V VY V

BB Apply "B S TLE -

i Rivi b pan
Port ANERIBEE
State FARNTET] F/RARAARBE
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Mode BN EVLANET
QoS Policy FETAE EVLANE QoS B A b

Edit Port Setting

Port | GE1

State |

O

Enable

Auto

Mode | Manual

O®

Voice Packet
All

QoS Policy |

O®@

Apply l [ Close l

Port: FETRERHEEES -

State : 7T EI$]FE/FARAAREE -

Mode : #EiEZEE VLAN &35 -

Qos Policy : #1525 VLAN 3T QoS B

Y V V V

HEApply "EFERIEE - 2L "Close" 5%

7.2.2 i858 OUI(Voice OUI)
AEE—FFHFTOUNZ MAC IHItWBI =B =6 - ME=RBFeHE 2@ ID - FREEES LIS
B OUlI B EEEE- Fig OUl & 38 VLAN EHIBESIEH OUI 5 7E IP EREWREINFIBRE -
#HEERES VLAN 883X - BIRIBER OUl WAl SR BERER OUl #HI{AE - B#EE VLAN Bk
BEBEEERIBRERBREREANINEZEE VLAN - TR BRBEEERTE L 8 Eixminit
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VLAN -+ Voice VLAN -+ Voice OUI

¢ Status

¥ Network Voice OUI Table
¥ Port
 POE Setting Showing[AlI VIemries

RaEON - oul | Description
% VLAN
Create VLAN
VLAN Configuration 00:03:68 Cisco
Membership [ 00:E0:75 Veritel
Port Setting O 00:D0:1E Pingtel
N ER I (J 00:01:E3 Siemens
Property .
UJ 00:60:B9 NEC/Philips
o Pro b IVIAN 0 00:0F:E2 H3C
% MAC VLAN O 00:09:6E Avaya
¥ Surveillance VLAN
© GVRP Add || Edt || Delete
i Fi it
Oul ZQUI MACATE
description BROUISE#L -
Edit Vioice OUI
| OUl| 00:03:6B !
Description

Aoy J[ Close |

FREEEEYMAIENN OUl siigiaaMFRzZR+ I OUl
BHE "add” MMABIZEHR OUI -

BHE "Edit” Bz OUI EiH -

E "Delete” fHIPR OUI &l -

HEApply "#ZEFIEE - B "Close" BB E -
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7.3 1%%E VLAN(Protocol VLAN)

7.3.1 % E & 4H (Protocol Group)
FREEEEDEIIEEREF L FERE VLAN B H - W8 E “add” - “Edit” ] “Delete”

TNEEETTEIE -
VLAN - Protocol VLAN -+ Protocol Group

Status
Netwark Protocol Group Table

Port
POE Setting Showing entries Showing 1 to 2 of 2 entries

[ | | Group ID | Frame Type | Protocol Value |
] 1 RFC_1042 0x0600
(] 2 |EEE802.3_LLC_Other 0x0601

4 VLAN
Create VLAN
VLAN Configuration
Membership
Part Setting

4 Voice VLAN
Property
Voice QUI

4 Protocol VLAN

| add || Edt || Detete |

Group Binding
2 MAC VLAN
% Surveilllance VLAN

2 GVRP
1R b pu
Group ID BNBEMNRAID
Frame Type BNEENTEEE
Protocol Value BRBENRERE

Add Protocol Group

------------------------------------------------------------------------------------------------------------------------------------------------------

Group ID i

=zszzsszzszssszsszssssszzsszsszsssssszssssszzssssszsssssszssssszzssssszsssssssssssszzssssszsssssszssszszzsszzzszzzasd

Frame Type

_________________________________________________________________________________

| Protocol Value ' |ECEs02 3_LLC_Other ;
] RFC_1042 e

[ Apply l [ Close l

> Group|ID: EZSEREHEID SHEA/KE1E8 -
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> Frame Type: ZBRBENEIREPH)\MTARZIFEERBBMN B EHEE - BEERTOMRHAIBE
EEN VLAN B ERAELER -
® Ethernet_Il: HEI5E8Z Ethernet_ll
® |EEE802.3_LLC_Other: :8145AIE 802.3 16 - %A LLC HMh3RE -
® RFC 1042: #6582 rfc 1042 & -
> Protocol Value: @A BRBENHEE - FEHEENHEE D EEIEERN VLANID -

BEApply "R ST - B Close"BEHE -
73.2  B#HIE(Group Binding)

FTREEEETN AT EEFBRTESA VLAN ID WA ERE VLAN 548 - W:eE “add” - “Edit”
1 “Delete” INEEETEIR -

VLAN -+ Protocol VLAN -+ Group Binding

¥ Status
v

Group Binding Table

N
¥ Port
¥ POE Setting Showing entries Showing 1 to 2 of 2 entries

W | Port | Group ID | VLAN |

] GEs 2 4094
Create VLAN .
VLAN Configuration U GE6 2 4094
IMembership )
Port Setting l Add l l Edit l [ Delete ]
# Woice VLAN
Property
Voice OUI
4 Protocol VLAN
Protocol Group
R4z it
Port FAR B0 E AH S B B A0 TR RO B IR G
Group ID BNERBHEREAEID
VLAN BRDBRATSRERENE THVLAN ID
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Add Group Binding

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Available Paort Selected Part

| [GE3 GE5
. |GE4 GEB
| |GET7
Port: |GES
| |GE9
' |GE10

> Port: EERIEPEZERE AREBIEAARBEANE - WEGREPEEFERER - R
BRZARRABEENAE - REEBEEERRES VLAN BN E L B FHER AN E - EE
AR "Add” HEEED -

Group ID: EZEESEIBHEEMANEA ID - EEAR "Add" HHEE -
VLAN : A D B4 S mERAHRE &/ VLANID -

HE Apply "#ZEFIEE - B "Close" BB E -

74 MACVLAN

74.1 MAC ###(MAC Group)
MAC VLAN IhgER T iHE AR untagged S B2 ELE] VLAN - IEMARE T S2/92RRE MAC AL EREETTH
#8 - MO LUE B E MAC 2] VLAN RPRBERTER MAC 2] VLAN RIBRET - 5 AME MAC UHEFE S
B VLAN ID oliEEBE - REVMBEEREELA MAC 2| VLAN RE (B E—EZ &%k - HPE= MAC
A3t VLAN ID A9RRET ) -

& untagged 5§, priority tagged MW B1Z2ERZEH MAC 2 VLAN RPEEFER - BESHIHBIHR
B MAC firtlt - t1RILKEEE - RIFFHHER VLAN ID 15k 6 - IR EEA priority tagged - B R
FzE; 8 BEARKRESR 0(B) - 15K VLAN ID #&1R1E VLAN FETHRE - 1R VLAN B34 8l
MBHHOETAORE, BRI BEEHE - BERWE IR E MAC AR5 2 247 L 5 R BIZA VLAN -
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WE&E “add” - “Edit” A "Delete” INEEETERE -
VLAN +» MAC VLAN -+ MAC Group

¥ Status

¥ Network MAC Group Table
¥ Port
¥ POE Setting S entries

Create VLAN

] 215 8C4D:EAFE:CCAE

W GroupID | MACAddress | Mask |

Showing 1 to 1 of 1 entries

VLAN Configuration
Membership

 oadd || Edt || Delete

Port Setting
4 Voice VLAN
Property
Voice OUI
4 Protocol VLAN
Protocol Group
Group Binding
& MAC VLAN

R s

Group ID HNBERIRFAEID

MAC Address ZANB ERMACHIIE

Mask BN SR ENMACILEER

Add MAC Group

Group 1D E

. MAC Address

[ Apply l l Close l

> Group ID: #IEEAH ID SRAS
> MAC Address : #& A MAC fiit -
> Mask: BAZEEITEH MAC L

PX‘ service@cerio.com.tw
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HE"Apply "# 7 EHIZEE - B "Close"FFi E -

742  B#HHITE(Group Binding)
Group Binding IhaEDEFEAZE R MAC VLAN Zf/HEAE(EE#IBAT VLAN ID #1€ - WARE "add”
“Edit” 1 “Delete” INEE#EITEIE -

Status

Network Group Binding Table
Port

POE Setting Showing entries Showing 1101 of 1 enties (Q [

I

SR (] GES 215 4094
Create VLAN

VLAN Configuration
IMembership
Port Setting

4 Voice VLAN
Property
Voice QUI

# Protocol VLAN
Protocol Group
Group Binding

# MAC VLAN
MAC Group

First | | Previous

| Add || Edt || Deete |

L fit

Port BN B E RS BB T ERVE IR ID

Group ID BNEEIRHMERNEA ID

VLAN BRDECATEHERFHEIERY VLAN ID
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USER MANUAL

Add Group Binding

......................................................................................................................................................

: Available Port Selected Port
| [GE3 GES

ii GE4
i |GES
Port| |CES

> Port: EEARMEREZEERE  REBIANE MAC HHE - SAEARMEDEESEE  REB3
ERIBERE MAC ERIHIE - RecBEEFEERRES VLAN E20r077 E 1L 2 7 E B A48 E -

> Group ID: EEREFIBHEMARAEID -

> VLAN: BADBC#ATE MAC Z4ENFER VLANID -

BB Apply " HEE . 8" Close" BB E -

7.5 BZ¥E VLAN(Surveillance VLAN)

751  B5%k4REI(Property)
FREEEES 0 IEEREEBAKKRE Surveillance VLAN I fEE T EAEE -
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VLAN —+ Surveillance VLAN ~+ Property

Status

Network .
o State | ¥ Enable
Port

POE Setting VLAN | | VLAN4094 v

Cos/802.4p| @ Enable

Remarking
Aging Time | [1440

Create VLAN
WVLAN Configuration
IMembership
Port Setting

4 Voice VLAN
Property
Voice OUI

4 Protocol VLAN
Protocol Group
Group Binding

% MAC VLAN
MAC Group
Group Binding

4 Surveillance VLAN

[ Apply l

Port Setting Table

Q[
| Entry | Port | State | Mode | QoS Policy |
GE1 Disabled Auto Video Packet
GE2 Disabled Autc  Video Packet
GE3 Disabled Auto Video Packet
GE4 Disabled  Auto  Video Packet

[
U
O
U
]

PR R

State : ZEEEEDIRIASFH Surveillance VLAN IfHE -

VLAN : #3Z Surveillance VLAN ID - Surveillance VLAN ID ~8E2F85% VLAN -

Cos/802.1p: #+F VPT B - ERUHMNEEFEAUL VPT BIERAREELRHA -

Remarking : s EEEELIRASERZER - IR - RGNS HILEETERC
Aging Time : W AIEEREIE - FERRER 1440 HiE - RSB EAIFEEA - FH&f VLAN BEE
U EB BB -

YV V V VYV V

B8 Apply "R B ERE -
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Port Setting Table

al

W Entry | Port | State | Mode | QoS Policy

] 1 GE1 Disabled Auto Video Packet

O 2 GE2 Disabled Auto  Video Packet

] 3 GE3 Disabled Auto Video Packet

O 4 GE4 Disabled Auto  Video Packet

(] 5 GES5 Disabled Auto Video Packet

O 6 GE6 Disabled Auto  Video Packet

[] 7 GETY Disabled Auto Video Packet

dJ 8 GES8 Disabled Auto Video Packet

(] 9 GE9 Disabled Auto Video Packet

dJ 10 GE10 Disabled Auto Video Packet

] 11 GE11 Disabled Autoc Video Packet

O 12 GE12 Disabled Auto Video Packet
Rz Fa 3t
Port BNEEREE
State BRI EIRY RR A/ 1F AR S
Mode FBREEVLANET
QoS Policy #aRSurveillance VLANZ S E L ZMES €

Edit Port Setting

| Enable

..........................................................................................................................
__________________________________________________________________________________________________________________________

Auto
) Manual

__________________________________________________________________________________________________________________________
..........................................................................................................................

______________________________________________________________________________________________________________________________________________________

[ Apply l [ Close l

> Port: BANEENERENEEE -
> State: AEEEELRIAIERTER Surveillance VLAN IHEE -
> Mode: E#E3E 18 Surveillance VLAN &= -
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® Auto: i85 VLAN EEH@AIRKS OUl RINHE - WiFEWRERIRITIE R 81 VLAN ID
tagged W E -
® Manual: FFHEFZFERTEFIBEE VLAN ID taggged AL B -
> QoS Policy : ZE#ZEEHIER QoS Policy &3 -
® Video Packet: fRFFE : Qos BHEANKIE MAC it 8= OUl i E
® All:Qos BHiEAR 7% Surveillance VLAN W3 &

HE"Apply " FEHIEZE - B "Close" i E -

7.5.2 EZ#E OUI(Surveillance OUI)

EAEEEEULIEBREMLBEEMIE - FwEME OUI MAC Al - 52E"add" - "Edit"#1"Delete"1f)

BEEEITEIR -
VLAN -+ Surveillance VLAN -+ Surveillance OUI

Status

Network Surveillance OUI Table
Port

POE Setting Showing entries Showing 110 1 of 1 entries ()
T ——

4 VLAN
Create VLAN
VLAN Configuration
Membership
Port Setting

Voice VLAN
Property
Voice OUI

Protocol VLAN
Protocol Group
Group Binding

MAC VLAN
MAC Group
Group Binding

Surveillance VLAN
Property

%€ % #® &

‘ @ | OUl | Description |
(] 8440EA CAMI

First | | Previous | 1

.\ add || Edt ||  Delete |

&

b3

5

&
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R pu

Oul FEROUI MACzE

Description BROUNE Byt

Add SurveillanceOUl
L | e—
Apply || close |

>  OUIl: @A OUI MAC fizilt - BIETE fRIBEIFEEDAREE -
> Description: #AEE MAC it i %t 2] Surveillance VLAN OUI & -

HE"Apply "# 7 EHIZEE - B "Close" i E -

7.6 GVRP

GVRP(EHR VLAN &t E) 7 IEEE 802.1p IRE R #ETH ; ©E2—EFF 5 IEEE 802.1Q FEMITE - AR
e B EN(ENR5)VLAN R EEERE GVRP ZER R 0] IRt GVRP 2R R VLAN sEEA

RIERBHEMAEER AT LURE#TILIA VLAN - ZER5FKMAEE VLAN 5 - GVRP 2 EEZ

ERGER GVRP X IERX MR ZEREEMEE - WHEZEN -

GVRP #E#RBEE Rt VLAN ID(VID)EZ2E AR — M0 VLAN RRE P iarr & EK=R - ILHh - Mo
RIFZRRERIFFE VLAN L, GVRP BIRERAERBMEER - —B GVRP B2 VLAN - EdJLURD
ABNERREMNERZRE -

7.6.1 [E1%(Property)
EHEEEEJLIRIA GVRP el E GVRP LB EEEIEAVEEM -
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VLAN -+ GVRP -+ Property
Status
Network
Port
POE Setting

Create VLAN E ElEU |

VLAN Configuration :
Membership LeaveAll | (1000 |
Port Setting . e
4 Voice VLAN Apply
Property
Voice OUI
# Protocol VLAN Port Setting Table
Protocel Group
Group Binding
4% MAC VLAN —QII
MAC Group [ ] | Entry| Port | State VLAN Creation | Registration
Group Binding ] 1 GEf1 Disabled Enabled Normal
AL BN (S O 2 GE2  Disabled  Enabled  Fixed
Property 0 3 GE3 Disabled Enabled Fixed
Surveillance OUI =
& GVRP O 4 GE4  Disabled Enabled Fixed
[] 5 GE5 Disabled Enabled Normal

> State: :RE GVRP INEERIBLAAEE
® Enable: MR ZERIEA GVRP - HRI&FH GVRP -

> Operational Timeout : Join/Leave/LeaveAll ERFE8 - FAZ2KIZH Join/Leave/LeaveAll 2 853X -
® Join:GVRP IA#BHS -
® Leave:GVRP {REBIBHF -

L8 Apply "R E FRE -

1R i pa

Port EEIREHE

State BNEFIBGVRPIAR

VLAN Creation BN iEEIBGVRPAIZEVLANAR B&
Registration FRIEREIBGVRPE MR
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Edit Port Setting

GE2 GE4 |

| | Enable
Enable

o Normal '
(@ Fixed |
() Forbidden i

i VLAN Crealmn
: Registration

Apply H Close ]

> Port: BE/RERRIRT -
> State: BE/R/THE LA GVRP Z2RIREZFFH -
> VLAN Creation: 8/R/TE _EHIEISE VLAN BIZ2RIAEZFA - MRFH - GVRP oJLUETT - B
AEZEIZHAI VLAN -
> Registration : &R/ E LR VLAN FEHET -
® Normal: [EE#R - oFFENRR VLAN 1EEEIRE Fai il - B3RS EMAFRE VLAN B -
DEFENEFNEFEE VLAN 18
® Fixed: A/mFFEIRE VLAN 1EiE#HIE LREf - ROMPERE 5 XA VLAN Bl narsses
VLAN &
® Forbidden: AFFENRE VLAN R38R FaH L R /maF 7858 VLAN 6

HE " Apply "#EZEFIEE - B "Close" Bl E

7.6.2 M EE1E(Member ship)
BUF GVRP INEE IEAEERIBEE E A GVRP RAEE - FHESIEE 0 EE GVRP lEEH »
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VLAN -+ GVRP ~+ Membership

Status

Network Membership Table
Port

POE Setting Showing entries Showing OtoOofOenties  Q [
VLAN | Member | Dynamic Member | Type |

‘ 0 results found.

& & # 4%

2 VLAN
2 Voice VLAN
= Protocol VLAN First | | Previous
% MAC VLAN
2 Survelllance VLAN
4 GVRP
Property
Statistics
i i
VLAN VLAN#R 5%
Member VLANARSIE N B BIFEFRARNENE RN E
Dynamic Ports GVRP&E MRV EN AR A B IR
Type VLANEEI /) B #Fpe o B A

7.6.3 #ETEIE (Statistics)

BUAI 8 E GVRP INEERS - (FAEEREE I LIEE GVRP hE{EEZEENE - 83 Receive * Transmit
F0 Error »
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Leplify yeousr Wire

-+ GVRP -~ Statistics

Status
Network
Port

POE Setting

Port
i @ Al

Receive
Transmit
) Error

Statistics

Voice VLAN
Protacol VLAN
MAC VLAN
Surveillance VLAN
GVRP
Property
Membership

None
bsec
w (O 10 sec
| ® 30sec

Refresh Rate

[ Clear l

Receive

¥ MAC Address Table
¥ Spanning Tree

| Join empty | 0

| Empty| 0

HE “Clear” FEZEH

Empty ©
Leave Empty ©

i
i
i
i
i
i
i
I
i
I
i
I
i
i
i
i
ar
n
n n
n n
n n
n n
n n
" n
" n
" n
i n
" "

1
1
1
1
1
1
1
Il
1
1l
1
|
|
1
1
1
ar
n
n
n
n
n
n
n
n
n
[
1

[T = T = TLLI = B = T
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11 fat

Join empty EULsLE#E)oin Empty B ERE =
Empty B EREMpty EENEE
Leave Empty EUg sk E#ELeave Empty BEHNEE
Join In BEWEEEloin INEENEE
Leave In B EHiLeave INEEWEE
Leave All B E#iLeave AICEEEIZE

Invalid Protocol ID BEWEMIBEIDNE =

Invalid Attribute
Type

BEN Ty et B B

Invalid Attribute B mYValuel &2

Value

Invalid Attribute B LengthiBIE

Length

Invalid Event EWEWEventEI 2
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8. MAC Address Table
8.1 &h&sfiiiit(Dynamic Address)

ICE AN EZR BN MAC i1 - FREEEE R EEZBNIEERE -
MAC Address Table + Dynamic Address

Status
Network
Port

POE Setting

| Aging Time | (200

€| € & | & &

l Apply ]

MAC Address Table

Dynamic Address Table
Static Address

Filtering Address Showing entries Showing 1 to 15 of 15 entries Q |:

Port Security Address

B | VLAN | MACAddress | Port |
1 00:08:9B:D5:33:E4 GE25
1 00:11:32:1176:30  GE25
1 00:1A'97:01°:AD:B1  GE25
1 0060BYBFB674 GE25
;
]

Spanning Tree
ERPS
Discovery
DHCP
Multicast
00:EQ:AQ:10:0486C GEZ25
40:B0:34:54:97:82 GEZ27

IP Configuration
Security

& € &€ | %« | & &

OUuoyuog

> Aging Time : —EEE a7 MAC fililt &= P IRBHRERE) - BREES 10 E 6307 -
&5 300 7 -

BEApply FE AN ETLE -

L i

MAC Address AW RERAMACATIIE

VLAN REZBRIBERMACEERVLAN
Port TTE B RIE R

FHESEEME MAC (B EIESRBINE "Add Static Address” 15 E PR MAC illtiEE%
Z "Static Address” IfgED -

V.1.1a @ WWW.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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8.2 EFREMiILL(Static Address)

MREAESEESEERBTEE 7 MAC il - BIERE MAC UHtEHEEZERIED  NRKRHEE
R EMEEIRSEAEME - BRIFEEIHEERIRE - 32T "add" ~ "Edit"f]"Delete"IBEETEIE -
MAC Address Table -+ Static Address

Status

Network Static Address Table
Port

POE Setting Showing entries Showing 110 1 of tenties  (Q [

W | VLAN | MACAddress | Port |

— MAC Address Tabl
ress faoie ‘C] 4094 SC-4D:EA00:00:01 GE2

Dynamic Address - -
First | Previous

| Add || Edt || Delete |

Filtering Address
Port Security Address
v g
MAC Address H B AF R B X AIMACAHT L
VLAN EEEBRIBFRMACEERVLAN
Port TTEI S E IR AR R

Add Static Address

MAC Address | |8<: 4D:EA-00:00:01

VLAN |4094

GE1 v ]

Purt

| Appy [ close l

> MAC Address : @i A B # S AE BE3EX AT MAC it -
> VLAN: #@ A& MAC FilE VLAN ID -

> Port: EE—ETEIIRRTE -

B8 Apply (TP HISE - 2" Close" BT
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8.3 iBiEfirilt(Filtering Address)

FRAZEEEE LT MAC KPP REZTZBIEN MAC iIyoit - R Z AR MAC- 2 MAC #&# R LE -
2 E"add" ~ "Edit"#"Delete"INEEETER -
MAC Address Table + Filtering Address

Status

Network Filtering Address Table
Fort

POE Setting Showing entries Showing 1to 1 of 1 entries () |

€|« &« | & &«

B | VLAN | MACAddress |

— MAC Address Tabl
ress laoe ‘C] 4094 8C:4D-EA:00:00:0E

Dynamic Address - -
First | | Previous

Static Address
[ Add l [ Edit ] [ Delete l
Port Security Address
R i 3t
MAC Address EEEEAENEPHEEMACAILE
VLAN IEEFFREMACHTEVLAN ID

Add Filtering Address

. [pcapEA D 00:0E

=y

[ Apply l [ Close ]

» MACAddress : BIAEEZEZITEPRIERE MAC il -
» VLAN: BAfEEFR MAC Ff/E VLANID -

BB Apply "FE S E . 8" Close"BLE -
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8.4 BZLZAit(Port Security Address)

EREEIEE0LIEE Port Security Address I8t - a2 E "add” ~ "Edit"#1"Delete"IhAEETEIE -

MAC Address Table » Port Security Address

Status
pctuoik Port Security Address Table
Port

POE Setting Showing entries Showing 1to 1 of fenties Q[
¢ VIAN R e e —
— MAC Address Table ‘

® (% | & € «

W | VLAN | MACAddress | Type | Port |
[ 4084 B8C4D:EA00:08:0A SecureConfigured GE5

First | | Previous | ™1

Dynamic Address
Static Address
Filtering Address

| add || Edt || Delete |

1R g

VLAN EEZBNELZERVLAN

MAC Address RIBLZEEEMACAIIE

Type RBZTIETEE

Port 7T HE BB IR AR R

Add Port Security Address

| MACAddress  [sC4DEA 000804

VLAN | [4094 |

Port |

[ Apply ] l Close l

> MAC Address : i ABZEH MAC fitl -
» VLAN: @ A MAC firtitFr/E VLAN ID -
> Port: NMHEEIEIERE -

HE"Apply "# 7 /AHIZE - B "Close" B E -
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9. Spanning Tree
EREIINBER A EMEREERE ZBESRE —RE—NRERMARER (SJLLEERE ) BE
RERAUREREUSHRERIFREE NREMBAAREZEEE  RBEREINAE £HEE &
BErTENMREERGNE  UREBERERSENEUEE - NRLALEMNE @ MinEREJERR +
M HEMER LAN DREMERER -

9.1 Et4(Property)

State |

i O sTP

Operation Mode | @ RSTP
i O MsTP

Enable

| @ Long
Fath COSt O Shert

A Eliern
BPDU Handling E:gzz?r?g

Port Setting
MST Instance
MST Port Setting

Statistics

Priority | (32768

Hello Time | [2

Forward Delay | [15

|
Max Age | (20 |
|
|

Tx Hold Count | [6

Region Name
¥ Diagnostics Revision
¥ Management

Max Hop

State: EREEEE I DUEERASFRZINGE -
Operation Mode : FREEIEE 0] DUEE 3 @EMBET | £MEI(STP) » HRIRE G (RSTP)L
Z4 A (MSTP) -
> Path Cost: ERHEEIEE O]DUERE STP HIERIEAAS Long 2 Short -
® long: IEERREFREEMAEL NEER : 1-200000000 -
® Short: IEERREFIBEEHAEL FEEEA : 1-65535 -
> BPDU Handling : 2z U4% BPDU ER - £RAEEIEE 0LUEE BPDU EIEE R
Filtering 5;#& Flooding - &7 STP EARASH BPDU #2575 = -
® Filtering : STP FABAKs#E % BPDU -
® Flooding :STPRARARFEZEBPDU -
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>  Priority: EHZEEEJLREBEBILRA - RERES 32768 - BE(EEELHN)RENZ

root bridge - I8 ERBFELAR - BUEES 0 2 61440 - W HIERES 4096 HIfEEL - (A2+ 16
B ARDE) - EEERIRBHELSRBIER  JBRFVE/) - BESHESGE root
bridge -
Priority= 4096 It's root Bridge
Priority=32768 Priority=32768

> Hello Time: shfESS5EEEEHER XS ERBERGZEIE (BPDU ) ZENERERE - RETRR
& 2%W(sec)  FREEEEUBFHERAEE1IEL0M -

> Max. Age / Forward delay : 2*({EE# 55 -1s) > =R KIEERFE > = 2*GEEREE + 1s) - RIRRE
HREENMAEAENREECHRHBRBRUM EEN) - BEE 6-40 & -

> Forward Delay: 57 STP #REE - SR ERBEEABERE 7RIS REMBBREAE
& - BUELEE 4-30 Z[F -
TX hold Count: fEE & LRFEEHEARRHENEANTEHE - BUEES 1210 -

> Region Name: MSTP EfIEME - RARER 32 @FT - FERER/R MM MAC Airdt -

> Revision: FHEEEEFREE MST 8E - BIEM"RevisionEEZM 1 - 5= MSTP 185758 -
BXEES 0 £ 65535 -

> Max. Hop: BRERBEMERABE - 15 BPDU $HEZERIE MSTP HhIBkE - BNEES 1
£/ 40 -
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USER MANUAL

V.1l.1a

¥ Status

¥ Network

% Port

¥ POE Setting
¥ VLAN

Port Setting Table

M Entry | Port | State | Path Cost | Priority | BPDU Filter | BPDU Guard | Operational Edge
¥ MAG Address Table 0 1 GE1 Enabled 20000 48 Enabled Enabled Enabled
— Spanning Tree

2 GE2 Enabled 20000 48 Enabled Enabled Enabled

Property
MST Instance 4 GE4 Enabled 20000 48 Enabled Enabled Enabled
MST Port Setting
Statistics 0 6 GE6 Disabled 20000 128 Disabled Disabled Disabled
R i e
Port IEENEIDETEIDYER
State IEEIBRYIEITARER
Path Cost IE B RISTPEE L A A
Priority B EIRAISTPESTAR A
BPDU Filter IEEIERIBPDUB EAKBE
BPDU Guard IEEIERIBPDURH EAKBE
Operational — e 5% 4 3 7 U A
IEE IR IE IR ETARRR
Edge
Operational

Point-to-Point

BB E BB TANAR

IEERENRBE - JEER .

Port Role 'BERE, 'EE, RIE, EEE ERE A HHE
fETEIRA B ATARES - TTRER -

Port State B, CEERE, CSERE A ERRE"

Designated

Bridge R EHRTB IO 4B1BID

Designated Port
ID

RigER LRVTEERID

@ wWww.cerio.com.tw

R, +(886) 2-8911-6160

’X‘ service@cerio.com.tw



USER MANUAL

Kt

Designated Cost Rz FiIEERMEEEAR

Edit Port Setting

| GE2-GE5,LAG1 |

Enable

| b

|

| @ Auto i
() Enable ,
) Disable !

Enable

Enable
) Auto
{ ® Enable ,
| O Disable ?

| Disabled |

_00:00:00:00:00:00 5

i Operational Point-to-Point | False

| appy [ ciose |

State : EREEEE IR ER AR -
Path Cost : FfEAZ(1-200000000)7% 2 B RMRER B 2 BHNRERE - Bt - BRBRIENE
DA EESRERNE  BaNES A ERRRERBINE - (BEHABEREBERERR) F
ARERERARLRER short 5 - mABEEMAESR 65535 - £ [E : 1-200000000(F& EE 0=
BHE - BRERO) -

> Priority : MRz FFAAENRBEHAER - AIBRSELARMNEIREERNERERRES
R PR E R ARV - MR B ERE D RS EEAA MARBHETSTHNESRER-
#E : 0-240 - TRm1ER 128 -

> Edge Port: 1EEEBRE -
® Enable: EABRARB(FSEHES) -
® Disable: #EABRAMRB(EREEER) -
ERERXT  ESEEREREUEAERIRE - MFIREAEREN B EWBPDUsIRS - Al

V.1l.1a

@ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw
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Ol BE S ESTPIRER R E R AR B AT EE -
> BPDU Filter : BPDU 8852 7€ 0] #* % 1t 15 & :E ¥ IR U /182X BPDU -
® Enable: #JF BPDU BIEINEE -
® Disable: EFIBPDUBBINAE -
> BPDU Guard : BPDU [i:&ae & & # A E #ILRY BPDU -
® Enable: #]JF BPDU Brz&IN8E -
® Disable: FBIBPDURIEINRE
> Point-to-Point : {5 ERHIRIER T :
® Auto: ZABENEBNETRE -
® Enable: EARBARAAMES -
® Disable: ¥# ABIEHREE -
Port State : 15 &R BERIRE - OlgER : "BAR" , "BEMRE" |, "BENRE" M "EHIRRE"
Designated Bridge : f&E418RI4315 ID -
Designated Port ID : X#28 EHIEER ID -
Designated Cost : RX#igs FIEE IR ISAA -
Operational Edge : &/~ “False” 2 "True” 7R%& -

YV V V V V VY

Operational Point-to-Point : #8/~R "False” 2 "True” 7ik%& -

BB Apply "FE NS E . 8" Close"BLE -

9.3 MST Z#I(MST Instance)

MST dJAB %4 STP Ef - BEEABIIFZMEREENE - WHEEES BB CH VLAN MEZIRR
& - o PUBI R ESEEEEREITRA -
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V.1l.1a

Status

Spanning Tree + MST Instance

Arpiify your Wire

Network MST Instance Table
Port
POE Setting
MSTI ‘ Priority Bridge Identifiter Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN |
MAC Address Table =
ress 4 0 32768 32768-8C:4D:EA:30:DD:53  0-00:00:00:00:00:00 N/A 0 0 14094
Spanning Tree . X
@) 1 32768 32768-8C4DEA30DD53  0-00:00:00:00:00:00 N/A 0 0
Propert -
e 2 32768 32768-8C4DEA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
Port Setting
@) 3 32768 32768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 NIA 0 0
MST Port Setting s 4 32768 32768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
Statistics O 5 32768 32768-8C4D EA30DD53  0-00:00:00:00:00:00 N/A 0 0
i 6 32768 32768-8C:4D-EA-30.DD:53  0-00:00:00:00:00:00 NIA ) 0
0 ST @) 7 32768 22768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
DH(?P 0 8 32768 32768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
plutict e} 9 32768 32768-8C:4D-EA30DD53  0-00:00-00:00:00-00 N/A 0 0
IP Configuration =
C 10 32768 22768-8C:4D:EA:30:DD:63  0-00:00:00:00:00:00 N/A 0 0
Securi -
AC':L”"W @) 11 32768 32768-8C:4D:EA30:DD:53  0-00:00:00:00:00:00 N/A 0 0
Qo8 s 12 32768 32768-8C4DEA:30.DD:53  0-00:00:00:00:00:00 N/A 0 0
{o}
: - @) 13 32768 22768-8C:4D:EA:30:DD:63  0-00:00:00:00:00:00 NIA 0 0
Diagnostics -
( 14 32768 232768-3C:4D:EA:30:DD:53  0-00:00:00:00:00:00 NIA 0 0
Management
@) 15 32768 32768-8C4DEA30DDS53  0-00:00:00:00:00-00 N/A 0 0
Edit
44 54>
R Fa 3t

MSTI

MSTE4HIID

Priority

IEEMSTI LRVBIEE STAR A

Bridge Identifier

1EEMSTI ERIBIEIRERT

Designated Root
Bridge

BXEMSTI_ ERVIEER B 1R875 7!

Root Port

EEMSTI ERiEERIE

Root Path Cost

EEMSTI ERIEERBEERA

Remaining Hop

EEMSTI_ERFIERBE R E

VLAN

BEEMSTI_ ERVLANER E

’X‘ service@cerio.com.tw

@ wWww.cerio.com.tw
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Edit MST Instance Setting

| Available VLAN Selected VLAN §

1
5

e
u
= 0 00 =] 02 e L R

0 -

Priority | [22765

Bridge Identifiter | 32768-8C:4D:EA:30:DD:53 |

Designated Root Bridge (0-00:00:00-00:00:00

Root Port | 5

| Apply || Close |

VLAN : #EZ{EE MSTI 89 VLAN 3L -

Priority : 87 MSTI ERBEELAR - BUEER 0 £ 61440 - W HERES 4096 NEE - (A
16 [ESROE) - EEREERBSMELRBREIR  KTBENER/) - BB EREDIEE root
bridge -

Bridge Identifier : #2/RPFE MST BHAIIRERVESTARRIF] MAC it -

Root Port: BE/RFE MST EAIRIIRIE -

Root Path Cost : Z/RFfE MST BHAIRVIREEE A

Remaining Hops : Z&/REI'N —BERVIMAORIERBEEL -

YV V V V

BB Apply " F LS E . 8" Close"BEE - .

9.4 MST BB E(MST Port Setting)

MST (2545 A i) 2 RST(BRIEAE BUR)ROIRE - MST — 5895 7 VLAN SO - MST A5 VLAN
BB —EEBAE A - 1S B AR A LB — I BT AR R PR A Y MO TS IR - B4
BB BIMSTI)E S AIRFIBA R - LIS R S MBI = Al VLAN M3 E -
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Lmnpdify your

Spanning Tree + MST Port Setting

Status

¥ Network MST Port Setting Table
¥ Port
¥ POE Setting L
e vian
¥ MAC Address Table Port | Path Cost | Priority | Port Role | Port State | Mode | Type Designated Bridge
Spanning Tree | 1 GE1 20000 48 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 48-1
[P O 2 GE2 20000 48 Disabled  Disabled RSTP  Boundary 0-00:00.00:00.00.00 48-2
;Zr;?:ggr?ce E] 3 GE3 20000 48 Disabled Disabled  RSTP Boundary 0-00:00:00:0000:00 48-3
O 4 GE4 20000 48 Disabled  Disabled RSTP  Boundary 0-00:00.00:00.00.00 48-4
Statistics . 5 GEb 20000 48 Disabled Disabled RSTP  Boundary 0-00:00:00:00:00:00 48-5
% ERPS O 6 GE6 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-6
% Discovery O 7 GE7 20000 128 Disabled Disabled ~ RSTP Boundary 0-00:00.00:00:00.00 1287
¥ DHCP O 8 GE8 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-8
¥ Multicast O 9 GE9 20000 128 Disabled Disabled ~ RSTP Boundary 0-00:00.00:00:00:00 1289
% |P Configuration O 10 GE10 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-10
¥ Security O 1 GEM 20000 128 Disabled Disabled  RSTP Boundary 0-00:00.00:00:00:00 128-11
¥ ACL 0O 12 GE12 20000 128 Disabled  Disabled RSTP  Boundary 0-00:00:00:00:00:00 128-12

MST Port Setting R EEE MST BAIRVERIE MSTP R E - THAREEUHBRZZRTER -

I it

MSTI 8 MSTI EROEBIFIBRTE

Port FEE/HE ID =/ THE ID 3F&

Path Cost 5 MSTI LB EIR RSB

Priority HBE MSTI ERyEERE TR R
IEEENEINEAE - OpER

Port Role
"BERA" IR RIR" TEEIR" TR EIR " E R
SRR EBIAREE - OJEER

Port State
"BERR" "EEEARAR" BT ARAR A" ES AR AR

Mode IEEEEIR FETH STP 183

IR RO ERS
Type e Boundary: #§ MST #t5&E R EE—EIEAT LAN RUEEIE
* Internal: #§ MST 418 #2[E — & A9 LAN ROERR

Designated Bridge 15ZE#Er41E ID
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Designated Port ID Rz FRTEEERR ID

Designated Cost Rifigg B ERIEEMA

Remaining Hop EER_ERIFIERBEE

Edit MST Port Setting

| Designated Bridge |

......................................................................................................................................................
——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

________________________________________________________________________________________________________________

| Designated PortID | 123-8

Designated Cost | 20000

______________________________________________________________________________________________________________________________________________________

MTSI: 5% MSTI LRIIEEEHIRRE -
Port: {5ENE ID &N E ID FIE -

> Path Cost: #5%E MSTI £# STP EEIREEEMA - BEMATERER 0(BE) - BURIRKRIRR B
MR AEE - MST EEENEEAEXIREREEA cost B - FREEESDIAEEE
FEZNNEIEREN cost @ - RVEFREENNEPERSHW cost & - WRMANTEN
cost EHEE - B MST B E#RESE &R/ EEREERE - WHEEMAE -

>  Priority : 87 MSTI £/ STP iEHIREEARR - AEEEEOLIERTE MTP BRI - BRI
BEAORERESRERIAR -

> PortRole: B REBREERNEAE  H MSTPEEASHE STP B - I% :

“Disabled(FBA)" , “Master(E38)" , “Root(iRE)" , “Designated(&7E

])” , "Alternative(J&f&18)” 1 “Backup(f&{ni&)”

V.1.1a @ WWW.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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> Port State: 1EEENERIMRE - O% :
“Disabled(BBA)” , “Discarding(EZFEAKER)" , “Learning(BHARER)" A "Forwarding (3§
AR AE)"
> Mode: EEE LK STP ETEL -
® RSTP: :#E#IBRYAH RSTP -
® STP: EEIRRYFACE STP -
® MSTP: EEIRRIA MSTP -
> Type: BRERIRR MSTP 28! - EEIRERICIER .
® Boundary: & MST #t5& 2 A ER—&RI1EAT LAN REEHE -
® Internal: #§ MST @#EEERE— &I LAN FOEEIR -
Designated Bridge : ZE/RAS 82 EEE0H A LAN 3E# 2 root K4S ID S545 -
Designated Port ID : BERiF RS F LAN E1#Z root IS EBIBRESTARRIFIE ID -
> Designated Cost: Z/RSEA STP I ELRVIEIHIB A - WNR STP i AIR3EE - B AEEREEIR
WIHZER O] BE /) -
» Remaining Hops : B&/REIT—H At AORIERBEEL -

HE " Apply "#EFEHIZE - B "Close" A%

9.5 &1 EHE (Statistics)

ZEHEOUEZE STP BH) Receive / Transmit BPDU &5 -
Spanning Tree —+ Statistics

¥ Status
% Network Statistics Table
¥ Port
¥ POE Setting Refresh Rate sec
% VLAN
¥ MAC Address Table 8 | enry | Pore |  ReceiveBPDU |  Transmit BPDU
- N (+]

- Spanning Tree | Config | TCN | MSTP | Config | TCN | MSTP

Property

FaCZai 2 GE2 0 0 0 0 0 0

MST Instance

MST Port Setting

] 4 GE4 0 0 0 0 0 0

¥ ERPS O 5 GE5 0 0 0 0 0 0
¥ Discovery O 6 GEB6 0 0 0 0 0 0
w DHCP O 7 GET 0 0 0 0 0 0
¥ Multicast O 8 GE8 0 0 0 0 0 0
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R it

Refresh Rate BE R A TEIBERNEIR

Receive BPDU
(Config)

EUEIWCONFIG BPDUET#

Receive BPDU
(TCN)

EUWERIWTCN BPDUETE

Receive BPDU
EUWRIAIMSTP BPDUET 2]

(MSTP)

Transmit BPDU
(Config)

EiZRCONFIG BPDUEH &

Transmit BPDU
(TCN)

{H3X/TCN BPDURH#

Transmit BPDU
(MSTP)

HIXRIMSTP BPDURH &

Clear BERFTENT BRI AT BUE

View BETHERSETEIE

- MSTP © 0 S _“15

Transmit BPDU

i Config | 0 !

B e e e e e e e e e e e e e s

I i

TCN | 0 ,

| I ]
- MSTP | 0 |
I [

> Refresh Rate: BEIRIF AT EUERVEIS

V.1.1a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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HRF 4RI - None, 5 sec, 10 sec, 30sec -
> Clear: BRFTENENMATEIE

10. ERPS

ERPS (ZXIRMPIRER) ERBF L AMBERIBBED - BE RS EHRIBREARHERE DL
MR oIsEN - BR - EHAZSHRERIEIEMMEELEE - SIRERRRLEH MAC (IIERARZE -
EMmERENME NE - EERARF Pl -

STP (% Rkt ti7a%), RSTP (IRERA At 177 5%), A0 MSTP (24 A7) th A M 2 ARSI e sk - (BIX
MERER  AFETEREEK -

F—ELEFELKBZERMAETU-T G.8032) - AREREED - ReOWBEIEN CXHERBRFEE
tREY ERPS THAEIRFE R 2% - BT STP A0 & RIZUIRIAVZ K - ERPS Z R LEIR A B9 ITU-T
REEWZE - BRI MITRIRIS - ERPS RFFIRMA_EPTAS IR ERPS MR EETTE -

MEBI 1R => HEEFAEE

Network

User
network

@ RPL owner
@ RPL neighbour

[El 51 ERPS HEFS1E=R
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ERPS 2HAINZ AMBE B BOREIBMHE - L ERPS BAEARL - SE_BRRDE L RS
mI{EE 38 A B —{8 ERPS 38 - # ERPS I8 - BT R5ILEE - TILIRE RIS - B2 RPL owner
5 - BIRM CREMISHIER 81T ERPS SN R BT LIRE NI EERE - TR R

% -
NEF 2 FRror => SEIRIER

User
network

@® Blocked Interface
---» Data Flow

[El 5 ERPS $E381EE

B Switch A~Switch E AR RVIR EFRAR B9 IERE B -
S TBRLEERE - ERPS E55PHZE RPL owner 38 - MR TE 1 RPL neighbor 18 - RIFZEEIRE T EWE
E  HinERoDIFEERERRE -
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WNE B 3 FroR => SEIRALFE

p

User

network
X Failed Link

@ Blocked Interface
---#= Data Flow

[l 5l ERPS 3% &4 =

& Switch D 1 Switch E Z BB B8 28 5% - ERPS RUF{RERIREH] - [HEM IR S Minp0ERIE -
I8 RPL owner 18 - EFTIXEFERZREMZEWNEE - WEMRE LREADE -
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10.1 ZZ(Propety)

TEIE1T ERPS IR HERE S - RE—aRXBBRKIEESR "owner” - BEPHZE RPL PRIRE - U
#eiEE - B2 RPL owner EMAIRRIRAZRTE S RPL "neighbor” &% - EIER BN FEEMEZEH RPL
Kl - IR EE RPL owner 2 RPL neighbor MB3#8ROE th £ BIX 14 28 B % F R E @ A 551 RPL next-
neighbor &% - BEEZEZEWORE -

ERPS & STP —1x - BB A5 e RMIE - AIEHEEERK - SWIEHLER - ERPS ZBER
REMRMOEBE LEERB(NR 5S0ms)ZRETEHIZE - WARKEBXRE - AN RAEREMER
AtH - HEEREEREBBRT LIRS -

Kia?m%nxtmﬁ(ERPS) —ERBIRARERS - ARBILETE LAN £REAERE - {tMmEttEERR
R - OB R e s RREEMR RPL ZIN A BIRMAEE RS - B BB RS - ITU-T
G.8032 % 1 ERPS =1&@EEHEAE - 7hIZE "RPLOwner Node” , “RPL Nelghbor Node" #1

“None Node”

EREEEELERE "ERPS" LIEUA/FH ERPS It -

ERPS + Propety

% Stalus
Metwork

@ Dlsable

| »
Port | FEms h""'i () Enable
POE Setting ettt
VLAN | apply |

MAC Address Table
Spanning Tree

ERPS Instance

HE"Apply "1# F I E B E -

V.1l.1a
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Arpiify your Wire

10.2 ERPS EfIFZ%E(ERPS Instance Setting)

MR BMEBWARERENE “Ins” RE -
FERESEEOPIEEE "ERPS Instance” BI=MREHIZEEINEE

o

ERPS + ERPS Instance

Status
Network
Port
POE Setting I Apply ]
VLAN

MAC Qs Jabie ERPS Instance Setting
Spanning Tree

Erps Instance |2

Propety
|| | Instance ‘ Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID ‘ Ring Type
Discovery
DHCP O Ins1 Disabled 0 0 5 500 non_revertive 1 0
Multicast (] Ins2
|IP Configuration ] Ins3

ERPS + ERPS Instance

Status
Network
Port
POE Setting [ Apply |
VLAN

MACAddess Lol ERPS Instance Setting
Spanning Tree

Erps Instance | |2

Propety
Discovery
DHCP O Ins1 Disabled 0 0 5 500 non_revertive 1 0
Multicast ] Ins2
IP Configuration O Ins3

> ERPS Instance: ERPS /T ER ID °

BB Apply BB TRE -
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ERPS Instance Setting

[ ] | Instance | Ring Status | Mel | Control Vlan | WTR Time | Guard Time | Work Mode | Ring ID | Ring Type

Ins1 Disabled 0 0 5 500 non_revertive 1 0

O
[] Ins2
] Ins3

Protected Instance ‘ Port0 ‘ Port Role | Port Status ‘ Port1 ‘ Port Role ‘ Port Status ‘ Node Status |

gil rpl disabled gil rpl disabled init
L L:puL
R|ng Status E‘E%EQ%E‘ZEQ%E%%%
Mel BRIRMAIMEL(EAIEEZR)E

Control VLAN Z~1Z%IVLAN 1D

F15 %8 (Wait To Restore, WTR) E 5 23 B FH R 1k 18 3112

WTR Time IBIESTLIEEWTR Time B 2 A5 E 125 8 2 MLl ER S - e
B55iE

PhieE R E AR IR AN E WA HIR-APSEL 2
o] U EGuard TimeE 5 2a B 1002 22000 (2%) Z B IU100=E M %
Bl - FERERS00=EW
BR[O /FREITIAR T
* In Revertive mode : ERRERENIEHFFIRE  HEBRBERER TIF
Work Mode HmEsS - BIHZE RPL $#5

* In Non-Revertive mode : ER{REREIIRGFBERE - WRKRFEEW

b& - AlREWBEAEEFF RPL 528

Guard Time
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Ring ID FBARIRAID

Ring Type BRBEER 0 BEE "1 BTE
Protected ERPSIB4EE Bl 0IR B 2= Al

Instance

Proto SR IE0 (AN F— B EE)
Port Role B B IS 0R0 fa ER R A

Port Status BT IEES0M B B A

Portl B EE ISl (AR S EEEE)
Port Role S A EIS 1 fa R A

Port Status BB S OB S A,

FERLU TN ERPSHREE

Init : ERPSIRAE ERIBN B2 QR EIRADA 2%

Idle : MIRIRANFIAEIREENRZNEE - BIRRIRAA I AEEE ER E
BIEITIAR - MR BAFIRIE - LR TR Eprotectiondh£&
Protection : MIRBENFAER UL - RIFRREEBEIKHS
WNERFIAM PR XIE - AR IR ZlidIedk 2R

Node Status
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Ring Instane Config

cElio

Arpiify your Wire

Ins 1
. | @ Disable
Ring Status i O Enable
Mel | [0 [(valid range is 0-7)
Protected Instance |D |(\.r‘alid range is 0-15)
Control Vlan |D |(\.r‘alid range is 1-4094)
WTR Time | |5 [(valid range is 1-12 Min Default is 5 Min)
Guard Time | |500 |( Valid range is 100-2000 ms. Default is 500 ms)
Work Mode | =~ Heverve
i () Non_revertive
RingID = |1 [(valid range is 1-239)
Ring Type | |D |(O-master ring, 1-sub ring)
Port0D GE1 hd
® Normal
PortORole "¢
(U neihbour
) next-neighbour
Port1 GE1 hd
@ Normal
PortiRole .~ "%
neihbour
. () next-neighbour

[ Apply l | Close

> Ring Status : IRAMRERENAE/EA -
® Disable: ZHE®IAY ERPS 1% -
® Enable: FYAERIM ERPS #7:% -
>  Mel: RERBWIESIMEL - BRUERBOZRT7 - FBRERO -

V.1l.1a

’X‘ service@cerio.com.tw
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> Protected Instance : BE:0-15-{REEBIRTE - FANTE ERPS IRB PR TE L KB IRIRZE(ERP)
E4l -

> Control VLAN : E4Ir0#EHI VLAN FEEHEESI VLAN N9 ERPS #:4 VLAN ID 48[E - #E%E 1 2
4094 - =2 8% ERPS PDU 89 VLANID -

> WTRTime: RERMAN WTR time g - BRELE 1 £ 12K ERENMN) 2B - FERER S
DiE -

> Guard Time: REEREAN Guard time 28 - BETE 100 £ 2000(U=EM BEM) 2B - 8%
B% 500 =7 -

> Work Mode : EZ[EJENIFEER -
® Revertive JEZE[O)HEZWRA -

® Non_revertive : EEZEWRIAIELCI)EL -

Ring ID: 35 ERPS 1848 ID - BXEN 1 F 239 - FIRE S AR IBADIA LT -
Ring Type : 2EBABAME0"SETE  "1"5FE  BRESBO -
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> Port0: ERPS IR48:EHIE 0 - oIS EIBR R EEIE 1(GEL)-EHEIE 24(GE24) -

> PortORole: 7 ERPS i&#:82 0 B85 "Normal” - “Owner” - “Neighbour” =
"Next-Neighbour”
® Normal: BR “"Owner” A “Neighbour” E1%i%h - HERETRAERS "Normal” &igh -
® Owner: &5PHZE RPL #EN—A - BiFHELEHONERZEERERT -
® Neighbour: &5FHZE RPL #EMNS—A - B EWHAREERREL -
® Next-Neighbour: 2 =HZET—1E RPL #iEMW S —Al - ©RMEINEOWEEEEERE

€ oo

> Portl:ERPS IRAEEIE 1 - oIS EIER IR EEIE 1(GEL)-E IR 24(GE24) -

> PortlRole: 37 ERPS &8 1 A% "Normal” - "Owner” - “Neighbour”
“Next-Neighbour”
® Normal: Bk "Owner” A “Neighbour” &i%i9h - HEREIREERS "Normal” &igh -
® Owner: &5PHZE RPL #EN—A - BiFHEEHEONEBZERRRDT -
® Neighbour: 2 &HEZE RPL #ES—M - BEME LS HEPREZEBEFERL -
® Next-Neighbour: &8 &5HZET—E RPL #EKH5— - B IEHEIWHE SRR
T

HE"Apply "# 7 HIZE - B "Close"FFi &
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11. Discovery(LLDP)

1% [E 23R 177 5% (Link Layer Discovery Protocol - LLDP)@—1& 2 KB ZE A P A & 17 #E B8 B 177
% FARAABEETE IEEE 802.1ab BEIRK(EEBAR LKA LBEHEHG D - TEEFMIRE -
LLDP sAE R E UL XAFENT N - REEEREESENERE - SEFMEEE2—(E LLDP &
¥ E0(LLDPDU) - &1{E LLDPDU #2— &£ %8284 (Tag)- K E (Length)-1E(Value) & & (TLV)H 3 -

11.1 Bt (Property)

Discovery + LLDP -+ Property

LLDP

State | Enable
% POE Setting :

¥ VLAN
¥ MAC Address Table

¥ Spanning Tree

TLV Advertise Interval | [30

v ERPS |
- Discovery Hold Multiplier | |4 |
I
I

& LLDP Reinitializing Delay | |2
Port Setting Transmit Delay |2
CEDME T EgE ] e
MED Port Setti

ort Seting LLDP-MED_

Packet View B
Local Information I Fast StarlRepeat Count |3 | !
Neighbor e

Statistics l Apply l

A\

State: EAEEES O DUEIZEFRISIREE LLDP I8
> LLDP Handing: MIREUEE®EME  AlEAESIEE 0 LUEE LLDP X EB 5 R Filtering(3BIE) /
Bridging(#:%) / Flooding(CE k) - LLDP = @I Z2FRS - BIEERE - #3500E/ LLDP PDU
RIRIRIE -
* Filtering : flIFRIIE
* Bridging : (VLAN-aware &) 1 188 28 45 PR AVLANRLE -
* Flooding: ¥ B84 PRAERIR -
> TLV Advertise Interval : 2123 G1E &RV E M (FEE 5-32760 ) - 852 30 #) -
> Hold Multiplier: % Hold B(& & 2-10- B 4)- ERAEEE S ] LURBKE Hold SfiEME -
SRIEHI IR _ AR ROEERE - TTL(7ZFF/E)=Hold multiplier(Z X EEIFERE)* TLV
Advertise Interval(ZZ#4) -
> Reinitializing Delay : ZEEZSH#)R{CAIMIEERE (HE 1-10% - Bz 2 /) -
> Transmit Delay : EZE% LLDP S EBHEERE(S5E 1-8191 % - A8 2 ) -
> Fast Start Repeat Count : EEHBHEEIFAVRERMENEERE(EE 1-10 - 7B 3) -
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Arpiify your Wire

BB Apply B FRE -

11.2 EEIEFRE(Port Setting)

FREESEE LR EEEEEE LLDPDU 89 Transmit(:R 2%) / Receive(RU) / Normal (U 22) 3y,

Disable(BARA)&E T - W1 "Optional TLV"FIZRIEE L IXFEIBA TLV £ -
Discovery + LLDP —+ Port Setting

¢ Status
¥ Network Port Setting Table
¥ Port
v POE Setting Q |:
v VLAN W |Entry | Port | Mode | Selected TLV
BAMACAdaE=s i 0 1 GE1 Receive Port Description , 802.3 MAG-PHY , 802.3 Maximum Frame Size , 802.1 PVID , 802.1 VLAN N
¥ Spanning Tree
* =P a O 2 GE2 Receive  Port Description , 802.3 MAC-PHY , 802.3 Maximum Frame Size , 802.1 PVID , 802.1 VLAN N
¢ ERPS
] 3 GE3 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
= Discovel
O 4 GE4 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
s
° Property ] 5 GE5 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
O 6 GE6 Normal 802.3 Link Aggregation , 802.3 Maximum Frame Size , Management IP Address , 802.1 PVID ,
MED Network Policy ] 7 GE7 Transmit  Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
MED Port Setting 0O 8 GE8 Transmit Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
Packet Vi
L:Ealelnf::rvr:ation ] 9 GE9 Transmit  Port Description , System Description , 802.3 MAC-PHY , 802.1 PVID , 802.1 VLAN Name
Neighbor O 10 GE10 Normal 802.1 PVID
Statistics
ot St
R 1L it
=BT — S N ae
Port BRERIRLLDPAR AR
ar — . . .
Mode F8RTransmit (;R3%),Receive (RUX),Normal (U 35),Disable(E8FA)

Selected TLV BREETLVER - VLANES
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Edit Port Setting

Port| GE7-GE9

| @ Transmit
i O Receive
podes () Normal

(O Disable

Available TLV Selected TLV

System Name 802.1 PVID
Optional TLV | |System Capabilities System Description
802.3 Link Aggregation 802.3 MAC-PHY
802.3 Maximum Frame Size Port Description
Management IP Address

Available VLAN Selected VLAN

VLAN 1
802.1 VLAN Name |

‘. Apply | ‘ Close |

> Mode: FEHEEIEE O] PUIEE Transmit (R 3%),Receive (RU),Normal (U 3%),Disable(B8EA) - 40

RIEBERARRAZE M AR LLDPDU -

Transmit (TX Only) : X3 LLDP PDU -

Receive (RX Only) : KUZLLDP PDU -

Normal (TX And RX) : BfEszE 1743 U4 LLDP PDU -

Disable : ZF LLDP PDU ROf& -

> Optional TLV: FAZEEEE LUK
# -

System Name(Z #&71E)
Port Description(ZE# 18 #it)
System Description(Z # i)
System Capability(Z#LEE)
802.3 MAC-PHY

802.3 Link Aggregation(##EEE5)

802.3 Maximum Frame Size(& K E B1K/)\)
Management Address(E 31t i)

802.1 PVID

,_

» 802.1 VLAN Name : EEZEZEHHI VLAN ID 2 (RFFZE) -

B8 Apply " FEAHIEE . 8 Close"BERE

B/l BARRY TLV -

M LLDPDU W B4 5#03T s

R, +(886) 2-8911-6160
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11.3 1RES# IR IR MR SR EE(MED Network Policy)

EREEES0LER LLDP MED AR E - W E "add” » "Edit" " Delete"IHAEETEIE -

Discovery - LLDP +» MED Network Policy

Status
¥ Network MED Network Policy Table
v POE Setting Showing entries Showing 1to 2 of 2 entries () I:
LAN W | Policy ID | Application | VLAN | VLAN Tag | Priority | DSCP |
MAC Address Table ) 1 Voice 4094  Tagged 5 63
Spanning Tree . .
) 5 Guest Voice 4094  Tagged 2 11
First | | Previous
— Discovery - " "
| Add | Edt || Delete
4 LLDP . .
Property
Port Setting
MED Port Setting
i i 3kt
Policy ID FERRESID
Application BRI RS SR
VLAN ZA.RVLAN ID
VLAN Tag FARVLANZE AR B
Priority BRL2B SRRl
DSCP #Z8~DSCPE

V.1.1a @ WWW.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Add MED Network Policy

Policy ID

Application | |Voice v |

VLAN 4094 |

o . @ Tagged
NTag| () Untagged

Priority
DSCP

|: Apply :| |: Close :\

> Policy ID: BERTENAERE ID ETRE -
> Application : EZHIE KM EALEL -
Voice(FEE)

Voice Signaling(EE&1E %)

Guest Voice(h & E)

Guest Voice SignalingGh &= E<)
Softphone Voice(#r 58 E:EEE)

Video Conferencing({R 1l &%)

App Streaming Video(i5 R)

VideoSignaling(® R 15%)
> VLAN: 5%7& VLANID - & 1 £ 4094 -
> VLANTag: &% VLAN ZEAREE -
® Tagged: RE% tagged -
® Untagged: /iiZ7% untagged °
Priority : 7% L2 BC#ARAl - EEI0OE 7 -
DSCP: & DSCP & - #8EI 0 £ 63 -

B8 Apply " (FEAHIEE | 8 Close" R E
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11.4 $FRS4% IR 353RIEE8 E (MED Port Setting)

EREEES0EE LLDP MED 1852 7E -

Discovery + LLDP + MED Port Setting

Status

Network MED Port Setting Table
Port
POE Setting
VLAN | Network Policy
MAC Address Table B | Entry | Port State Location | Inventory
| Active | Application
Spanning Tree -
(] 1 GE1 Enabled Yes Voice No Yes
ERPS _ )
] 2 GE2 Enabled Yes Voice MNo Yes
] 3 GE3 Enabled Yes Voice No Yes
4 LLDP -
] 4 GE4 Enabled Yes No No
FProperty
Port Setting ] 5 GE5 Enabled Yes No No
MED Network Policy [} 6 GEB Enabled Yes No No
(] 7 GET7  Enabled Yes No No
Packet Vi _
Scket view 0 8 GE8 Enabled Yes No No
Local Information
Neighbor ] 9 GE9 Enabled Yes No No
Statistics [} 10 GE10 Enabled Yes No No
Az Fi e
Port ZERLLDP MEDIEE#E1%18
State ZARNLLDP MED#AEE
Optional TLV #Z8/RLLDP MEDGJ#ETLV
Network Pohcy /%EZE%LLDP MED%%E%%H%A(:Uver%iFD%ﬁHiﬁﬂlD
Location ?‘E%Tﬂ%#ﬁ%
|nventory ﬁﬁyes%no%ﬁ%;ﬁ%
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Edit MED Port Setting

| Available TLV Selected TLV

Location Metwork Policy
Optional TLV | Inventory

__________________________________________________________________________________________________________________________________________________
--------------------------------------------------------------------------------------------------------------------------------------------------

Available Policy Selected Palicy

! [5 (Guest Voice) 1 (Voice)
Network policy |

___________________
......................

Apply l [ Close l

Port: EZFIETEIRNMBEIEREE LLDP MED -
State : #ti% LLDP MED R{FBAEE -

> Optional TLV : 3£ LLDP MED TJ3& TLV (RFFZE) -
® Network Policy(#3 5 1K)
® |ocation(fizil)
® Inventory((BE)

> Network Policy : ZEEZEZEBEFIBHTERIAIERE ID - 55 MED Network Policy EE PRI
AR -

» Location:
® Coordinate: FREMRMAE -
® Civic: sREDLML -
® ECSELIN: REZRZMWIUMRTE R ETHEE -

BB Apply "FE S E . 8" Close"BLE -
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11.5 FEI&E#R(Packet View)

EHREEESULUEEZEEERNERER - REBIEB Detail"EEFTEERIR FRY LLDP HEER

Discovery + LLDP —+ Packet View
Status

Network Packet View Table
Port

POE Setting
VLAN

Port | In-Use (Bytes) | Available (Bytes) | Operational Status |

MAC Address Table 0O 1 GE1 162 1326 Not Overloading
Spanning Tree _ )
O 2 GE2 162 1326 Not Overloading
O 3 GE3 200 1288 Not Overloading
— Discovery i
O 4 GE4 13 1375 Not Overloading
% LLDP
Property O
Port Setting O 6 GE6 113 1375  Not Overloading
MED Network Policy @) 7 GE7 81 1407  Not Overloading
MED Port Setting O 8 GES 81 1407  Not Overloading
) O 9 GE9 81 1407  Not Overloading
Local Information
LR i
Port ERIB YRR
In-Use (Bytes) ERENEPLLDPEMANMI TAHALEEH

Available (Bytes) BEH IR B4AMNLLDPE A o] AL TAHBE

Operational Status ZE&EH

Pacl-:et ‘ul'lew Detail

------------------------------------------------------------------------------------------------------------------------

i Port | GES
Mandatory TLVs
i Size (Bytes) | 21 :
ir Operational Status i Transmitted
MED Capabilities
. se@yes) o |
|  Operational Status | Transmitted
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V.1l.1a

-

40

Optional TLVs

................................................................

____________________________________________________________________________
............................................................................

#E “Close” #1277 EEH -

CcE3l

Umplify yowr Wirekeer Selwork

1R [ pu

Port BRI AR
BXRRHITLVA RN T R

Mandatory TLVs W BE R BB TR
MEDIhEES B Ut AR A/

MED Capabilities

AR AR E]

MED Location

MEDuE 3 B U TR A/
ARG RS B IR BB Y

@ wWww.cerio.com.tw
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MED Network MED #98 SR IS 31 B3 o AH 42 K /)
Policy AREE B 88X Sl 1B 5

MED EFMIsTAEE KRN
MED Inventory W BE S Y B E]
MED Extended BB MDI HEMIcA AN LLDP MED IBEESRAE
Power via MDI AREE R 883X Bl 1B 5

MED 802.3x &I so4E 48 K/
802.3 TLVs b m L e B

IIL,MED__[;ETLVS:tj 'TﬂTDZHj(/J\
Optional TLVs U B R B R

MED 802.1xF &I Jo4H4R K/
802.1 TLVs O
Total SEFBPLLDPENMMI TAHBE

11.6 AihE: (Local Information)

BARRFRBENSEERIER LLDP A5 - EREEE B LIEEREERRERER KB E detail"
BEAMRENEMIUKFTEERRN LLDP BHER -

Discovery -+ LLDP -+ Local Information

Status

Network Device Summary
Port
POE Setting . ChassisID s..btype?ir MAC address
VLAN i Chasms 1D
MAC Address Table
Spanning Tree
ERPS
—- Discovery
4 LLDP
Property
Port Setting
MED Meatwork Paolicy
MED Port Setting
Packet View

R AR REIERE IR IR

PortD subtype| Loca

Port Status Table

MNeighbor
Statistics

| Entry | Port | LLDP State | LLDP-MED State |

¥ ) 1 GE1  Normal Enabled
¥ Multicast O 2 GE2 Normal Enabled
+_IP Configuration S 3 GE3  Normal Enabled
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Device Summary

1R g

Chassis ID Subtype ##8IDRYFREL - AIMACAILE

Chassis ID HFREH RIS - MREFIDFRILZEMACHIUL - BIBERIRZRAIMACHILE
System Name Rk AMEHE
System 3 ISR S
Description
Supported . - : ‘
. BB EZINEE - WBridge ~ WLAN APSLRouter
Capabilities

Enabled Capabilities &&ECERUAREZINAE

PortIDSubtype e rsmimimmay moymm

Port Status Table

iERivi g
Port BIFIBE AR
LLDP Status LLDP 2% 2= AN UT Ak B8

LLDP Med Status LLDP MEDRZFAA2&

B detall " EETEEZIZHFAME
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USER MANUAL

Local Information Detail

_____________________________________________________________________________________________________________________________________

_____________________________________________________________________________________________________________________________________
-------------------------------------------------------------------------------------------------------------------------------------

| 8C:4D:EA:30:DD:51

_____________________________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________________________

I Switch

| Bridge, Router

' GE2

_____________________________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________________________

_____________________________________________________________________________________________________________________________________

-------------------------------------------------------------------------------------------------------------------------------------

_____________________________________________________________________________________________________________________________________

Management Address Table

Address Subtype | Address | Interface Subtype | Interface Number |

0 results found.

Management Address Table

R R
Address Su btype I IB 4R SE KA A

[

Address FENEIBIPAIUL AR

Interface Subtype  HESEIRFEANGERIAIL - EE3EME

}

Interface number gy gm iR RN B

MAC/PHY Details

MAC/PHY Detail
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1R (i1

LTy

I+

=4

?-l-

Auto-Negotiati
on Supported

BRIBRERB WA R

Auto-Negotiation
Enabled

IR R B R RS

Auto-Negotiation

EFIBREBHEINEE - HI¥1000BASE-THE T1E1( - 100BASE-TXZ

Advertised TR

Capabilities

Operational NEEZEITT(MAU)ERE - MAUFITEREINEE - 81O KA THER
MAU Type WE R R T E AR PETEUER E - AIYN100BASE-TXZE

TH&EL -

802.3 Detail

8[]2 3 Detall

SI]I.‘.’rllaxlrnum Frame Size 1522

______________

1R

g

802.3 Maximum

Frame Size

S RV B AIEEE 802.3FHAE A /).

802.3 Link Aggregation

BUZ 3 Llnk Aggregatlon

.....

Aggregﬂlmn Eq:d:lily NIA

.....

_____

_____

.....

i et
Aggregation FRITHEZESINEE
Capability

Aggregation Status FRTTEE SRR

@ wWww.cerio.com.tw

’X‘ service@cerio.com.tw
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Aggregation MRS NEID
Port ID

MED Detail

————— e ——

1R i [ pu

Capabilities EEIRIERIMEDINEE
Supported

Current IR R FHAIMEDINREE
Capabilities

Device Class LLDP MEDI% 4 58 # $5 Al

PoE Device Type ERIRPOERE! . BIUIE

PoE Power EFIRER
Source

PoE Power EIFIBHEELR
Priority
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PoE Power EERIBTNRE

Value

Hardware CE PN

Revision

Firmware F58 AR A

Revision

Software BUEE AR A

Revision

Serial Number BRI

Manufacturer RERRAICREERZE

Name

Model Name ESR R AICESE2TE

1
N

Asset ID 572D

i

Location Information

Location Information

Civic | N/A :

______________
______________

Coordinate | N/A

ECSELIN | MN/A :

..............

1R g

Coordinate REMENEF

Civic ERE T OAIHE

ECS ELIN AR E B IT AR B2 A E IR SR

V.1.1a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Network Policy Table

Network Policy Table

| Network Policy Table
Application Type | VLAN | VLAN Type | Priority | DSCP |

Voice 4094 Tagged 5 63

Close

1R g
7 /_\2‘“ R S5l E fFHEY -
Application /\-\ETIIHED%HD}@% E .
® \oice GEE)
® \Voice Slgnallng(.ﬁizI =<
® Guest VoicefiEREE)
® Guest Voice Signaling G EEE1EZ)
® Softphone Voice(# i EFEZES)
® Video Conferencing({Rll &)
® App Streaming Video(it52 F)
® VideoSignaling(]) RE%)
VLAN #8/RVLAN ID
VLAN Type VLANIZE IR RS - BN RIEEARERAZE "tagged” = "untagged”
Priority BRL2B ARkl
DSCP #a.~DSCP1E

#E “Close” B ENEH -
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11.7 #isk

Z B HE BN &M LLDP 1#
REME - EUCHB AR
-

v VLAN

% & (Neighbor)

IR BRIV EN BREEMSMRER G ORBERVEINEZFTLV
s R R R WLEIE(Y LLDP PDU) - Ia&E"add" ~ "Edit"#"Delete"INEEETE

Discovery + LLDP + Neighbor

Neighbor Table

Showing entries

Sheowing 1 to 2 of 2 entries

Ql

[ | | Local Port | Chassis ID Subtype Chassis ID Port |D Subtype Port ID System Name | Time to Live
¥ MAC Add Tabl -
—— T‘s e [ GEls MAC address 00:EQ:A0:10:04:6C MAC address  00:E0-AQ:10:04:6C 2815
¥ Spanning Tree
EpRPS g [ GE20 MAC address 40:B0:34:54:97:82  MAC address 40:B0:34:54:97:82 2813
= Di First | | Previous | 4
~ Discove
) [ Clear I [ Refresh ] [ Detail
4 LLDP
Property
Port Setting
MED Network Policy
MED Port Setting
Packet View
Local Information
Statistics
+E 5
R Efpa

Local Port

SIS 1R 1B IR AU AN IR AR5

Chassis ID Subtype

#F8IDRYIR B (IIMACAL L)

Chassis ID

802 LANFBIT s 1 A RV 8 Bl A

Port ID Subtype

BN B EIRITET R

Port ID

EIRRVIZEAT

System Name

RIfZRA R M BTE

Time to Live

B IR 72 M R UL SR A 5% 5 AT RO B ) ) B (RD)

ZZ ‘detail”

BB TR BRI A E o

V.1l.1a
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Neighbor Information Detail

Management Address Table
| Address Subtype | Address ‘ Interface Subtype ‘ Interface Number

0 results found.
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802.3 Detail

MNIA |

]
_________________________________________________________________ a
4
]

MED Detail

- = - - - - -

Location Information

=4
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
Al

Network Policy Table
| Application Type | VLAN | VLAN Type | Priority | DSCP |

0 results found.

i Close

H2E “Close” BHEHEH -
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11.8

i=lE N =S
AHEWA LLDP sAER B E = {E?

Discovery + LLDP —+ Statistics

Status
Metwork
Port

LLDP

Global Statistics

#atT B4 (Statistics)

EIBRY LLDP st B - B IE 23R s

%(LLDP)RY Statistics BEEZ R g8 HEX
EEIBE -

L]

¥

L

¥ POE Selting W msertions| =
« VLAN = e e e e e P
% MAC Address Table
% Spanning Tree :
v ERPS o A“"o““ ]
- Discovery

[ Clear H Reiresh l

&

Froperty
Port Setting

MED Mefwork Policy
MED Port Setting
Packet View

Local Information
Meighbor

Statistics Table

Receive TLV Neighbor

Timeout

| Transmit Frame | Receive Frame |

| Total

| Total | Discard | Error | Discard | Unrecognized

|:| 1 GE1 0 ] 0 0 0 0 0
* Drce O 2 GE2 0 0 0 0 0 0 0
> ::ugm:t . 3 oE3 00 00 0 0 0
:Secf:tygura - O 4 oE4 0 o 0o 0 0 0 0
T 0 5 GES 0 0 0 0 0 0 0
» QoS |:I 65 GEB 0 ] ] 0 0 0 0
Global Statistics
i it
eartione % 7 MACPR IS 5 BN B (MSAP) 2 i 5o 2 2 27, 42 45 A B BIE 13
AGEHME DR
Deletions BRI 2 A B RO D IR MS AP S i B S B 3 2T S T AR B4
o R EER RIS MSAPER MSS R A T 5 A FIBUEIR 2 4
P A EPORY
Age Outs R R RIS B - MBI 2 AR A= D MIEEMSAP

MR STREEMERRIREL

22 “Clear” &
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Statistics Table

L g
Port 7T E B IR AR R

Transmit Frame
Total

HREFIREZELLDPIER

® Total: LLDP fGIERUARS - 7% LLDP {CIRE ¥ B E IR EUE
#9 LLDP FHAEE]
® Discarded : ¥ffE:EEHE L LLDP fUERIZEREEEN
Receive Frame LLDP SAES
® Errors: LLDP fCIZRIFERS, LLDP IB7E ¥ RS IR UL RN
|2 LLDP sHAEE
® Discarded : #EERIE 1Y LLDP IERSBRAEZEN

LLDP FAAERY TLV 812

Receive TLV ® Unrecognized : LLDP {t¥2EIF - 525 LLDP FAER) TLV
B

Neighbor Timeout BRI LLDPFHAE 2]

12. DHCP

ZEERPIn-EARFEE EET - 2 DHCP APIn@ZARER - M REEESHE - & DHCP
fAlRzR B KMV ERE - DHCP FR=2EE IP (Ui SEE AR E &R - WREPMUWRIZE DHCP
FisEM - MEESREMoR—E IP UFERSH -
FREEHRE W EDHCP)Z—ERECHEWHE - BEEBBHE(P)REPAREESERBERES
2 - Plgn - ol blE DHCP fEARs: AR T E/ IP il - 8 DHCP ZoJ LU/ VR EAEEEE
EREFIRENEE -

12.1 Bt (Property)

FREEEETERE "DHCP port Setting Table” ZRELAE/{=H DHCP GRS INAE -
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DHCP -+ Property
Status:

Network

Port

POE Setting

VLAN
Apply
MAC Address Table

Spanning Tree
ERPS DHCP Port Setting Table

Discovery

|| ® € & & &« & & & &

Q[
W | Entry | Port | State |

IP Pool Setting n 1 GE1  Enabled
VLAN IF Address Group Setting = > 6E2  Enabled
Client List = nable
Client Static Binding Table LJ 3 GE3  Enabled
Multicast O 4 GE4  Disabled
IP Configuration ] 5 GE5 Disabled
Security O 6 GEB Disabled
AR BRI g ERITNEE - 3= o] LU IE"Static Binding First"IhaE - 2% “"enable” #E1THE -

BB Apply "B S TLE -

L [ pu
Port BN DHCP i8R 58
State #27~ DHCP RiAsr DHCP f# Mk A&

Edit Port Setting :

{

R
<

OPUEEER FREEEBF T GE1 - GE20 (GEi#8)H] LAG1~LAGS (B4) - ¢
B AE "enable” #EITERE °

VEBEREEEdit"45 88 DHCP

EE|It F‘or‘c Setti ng

——s== = 0 0 0 S P

PDI't" GE12 I

____JI. Sooogae= e
e e e R R s s

Stﬂtel . Enable

— ., RN

[ Apply H Close ]

HE Apply " FEHIEZE - 2 "Close"FFR E
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12.2 IP £ E

i i (IP Pool Setting)

FEREEEEOLIETE IP Pool Table Setting » Wz%E"add" - "Edit"1"Delete"IhAcETEIE -
DHCP —+ IP Pool Setting
¢ Siatus
¥ Network IP Pool Table
¢ Port
% POE Setting Showing entries Showing 1 to
¢ VLAN - | Section =
(i) atewa
SN Il . | Section | StartAddress | End Address y
¥ Spanning Tree —
[ | adm 1 192 168.2.1 192.163.2.100 192.168.2.254
¢ ERPS
+ Discovery | agd || Edt || Detete |
Froperty
VLAN IF Address Group Setting
Client List
Client Static Binding Table
IP Pool Table
Showing [ Al v | entries Showing 1 to 1 of 1 eniries Q-
| Section ) | option 43 5
B | Pool h Gateway Mask DNS Primary Server | DNS Second Server Lease time
| Section | Start Address | End Address ‘ | Address | Format
] adm 1 192.168.2.1 192.168.2.100 192.168.2.254 2552552550 83888 168.95.1.1 ascii 1:.0:0
[ Add H Edit H Delete First | | Previous | Sl | Next || Le
i g
Pool FRREE B
* Section: HH5E
o Start Address : #8~aZDHCPE k2R E A58 E AP EEE
Section BOREYRIPAIE
* End Address : #8RsZDHCP1EARzs & Bl E BIIPALIE £ Bl
Bx &Pt
Gateway BRItz DHCP falfRzs B A XA AP InE R B E
Mask Fan1it7% DHCP Bl iRz E A3 =2 A Pin i F RS IR S8

V.1l.1a
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DNS Primary Server FER1s% DHCP fAlfkzs B 4132 22 B Py =2 DNS Eik=:18

DNS Second Server BERN1Es% DHCP A fRzs B 42 22 PinIRZE DNS Fik=:18

* Address : Eroption 4371l

Option43 — .
* Format: Z&7moption 4318 $H4Y

Lease time ZMENIEETR P A3 AR E

IP Pool Table

| adm

| [io2168 2254 |

|255.255.255.n |

1! 1 1 |

n 1 EE 1 |
Ry, R, N, S,
===

Section | 1 ------V|--------"

IP Address Section | Starmduress |192 168.2 1 | !
! r e [

End Address | |192 168.2.100 |

Dusmmnrysmer@ Enab|e|aaaa | :

nusmumeri Enab|e|163 951 1 | =

tion 43 '.Z' acci I :

() hex

il il
|
.|r::::::.|

Lensetlne [ | Daﬂ {I-EIV| Huur Minute

[ Apply ” Close ]

> Pool: EEZEIIZHE WA DHCP SE=ZH -
> Gateway: W ARE IP it FEBEMUEZT LAN LFRPEMMAEELD LAN RENEHERR/E
¥ EPTEEMN—a ol g A F R EA 2 B AR (120 WAN)RIES S -
Mask : 73Fc IP il F A8 R E
IP Address Section :
® Section: EEZEBURIR -
® Start Address: @A DHCP Efk=zE MR E D EC IP AUEAVTELRRE IP -
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® End Address: #iA DHCP faliRzs A EERERE DA IP MILRVARRE P -
DNS Primary Server: ### “enable” WIE%FEZ DNS IP firtt -
DNS Second Server: ### "enable” WIERRZE DNS IP fiii -
> Option43: £ IP DHCP #EHEI T - WL "ASCIlI" #5ERE Option 43 F& - Bl "HEX" 1&7
£ Option 43 F& -
> Lease time : DHCP @R EIUL IP RO DI EHIRS RS - BIZRE BN/ 018 R EREIE -

HZE"Apply "# 7 HIZE - B "Close"FFi E -

12.3 VLAN IF Address Group Setting

FREEIEES T LAE"VLAN Interface Address Pool Table" 28 1= "VLAN Interface"#1"DHCP

;88 &

server group"fy I
DHCP + VLAN IF Address Group Setting

Status

Network Vlan Interface Address Pool Table
Port

POE Setiing Interface TVLAN T -
VLAN DHCP Server Group | _

MAC Address Table
Spanning Tree Apply

ERPS
Discovery DHCP Server Group Table

£ %« &€ &« € &« &€ &€ | &

Property

o I

IP Pool Setting R ————
‘ | Group ID | Group IP Address | Bind VLAN Interface |

Client List 0 results found.

Client Static Binding Table
| aga || Eat || Delete |

> Interface: E#E—{& VLAN T -
> DHCP Sever Group : #1#Z—{& DHCP fElfR=zs 84 -

BB Apply EEAHE LT -

EREEEE LI E"DHCP Server Group Table"EE - #&7E"add" - "Edit"#"Delete"INEEETE
2 -
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V.1l.1a

R 1L g

Group ID FA’~ DHCP falfiR=a%%4 ID
Group IP Address FAR DHCP falfR=a8$48 IP ik
Bind VLAN Interface DHCP fafk=:#8E VLAN /T H

DHCP Server Group Table

~ Group IP Address | | |

[ Apply ][ Close l

> DHCP Server Group : EHEEEE0LITE MBEEPEE "DHCP Server Group” - 2AEMEE
BRTEN D HEINEE -

> Group IP Address : EREEIESEREAH IP il -

HZE"Apply "7 A HIZE - B "Close"FFAZE -

124 HAFiIR513R(Client List)

ZHEME "DHCP Client List” - #;~ "MAC Address Table” - "IPv4 Address” - “VLAN" #]
"Hostname” E3:fl °

DHCP —+ Client List

DHCP Client List

: Showing entries Showing 0 to 0 of 0 entries I:
# POE Setting Q
¥ VLAN
B | MAC Address Table | IPv4 Address | VLAN | Hostname |
¥ MAC Address Table
0 results found.
¥ Spanning Tree

% ERPS i
Refresh

¢ Discovery

First | | Previous 1

Property
IP Pool Setting
VLAN IF Address Group Setting

Client Static Binding Table
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R 1L g

MAC Address Table BENH PinseERY MAC it
IPv4 Address BRI APInR AR IP At
VLAN #a~ DHCP HPImi VLAN ID
Hostname FA/R DHCP AR W ETHE

HE ‘Refresh” E#ZIE “Client List” HI#51 8% -

12.5 FFinFERESIER (Client Static Binding Table)

ERZEEEE oI "Static Binding Table” s27E"add" ~ "Edit"#"Delete"IhAEETEIE - ZEH
“Static Binding Table” - #r "MAC Address Table” , “IPv4 Address” , “VLAN" #1 “User

"o ==

Name" &l -

DHCP -+ Client Static Binding Table
Status

L
¥ Network Static Binding Table
¥ Pont
¢ POE Setting Showing entries Showing 1 to 2 of 2 entries Q I:
# VLAN
B | MAC Address Table | IPv4 Address | VLAN | User Name |
MAC Add Tabl —
¥ ress abie [ ] 8c4D:EAZ00:00:01 192.168.2. 88 4094 guest
¥ Spanning Tree _ .
[] &C4D:EA00:00:0E 192.168.2. 865 4094  staffl

% ERP3

. First [ | Previous |
¥ Discovery [ Add H Delete ]

Property

IP Pool Setting

VLAM IF Address Group Setting

Client List
Rl Fa 3t
MAC Address Table B~ H Pimag R MAC fiziit
IPv4 Address FENEAR B PInERERY IP (Uit

V.1l.1a
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VLAN #ax DHCP A F~ImAY VLAN ID

Users Name #Z8~ DHCP BB RIsfFEB&E 2

Static Binding Table Add

MAC Address |BC:4D:EP.:UD:DB:DA

VAN [s004

| Pvamdoress| (sziesos] ]
|

User Name | |ser\.rice-PC

| appy || ciose |

> MAC Address : FAZHERIZHER MAC Ardl -
> VLAN: EREEEETLETE DHCP VLANID -
>
>

IPv4 Address : #fc IP fizilt - 22 BB4#E MAC AIHEAIERH -
User Name : BZ#ERRBIEMEHERTE -

HZE"Apply "# 7 HIZE - B "Close"FFIi E -

13. Multicast

ZIREOARN BB RS (Gateway) S IBRIME— IPV4A ZIELET -

13.1 ##F(General)

13.1.1 [Et(Property)

ZEHYURERNSERF - EHEEEEJER DMAC = DIP s EB RS - I AR
BPBERMIZHMNSUEER G - M ERERS -
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Multicast + General + Property

) mTiFIood
: Action | (' Drop i
] -_.' _Fanward to Router Port !

% MAC eos Table Multicast Forward Method

i @ DMAC-VID

% Spanning Ti E -
| ; ® DMAC—VID :
'Mg ) DIP-VID 1
| appy |
z General
Group Address
Raouter Port
Forward All
Throttling

Filtering Profile
Filtering Binding
% IGMP Snooping
% MLD Snooping
# MVR

> Unknown Multicast Action : ERMZIFERE -

® Drop: EEZRNZEER -

® Flood: BERMZIEER -

® Router port: RARMZIEE R EXZRAFERIR -
>  Multicast Forward Method : 7 fic IP iR FARRIES
> IPV4: RB7TE IPv4 ZHEERS -

® MAC-VID: #3753 dmac+vid °

® DIP-VID: #3751 dip+vid -
> IPV6: 7 IPv6 ZEER S -

® MAC-VID: #3753 dmac+vid °

® DIP-VID: #&875= dip+vid(dip & ipv6 & 32 fiI) -

B Apply AR TLE -

13.1.2 E#A{Iit(Group Address)

ZIEMNUSBE R 224.0.0.0 £ 239.255.255.255 « Ak D $RE - Z2#BEHRSU 1110 IR 28 It
TERFAH ID MR - BLE D BUNAGFEERTS - SREAIUA—EXADENAL - tolIE
B - E "Add” - "Edit” - “Delete” # “Refresh” INAEETTEIE -

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

Multicast + General + Group Address
Status

L

¥ MNetwork Group Address Table

% Port

v POE Setting IP Version

Rl Showing entries PIIIITNERE e
# MAC Address Table et
R ———— ‘ B | VLAN | Group Address | Member | Type | Life (Sec) |

¢ ERPS 0 results found.

% Discovery First | | Previous
v DHCP | aAgd || Edt || Deete || Refresn |

& General
Froperty

Router Port
Forward All

> IP Version: i IP JRA -
® |IPv4:ipvd ZIERA -
® |Pv6:ipv6 ZiEEFA -

R R

VLAN B##HVLAN ID

Group Address B ABIPAILE

Member PAENREIR

Type B#H#ETY | StaticE8tDynamic
Life(Sec) AN ERFRE
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V.1l.1a

Add Group Address

------------------------------------------------------------------------------------------------------------------------

VLAN !
IP Version
Group Address
| Available Port Selected Port
\ [GE7
| |GE2
| |GE3
MEMBER: | p
i |GE5
GES
| |oE7
' |cEs -

________________________________________________________________________________________________________________________

| Apoy || ciose |

VLAN : 2£#H VLAN ID

IP Version :

® IPv4:ipvd ZiERA -

® |Pv6:ipv6 ZiEEFA -

> Group Address : &4 IP fidit -

> Member: ZHHNKER -
® Available Port: oJ#

® Selected Port: B2

A\

FIEME -
BIBRLE -

G

BB Apply " FE S E . 8" Close"BLE -

13.1.3 EHEEIE(Router Port)

ZIBIEH(MRouter) B RIR B EE T ZEIRANERIE - JRB[AEELZERM IGMP / MLD &t

247 "add” - “Edit” A "Delete” INAEHETETE -
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Multicast + General + Router Port

Status
Network Router Port Table
Port
POE Setting IP Version
VLAN Showing entries Showing 1to 1 of 1 entries
MAC Address Table Q |:
Spanning Tree ‘ B | VLAN | Member | Static Port | Forbidden Port | Life (Sec) |
ERPS (] 1 GE3 GE3
Discovery First | | Previous | &
DHCP | At || Edt || Refresn |
& General
Property
Group Address
Forward All
> IP Version: #3F |P hRAK -
® |Pv4:ipv4 ZIEIRH -
® |Pv6:ipv6 ZIERHE -
¥R F
VLAN RSB EVLAN ID
Member BAEZRENE(BEFENEENERIERE)
Static Port BRRIRAERENE
Forbidden Port 2 IS HREEIENE
Life(Sec) EABENRIIEE
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Add Router Port

Available VLAN Selected VLAN
o

VLAN

. .

| — .

W ... -cc:sczzsszssszsszsssssssss=sss=ss=ssssssssssssssssssssssssssssssssssssssssssssssssssszssd

IPvd :

e :
.

[ Static :
Forbidden

e e L e P =

| Available Port Selected Port

| [GE1
| |GE2
| |GE3
| |GE4
| |GES
' |GES
| |oer |
! |GEs - ;

g

[ Apply ][ Close ]

> VLAN: 249 VLANID -
® Available VLAN : o[ VLAN B8 -
® Selected VLAN: E#8 VLAN B & -
> IP Version:
® |Pv4:ipvd ZIEKH -
® |Pv6:ipv6 ZIEIEH -
Type: BEREERHRA .
® Static: FFRRRHEERERE -
® Forbidden: ZIFMKBEEREE - BASBEBRKHERENS -
> Port: BBERBEENKEIR -
® Available Port: TOIZEWREEFIEKE -
® Selected Port: SEMNKBEERENS -

HZE"Apply "# 7 HIZE - B "Close"FiFIi E -
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13.1.4 #&E32ZEB(Forward All)

REEEIBY LAG UEYZKBEREE VLAN BZIER - NREZDZEZBHREATIE IGMP 7
MLD - FHEEE S0 DUSEEFIBFFRERES "Forward All" + & E"add" ~ "Edit"#]"Delete"
INBEEITEIR -

Multicast + General + Forward All

¥ Status
s Network Forward All Table
¢ Port
v POE Setting IP Version
¥ VLAN Showing entries Showing 110 10f 1entries () I:
% MAC Address Table et
v Spanning Tree ‘ W | VLAN | Static Port | Forbidden Port |
v ERPS O] 1 GE1
»# Discovery First | | Previous
v DHCP | add [ Edt || Deete |
Multicast
& General
Property
Group Address
Router Port

IP Version : £ |P fRAS -
® |Pv4:IPv4 ZiEEZEEE -
® |Pv6:IPv6 ZiEERZESES -

LR B

VLAN I EBEAIVLAN ID

Static Port CHNZEFARERERERENE
Forbidden Port CSHNZEEFHBRARERERBNE

V.1l.1a

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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Add Forward All

© Available VLAN Selected VLAN
1

VLAN

i ===================:====:==:========================:==:::=======:::=====================_E

| Static |
| () Forbidden

| S [k IS

| Available Port Selected Port

' [GE2 GET
' |GE3
' |GE4
' |GES
' |GES
| |GET
| |Ges |
! |GEg - !

g

[ Apply H Close ]

> VLAN: &3 2EEER VLANID -
® Available VLAN : o/ VLAN B8 -
® Selected VLAN: E#/ VLAN B & -
> IP Version:
® |Pv4:|Pv4 ZIEERE I -
® |Pv6:IPv6 ZIEWE AL -
>  Type: BT EEFIRIEAR -
® Static: FRNERTEHNERER - IPEREFERTASIEHBEERE -
® Forbidden: ZIFRVEXZERVEREIR - BIME LSRR RN IGMP 2 MLD &35 - th AE#RUIE
ERRRNTE A RIBRERE -
> Port: BETIHHWHER -
® Available Port: OJEMEEHERIERE -
® Selected Port: DEMKEERIERS -

BB Apply "FE S E . 8" Close"BLE -
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13.1.5 Ehifi(Throttling)

ZEEAHEREREEFEEVEBHNEARAI - UKRESEBEEAFHEBERE -

Multicast + General + Throttling
» Status

Network Throttling Table
Port )
POE Setiing IP Version
VLAN
MAC Address Table
Spanning Tree ] | Eniry ‘ Port | Max Group | Exceed Action |
ERPS [] 1 GE1 256 Deny
Discovery ] 2 GE2 256 Deny
DHCP [] 3 GE3 256 Deny
] 4 GE4 256 Deny
& General [] 5 GE5 256 Deny
FliEl 0 6 GEB 256 Deny
Group Address - + GE7 956 D
Router Port L eny
Forward All |:| 8 GES 256 Deny
[] 8 GE% 256 Deny
> IP Version: 312 |P hrA -
® |Pv4:IPv4 AR IGMP EZEE&ERT -
® |Pv6:IPv6 AR MLD EZEE&ER AT -
kv F
Port PN ERIR AR
Max Group BRNEBIENREAREAEY
Exceed Action PN ERIBEE B BR R HEIRE
weer e

—_—
1

) Replace i

Apply ] [ Close
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Port: BE/RPREEIFIRD|ZE -

IP Version : B&7RFT#E IP AR -

Max Group : EEIRRERABAZ -

Exceed Action : EFIREEZE BB R ARFHBAVERE -
® Deny: FILEZBEA -

® Replace: BE#HEIL—([EFEEHH -

vV V VY V

HE " Apply "l EHIZE - B "Close" X E -

13.1.6 iBIEEXEHE (Filtering Profile)

EMAFHERBIBRER P R AHSBEARLAES - BREREEOANEEB—ZIZEFENESR - &
7E"add" - "Edit"#"Delete"ThAEETTER

Multicast + General + Filtering Profile
Status

Network Filtering Profile Table
Port )
POE Setting IP Version
VLAN Showing entries Showing 0 to 0 of 0 entries () I:
MAC Address Table
Spanning Tree ‘ W | Profile ID | Start Address | End Address | Action |
ERPS 0 results found.
Discovery First | | Previous |
DHCP | add || Edt || Deete |
Multicast
& General
Property
Group Address
Router Port
Forward Al
Throttiing

> IPV4 Version : 312 |P R -
® |Pv4:IPv4 AR IGMP BEEEZ0 RS »
® |Pv6:IPv6 ARX MLD ESEBESEHE -
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Rz pa

Profile ID B ERE ID
Start Address B fE e yn AF AR AL
End Address Tt B AR RF AR AT L
Action FARER B IRAF

Add Profile

Allow i
Deny

apply || Close

> ProfileID: s&E ID -

> IP Version: BE7RFTEE IP hRA -
® IPv4:IGMP ESEERRTERE -
® [Pv6:MLD E5EBRREAE -

> Start Address: R EEFEIREFAH ML
End Address : 52 E &AL RFAH AT
Action : FRERRIERIE
® Allow: nFFBELEREEIFE -
® Deny: EBFALRKRERENIIE -

HE"Apply " FEFIEE - 20 "Close" i E -

13.1.7 #BIEHIE(Filtering Binding)

TRBRRERERER  FHESEELIREBEEERREBRAE

V.1l.1a
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Multicast + General + Filtering Binding
Status

Network Filtering Binding Table

Port
POE Setting IP Version

VLAN

MAC Address Table Q :

Spanning Tree W | Entry | Port | Profile D |
ERPS ] 1 GE1
Discovery O 2 GE2
DHCP ] 3 GE3
Multicast ] 4 GE4
& General [] 5 GE5
Flpsl O 6 GES
Group Address — S
Router Port I:'
Forward Al L 2 GEe
Throttling [] 9 GES
Filtering Profile 0 10 GE10
m 11 GEM
> IPV4 Version: #31% P kK -
® |Pv4:IPv4 AR IGMP EEEEER -
® |Pv6:IPv6 AR MLD BSEZERR -
R Fj it
Entry Am s BB
Port ERIB AR
Profile ID BIFIEHTE Profile ID

Edit Filtering Binding

IPVersmﬂ | 1Pva

Profile ID i

[_apoy J[_ close ]
> Port: PTEREEIESIFK -
> IP Version: BR/RFTEEERHRBIEAY IP AR -
> ProfileID: MREF "Enable” ,cILUEEESEE Profile ID- &R MR ZEZIRBIEREEHE .
B Apply "# 7 ERIZZE - B "Close"[#5:% E
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13.2 IGMP EE¥E(IGMP Snooping)

IGMP B2 EERMRAEAEIEHE(IGMP)BIRERNBRE - ;ZNBENFT B RIRREE T HAMEH
Z2 2B IGMP 5 - BB EBRBLEHRE Rt olDUEERE  BRMILEREETEMLE P ZERE -
LB RIEAFTESENEE - EMEHMLEERERIWEESEMRE © IGMP B E v2 M v3 - &
AEZEEEZYUBZEAEZERNZERE -

13.2.1 FEt4(Property)

fE2EE VLAN R IGMP B 58Fs - FrA IGMP 8288 iX3 CPU - CPU AP EEENAY & 12
IBEARBKMA VLAN LB A ES IGMP B EEA - 2L PIM/OSFP/DVMRP/ IGMP

EHHREBEANTE -

Multicast » IGMP Snooping + Property
% Status

L Hclwok starte . Enable
8 Port i —_— -::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.4:
+ POE Setting Version :gmg\‘:g
¥ MAC Address Table L....W_E'EWEJL_"__Ename

¥ Spanning Tree
Apply

% ERPS

% Discovery

¢ DHCP VLAN Setting Table

= (General

@ IGMP Snooping Router Port Query Query Query Max Last Mem

VLAN | Operational Status

Auto Learn | Robusiness | Interval | Response Interval | Query Cou
Cuerier —
L [ 1 Disabled Enabled 2 125 10
Statistics -
= MLD Snooping [ Edit l
2z MVR

> State: FRAEEE S LUEESIEUS Enable - k& E IGMP Snooping IHEERIRIFAARES -
® Enable: MIREDRIEA IGMP §2i2 - BRIGFH IGMP &2 -
> Version: #3Z IGMPv2 5 IGMPv3 - & 7E IGMP EZEEhR A -
® IGMPv2: EXIEEIE IGMP v2 €] -
® IGMPv3: X1E v3 fRARA v2 -
> Report Suppression : RUFELEH IGMP #EHIH - MNREREBEIREEZFFHUILINEE - IGMP
ERFARSEEIZIEKR - RE IGMP v2 HEMHIF R AREE -
® Enable: MREDPAIEA IGMP 8552 v2 HiEHH - SREAMSHIHITNAEE -
HE"Apply BRI EE L E -
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V.1l.1a

VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
H | VLAN | Operational Status Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
] 1 Disabled Enabled % 125 10 2 1 Disabled
Edit
1Rz f 3t
VLAN IGMPEERVLAN ID

Operation Status

IGMPEZEEVLANINRERI B ARAR 25

Router Port Auto Learn

IGMPES RIS FRIE 1218 B 8/ 2 B RO EE

Query Robustness

BB @R S EENERHEEX

Query Interval

Query Max Response

Interval

Bras & 4 BRI BB
ERERGEMMIE T  FHEMU/10M R ENZZER BRSRINR
ARREFRE

Last Member Query

count

Querier- XA R B BB R BN B
&

RS AR E R HERRET

Last Member Query

Interval

Querier-RX 23 W R BF A RO BEBD B A AT B IS S A B E B A ERIRVIG

BlElE

Immediate leave

EIRNBERRAREE N - EiE
EMIBREZEZE

ZIBEUWIGMPRERAN 2T - 1ZBN1EE %5
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Edit VLAN Setting

Oueryﬂaxﬂesponsehterwl i |‘1D |

Last Member Que:y Counter ; B |

Lasmnmnermmmmnm; |1 |

i Queryuunesponse Iltnnml
Lasllleni:etouely Cwnter

| Apply ][ Close |

VLAN : IGMP E552#9 VLAN ID -
State: &R7E IGMP EZ5E VLAN THBERO RN ARARER °
® Enable: MIREFRIRIFE IGMP B2 VLAN - FRIF=H IGMP B ¥ VLAN -
> Router Port Auto Learn: %7E IGMP EiiEEERIR BB BN AMEE
® Enable: MRETAIRAEBEEN - PIM 1 DVRMP 2B KHERER - SRIFFEHAEZKA
r
> Immediate leave : EEEHEE IGMP BEFEN SR - 1B E B EMIPRZERER -
® Enable: MIREDPAIEAIIBIBER - SRIFFAIZENBER -
» Query Robustness: EEEHREM AFE FRBNRPATIEIERETHRE -
Query Interval : EBEHRRXBHEINBEEBRE -
Query Max Response Interval : EEEHRALEER - £/ EBGEMHESP - FHEL 1/10
Mo BRI R SR AEAET ISR -
> Last Member Query Counter : &% Querier-Ri# 3R EI B BB R AHN SIS R XS E R A
THNERENESHTE -
> Last Member Query Interval : 32 Querier-RX 12U B AR B R AN B R XS EHAS
MANRENESHNEER -
> Opertional Status : &7 IGMP BZi2EEiE IR B BRI RIAIREE
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® Status: E1T IGMP EBEIEREE - MWERRKEA IGMP BREE2 A IGMP BiE - A4 E R
Enable -

® Query Robustness : BiTEME@EY -

® Query Interval : ETEHRFEER -

® Query Max Response Interval : EfT&E& AL ERERERE -

® Last Member Query Counter: ETREMEEHTE -

® Last Member Query Interval : EfTHEKEEHSEER -

HE"Apply "# 7 EHIEE - B "Close" % E -

13.2.2 &&73(Querier)

EAZEEEE JLUEZRIZR VLAN VAR IGMP iR &=/ TN - BB FEEEL A "Edit"
ISR E IGMP EHSARAS - UGTNBEDILAGE IGMP B ERE505% 15 & B 00 253 48 B Y P /3 E R0 S F
22X IGMP BB BRI E - REARRPHNZERFENE -

Multicast + IGMP Snooping + Querier
Status

Network Querier Table
Port

POE Setting Q I:

oLy ‘ W | VLAN | state | Operational Status | Version | Querier Address |
MAC Address Tabl —
fess fable || 1 Disabled Disabled

Spanning Tree

ERPS :
: Edit

Discovery
DHCP

£ € &€ & € &€ &€ «€ & £

= General
& |GMP Snooping
Property
Statistics
2 MLD Snooping
2 MVR
Az F 3kt
VLAN IGMPEZiE & 8235 ERVLAN ID
State IGMPESIEES 028 EIEARRE
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Operational Status IGMPEL IR B0z E1TARER
Querier Version IGMPESIEE RO EThRA
Querier IP VLAN EZE TR &R IPAILE
Edit Querier

[ Apply H Close ]

VLAN : FriEZERERN IGMP EiZ&E:8zs VLAN 7% -
State : 2 EFfE VLAN £ IGMP &85 RUAAREE -
® Enabled: WMNFREFBIAE IGMP &:8z8 - SRIZAH IGMP &:8z3

> Version: :2EFfE VLAN F IGMP &8z B8R A -

® IGMPv2: BigrhRA V2 -
® IGMPv3: B8R v3 (IGMP BIEARAFEZR IGMPV3) -

HE"Apply "# 7 AHIZE - B "Close" A T

13.2.3 #HEHEIHE(Statistics)

MBFEHESIEERA IGMP B52 . EEEEER IGMP E552/9 Receive Packet/Transmit Packet &
-

V.1l.1a
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Multicast + IGMP Snooping —+ Statistics

¥ Status

S

% Port : :
POE Setting . :

VLAN

MAC Address Table

Spanning Tree

ERPS

Discovery

DHCP

= General
& |IGMP Snooping
Property
Querier

= MLD Snooping
2 MVR
IP Configuration
Security
ACL
QoS
Diagnostics

Management

1R i
® Total: #UI IGMP B4R % - B1#E 333 CPU B9 ipv4 %

BRI
Valid : B3 IGMP EEiZERZ 16
InValid : #3 IGMP BEE2iEZ 316
Other: ICMP s BI#RELAR 2 - th AR ipvd ZEEIEITE
Leave : IGMP BRI &
Report : IGMP NI AM#R &€
General Query : IGMP BAEIE
Special Group Query : IGMP 5 E#HEREHE
Source-specific Group Query : IGMP HE SRR E 458
REHHE
Leave : IGMP BRI &
Report : IGMP NI AM# &€
® General Query:IGMP BRH&

EERaEN)

Receive Packet

Transmit Packet

LI&I'
HH
©
©
i
I
2
it
b
E
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® Special Group Query : IGMP 5 EZ A BB E - BIFEE
M ERERFAEHNE

® Source-specific Group Query : IGMP %5 SRR B 4H 58
REHHE

HEZ"Clear" &2 5 H - 2t "Refresh"E# 2 5 H -

13.3 MLD E¥E(MLD Snooping)

IEINREZ B IEE M 2 1B 2 (IPv6) - MLD(Multicast Listener Discovery - 2% 85212 {0 883R) Snooping
R AEZ AN S EAHERE VLAN B - IERR a8 T IR M ENRE VLAN £/Y MLD E558 - F#EH MLD
HERRSHSHEIBEENEN - [EEFEA MLD BREREAIZSEREEE - FRELEE - B31E
HERBEIBNSEF AN E IR R EER - [EEFAZE MLD B8 -

13.3.1 Bt (Property)

EHZEEEEMA MLD BERIDSAFERESELHA TEBRNFEHREM MLD EIEE &R XIR
MZIERATERENEERNES - BR  EXBRRENREE - EREBFRRTE

POE Setting .

VLAN E,;:::::==================
MAC Address Table ' Sl Ll
Spanning Tree

ERPS

Discovery

DHCP VLAN Setting Table

« &« &« &« &« &« « &« « «

= General
= IGMP Snooping
& MLD Snooping

Router Port Query Query Query Max

VLAN | Operational Status

Auto Learn | Robustness | Interval | Response Interval | Query Co

. [] 1 Disabled Enabled 2 125 10
Statistics —

2 MVR
» |IP Configuration

> State: EFESES o LURERMAEVERIA - RE&E MLD EIETIRERIRURMAE -
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® Enable: H1REDRIEIA MLD &5iZ - [RIZZFH MLD &5z -

> Version: 32 MLDv1 = MLDv2 © 387 MLD EffZfR 7N -

® MLDvl: ExXEEE MLDv1 € -

® MLDv2: & v2 AR V1 -

% E MLDV1 i EHHII R FEAREE -

& A 22 R S0 T AE

» Report Suppression :
® Enable: MIREPRIRIA MLD E558 v1 S5 -

BEApply S T

VLAN Setting Table

) Router Port Query Query Query Max Last Member Last Member )
VLAN | Operational Status Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
[ ] 1 Disabled Enabled 2 125 10 2 1 Dizabled
Edit
Rz f 3t
VLAN MLD;EERVLAN ID

Operation Status

MLDEZHEVLANINEERI R A AR 28

Router Port Auto Learn

MLDES BB S PR 118 B £) 2 BRI RUA AR AR

Query Robustness BHRREMOMRR T EBNFRRIEERX
Query Interval B R X RREANRERR
Query Max Response EREBGERNRF - EEMUL/10M R EA XL BH SR
Interval A IEF s E
Query Max Response Querier-R Mz B BF HRVBE R AF A RIS B X S E R A B VAT
Interval |
Last Member Query Querier-R B3 W B B HRVBER A A RIS R X F E R AT AN
Interval Bl

FEUAIBFMRE T - BEFEERRMLDRFRARR - AR ERS

Immediate leave

EMBRZERIR

V.1l.1a
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FHREEEEDEEEEDERE VLAN - WEE "Edit" 327E MLD &5 -

Router Port Auto Learn | Enable

Imrmtintelemm- | | Enable

Query Robustness i |2 |

Query Interval ’ |125 |

—————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

I
I
i
—

i Lastllenberﬂuerytwnter 2

Lnstﬁml_le_r_ﬂll!lj'lmﬂwl 'I[Sel:] ---------------——-————————-————-————-——---------------———-—-——-—-—15

VLAN : MLD &55889 VLAN ID -

State: & 7E MLD B552 VLAN IHEERIRIFEAREE -

® Enable: MIREDAIEA MLD E52 VLAN - FHIZZFA MLD 252 VLAN -

Router Port Auto Learn: & MLD Ei2 iR EERIE B2 BRI RUHM RS

® Enable: MIRETAIRAREBE - PIM f] DVRMP 2B KHERER - FRIFFHASEKA
IR

Immediate leave : EEFREIW MLD RS - EIEE S EMIBRZEREER -

® Enable: MREDPAIEAIIBEF - SRIFFHIZENRER -

Query Robustness : EIEEHRE M O H FRBNRPTIEERETHRE -

Query Interval : EREHRRXBHEINBERE[RE -

Query Max Response Interval : EEEHRAR|EER - £/ EBGEMNESP - I5E 1/10

Mo BRI BRSNS AFTISRE -

Last Member Query Counter : E32 Querier- 322 a3 W R B AR B A AN RIS B XS EAFH

EHNRENETHETE -

Last Member Query Interval : &% Querier-R iz W R B AV BE AN BER B ARG EHAES

ANRENEESHFERER -

Operational Status : 2E MLD EEiZ iR E IR BRI B EE

V.1l.1a
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V.1l.1a

® Status: E{T MLD EHEARAR - WARRRYA IGMP BERi2 £ 15A0 IGMP B2iE - ARAR
Enable -

Query Robustness : E{TEHEMRMY -

Query Interval : ETEHREREMR -

Query Max Response Interval : BTEHASFALEEERER -

Last Member Query Counter : E{TRENEEHTE -

Last Member Query Interval : E{THR%ZEMKESHREBE -

¢
&
i)
il

13.3.2 #R&EHEHE (Statistics)

MRFEHEEEESR/AE MLD B5iE - EE=E %~ MLD B2§2/9 Receive Packet/Transmit Packet &

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

= General
2 IGMP Snooping
& MLD Snooping

» IP Configuration

» Management

R i3t
® Total: #U MLD :B428 - B13E382E) CPU 9 ipv4
ZHREE
® Valid: B MLD EiEERENE
® InValid: EM MLD EiRERETE

Receive Packet

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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® Other:ICMP HB#EAZ MLD - A2 ipv6 ZHEE
BHE  AZ ipve BEBE

Leave : MLD BEfzI &

Report : MLD MIAF#H S

General Query : MLD BA&EHH €

Special Group Query : MLD R ERHBAEHE
Source-specific Group Query : MLD £ ERIRFEE 4
BERAEHHE

Leave : MLD Bz &

Report : MLD MMA MR =36

General Query : MLD BAEHE

Special Group Query : MLD R HBAEHE
Source-specific Group Query : MLD £ ERIREFEF4E
BERAEHHE

Transmit Packet

HEZ"Clear" /%25 H - 30 "Refresh"E# ZHZ 5 F -

13.4 1% VLAN iZft(MVR)

MVR(Z#& VLAN G EREER S KBEIRNRBHRREER EARRHE S ERRENRAMER

gJr(1757|J§ZD ERBEEDEE LEESESRERIRE) - MVR natEER FNERETRMEUEET R E
Zi& VLAN ERZIER -

BRFFEMABPHAE—ZE VLAN - ERZERREEEEN VLAN & - MVR 28 7 #EZE VLAN

PIRERESEMAAES) - BERBRENZZRARRELAERZE VLAN &5 -
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13.41 [Et(Property)

Multicast + MVR —+ Property
Status

Network

Port

POE Setting

VLAN

MAC Address Table

Spanning Tree
ERPS
Discovery
DHCP

€« &« &« &« &« &« |« &« « &«

= General

@ |GMP Snooping
= MLD Snooping
o MVR

Port Setting Apply

Group Address

> State: FHEEESLUEEZERMASEUERMA - REE MVR IHEERIRUAAMES -
® Enable: #N15R#ZEFRI MVR BRIARE - &EI MVR SZEFIIAER -

> VLAN: E#ZE MVR# VLANID -

> Mode: &E MVR &3 -
® Compatible: A& -
® Dynamic: EIRED - REBRIRERZR CAOBAENE -

> Group Start: FAEEESLIERTE MVR BHHESELRE - #E S 224000 2
239.255.255.255 -

> Group Count: MVR BB R - HRHFTEZSERTEE—Z580 MVR BEMUILGHEESHER
1 £ 1287ExES]) -

> Query Time: MVR BB A EIE MVR B MVR ## A8 - EHEEEEBLUREKRS
BHANEERBRERRA - BUCERIRES IGMP 5 EERNEREE - 2BV SHE
il #HEH1IZ10 BRERLIW -

» Operational Group :
® Maximum: MVR BE#HEERBENEAE -
® Current: SRICSZ28/Y MVR BFHE -

B Apply AR TLE -
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13.4.2 EREIRERTE (Port Setting)

EAZEEEE I UEEERERRE MVR WAEBM I AN -

Multicast + MVR —+ Port Setting
Status

Network Port Setting Table
Port

POE Setting Q I:
VLAN

MAC Address Table

L3

L3

£ &« &€ &« &€ & [ | &

[] 1 GE1 Mone Disabled
Spanning Tree
panning Il 2 GE2 Mone Disabled
ERPS -
. [_| 3 GE3 Mone Disabled
Discovery — 4 GE4 M Disabled
=== I:I one ?sa e
Multicast [ ] 5 GE5 MNone Disabled
Il & GE6 Mone Disabled
= General —
= |GMP Sngoping |:| T GET Maone Disabled
= MLD Snooping [ & GEa Mone Disabled
& MVR ] 9 GE9 MNone Disabled
Property [J 10 GE10 None Disabled
Group Address [] 11 GE11 Mone Disabled
i F 3kt
Port ERIRAR
MVRAVEZIEAE - FEEIENone(f&)/Receiver(E=18)/Source (BRJR
Role
1B)
Immediate Leave 17 BNEE FRIAR 2R

Edit Port Setting

| i

: Rﬂle: Receiver

| I () Source

I immediate Leave | [ | Enable i

________________________________________________________________________________________________________________________

[ Apply H Close l

> Port: BEEREENEREBIE -
> Role:MVR EEEEE -
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None: EHERBEBELE -

® Receiver: NREFEZFHAEERRTHRERNZEYE  AIREERESBIEER
18 - FRIEBAFF AR FE A IGMP BERANMANER RS EHANKE - RIS EWEE -
BUUERIR A BB AHIE VLAN -

® Source: BEWNEZXZEYEN LTERBERTERKIRIE - EAEFEERERRIE -
RifgE FHPTARIRIEEE— B4 VLAN -

>

Immediate Leave : MVR E#ZIETEIBERT -
® Enable: MFEMNRIRIFAIIBIELF - SRVEAIIENBER - WWINEEEEERE —BUNGERENE
WEREIE FRIA - FERRIB L FE2Z A Immediate Leave IUEE °

HZE" Apply "tEFERIEE - 51 "Close" R E

13.4.3 Ef#A{Iit(Group Address)

2 E"add" « "Edit" - "Delete"f1"Refresh"INEEETEIE -

£ &€ &€ & &€ &€ &€ &€ € &

Multicast - MVR + Group Address

Status

Network Group Address Table
Port

POE Setting Showing entries Showing 0 to 0 of O entries Q I:
VLAN

MAC Address Table ‘ 0 results found.

Spanning Tree
ERPS [

First [ | Previpus 1
add || Edt || Delete || Refresh |

Discovery
DHCP

= General
= |IGMP Snooping
= MLD Snooping
& MVR
Property
Port Setling

V.1l.1a
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R g

VLAN MVRE£HRIVLAN ID
Group Address MVRE$4HIPfizik

Member MVRE$ BRI ol B 38318
Type MVREF 4 HAZY | AFRREVENRS
Life(Sec) EREMVREF AN FERE

Add Group Address

------------------------------------------------------------------------------------------------------------------------

I . . — - - - — - ————-===-=-===--===-====S==S=--====-=======S====S====S===================================d
N & = = S S SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSESSEssssg

Group Address |

________________________________________________________________________________________________
-------------------------------------------------------------------------------------------------

Available Port Selected Port

Member |

________________________________________________________________________________________________________________________

> VLAN:MVR 25/ VLAN ID -

>  Group Address : MVR ##4H IP il - FERESEE O IEREES FRE MVR ZIERFAAIHE(Ar1E
& 4 224.0.0.0 £ 239.255.255.255) -
> Member: #iE MVR BHHERVERIE -
® Available Port: TEMERIERE - 8 MVR EXRERRERRIGERE  EEARBE
R EERIRIR -
® Selected Port: SEREEIENE -

HZE"Apply "# 7 HIZE - B "Close"FFi E -
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14. IP Configuration

BRRIER N - FhAERREERE—E VLAN  RMERHME 2 BINEE - AEHEENRBRETOR -
BAAEEBEUNAEBEREHENERRERRE VLAN REBRE—EAENMAEREDAEL VLAN -
A5 E VLAN 2 —1E IP 71 - ZRSAEE 2 HARA VLAN - ol UG E S 2 HESS 2 BERRRI 748
B - B—FHEBANBRRENERS 2 BETRE - VLAN IREYL(IRIBEFK) RS 3 B M -

=@ VLAN UR—E% 3 BERTE - RFASREERTEREBEAL - ARNEFHEE ZBRE
RBBE 3 BRIREITER -

14.1 IPv4 EEM T E(IPv4 Management and Interfaces)

RENMBIMOERE IP TEUEBEBHERSIEN BB - M IE IPv4 1 IPv6 - ILIEIREEES
E—REAIEERY - WO AF R ERERN IPv4 28 IPV6 - D] PUER R s BOOTP 8¢ DHCP fafk=s
EEY IPv4 AUk - IPv6 it REEFENRRRE °

IPv4 5RTE- ERREEHBN IPv4 A3l

IPv4 AIHEFERZ IP & '192.168.2.200" EEREFEMITI - MRER BB TRRREEERAI
MWEBEENE - CUEEFEERESR NS —ERR EWER T (FIs 2 EZ U FERMAE(WRARA
EBEHRE)

ol is R & i BOOTP = DHCP falfR=s ALt - ol AF B EFFAR IP AIdl - BAY IP Ak
TOfE+#FIZ=(0 £ 2554 - WL DF IR - AEZBRIE 2N EEE -

14.1.1 IPv4 NTE&FE:R IP 5% %E (IPv4 Interface & Default IP Configure)

FRESEESUMREZ NMIBERIGEEE IPv4 HE@EBAY IPv4 N HERI VLAN ID 4R5% - ks
1% VLAN 7T E#82UA] Loopback 7T E#EEL - 2 E "add” ~ "Edit"#]"Delete"INEEEITER -
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Status
Network IPv4 Interface Table
Port

POE Setting

VLAN

MAC Address Table

VLANMN 1 Static

Spanning Tree

IP Configuration + IPv4 Management and Routing + TPv4 Interface

‘ [ ] | Interface | IP Address Type | IP Address |
[] 192 168.2.200 2552552550 Valid primary

Q |

Mask | Status | Roles |

ERPS | Agd || Edt || Delete |

Discovery

DHCP
Multicast
= IP Conhguration

& IPv4 Management and Routing

€ | € € € | € £ | € |« | € € «

IPv4 Routes
ARP
= IPvG Management and Routing

IPv4 Interface Table

B | Interface | IP Address Type | IP Address | Mask

| Status | Roles |

| Add Edt_ || Delete |

= ITRY POE 348

$23R 7 VLANL (7858 VLAN ) IP firsitf ‘153877

R E R RIENERTE

Edit IPv4 Interface

i Inteﬂauer ‘-."LHNI |
pmm e |
| § () Dfnamu:. ;
i Aﬂliess'l’ype. ® Qtatu:. E
r. P —— .|. T T rp— ..1
i IP Address | (192.165.2.200 | i
IF---------------- T T T T T T --1
; 5 @® Metwork Mask |”55.255.255.D ;
| Mask ---- ey ey ==
| : Prefix Lenglh ;
k N - T
' Roles | f_ “primary
| ¢y () sub i

| appy || Close

R, +(886) 2-8911-6160
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» Address Type:
® Dynamic: EEHRTER"Dynamic"&a! -

®  Static: EIERE A" "Static"EE -

> IP Address : VLAN 9 IP firdlt - B3RY IP (1R IUEEF(0 £ 255)4A6 - Wl agsfE - (78
% IP % :192.168.2.200)
> Mask:
® Network Mask: ZESZMEE 7 AR EEIREE FRABNEHAIMIT - (FRRABIE
E7% :255.255.255.0)
® Prefix Length: ERIKEERA, BEEH IPVA TEHNARRE -
> Roles:
® Primary: EXZBWNUEERERTIZABKE -
® Sub: ERERFM, BEERTAREAECRTE

HZE"Apply "# 7 HIZE - B "Close"FFi E -

BT EREFRIREERE

Logout

IP Configuration + IPv4 Management and Routing + IPv4 Interface

¢ Status

¥ Network IPv4 Interface Table
¢ Port

¥ POE Setting Q | |
¥ VLAN
¥ MAC Address Table ‘
¥ Spanning Tree

+ ERPS | add || Edt || Delete |

W | Interface | IPAddress Type | IPAddress |  Mask | Status | Roles | '
(] VLAN1 Static 192.168.101.89 2552552550 Valid  primary

¥ Discovery

FXINEEELH IP % - #147"Save running configuration to startup configuration”; & POE 3123
HHY IP SREEB R ENRFEM -
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Save running configuration to startup
configuration Do you want to continue?

=) o

HE "ok” LIR7E ‘Save running configuration to startup configuration’ ZE -

£ ‘Loopback’ Frig VLAN IP fiIitz&%E

Add IPv4 Interface

Interface I

Address Type i )

i IP Address

0

|
T |
R e
| I

|

a

4

1

'

Mask
Roles

Apply ] [ Close ]

Address Type : Loopback 7T E Rig 58 E"static" 84 -
IP Address : 7£ IP it - HEERH IPv4 N E IP it -
> Mask:
® Network Mask : TEARFIESHEA - MEH IPv4 MTHENFRRIES -
Prefix Length : RIS REMRA - BEKH IPv4 NHMAIREE -
Roles :
® Primary: EX 2N, EEREATZEABRTE -
® Sub: EREMR, EERTEHAREBERTE -

HZE"Apply "# 7 HIZE - B "Close"FFi E -
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V.1l.1a

14.1.2 |IPv4 BEHTERIEHERTE (IPv4 Routes & Default Route

Configure)

IZOILUER IP > Static Routes (Add) B EIE B R P AFF R - 0 fcFH 2 15 A7 AR IS A 2R
ERTHEBNRSERH @ PFRERAZBEEBAEEBNZEMBEREE  HERFLKEVER
TE BN EREENRE -

Default Route (Gateway) IP
192.168.2.254

Network node Site-3

I L3 POE Switch IP:
— — WAN/Internet
‘l 192.168.2.200
N1

(CS-3416G-16P)

Site-2

RifzF BB ERRREER LAN ERNEIKAH ISR E R B FERARE - £HEED - BHRSRBEEIW
FERWENA T EEEENEE - TREREZRS N —EIEES - BETNRE—EBHRA
BRI EEATENER -

BN - € "Network node” BRI RERAVTAL S A (FRRLRIE) (Site-3) 2 BERABESRIAE - IRTILL
Bl — 1R A AR I AR AICE 2 B R 23 (Site-2) 875 ISP R AR -

B — IR R AR EERIR RN EBERSite- DB ITRBU BB ETERE -

FHEEEETLIERE "IPv4 Routing Table” BH - Iz E" "add" ~ "Edit""Delete"NEEETE
# -
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IP Configuration + IPv4 Management and Routing + IPv4 Routes

Network IPv4 Routing Table
Port
POE Setting
VLAN N

B | Destination IP Prefix | Prefix Length | Route Type Next Hop Router IP Address
MAC Address Table () 162.159.200.0 24  Static 192.168.101.254
Spanning Tree \

192.168.101.0 24  Directly Connected

ERPS
Discovery | Add || Edit || Delete

DHCP
Multicast

-~ IP Configuration

% IPv4 Management and Routing
IPv4 Interface

ARP
& IPv6 Management and Routing

# "Default Route" PR ERIE |P 5335 &Ry N —1{E EHRYESH - LUfE

LAN ExfEenE 48 ERAHES - A "IREITRIER T EIRENRE

b

THRPHERBHTEESHEAIAREE - HRREEEEE B RERE - AId NAT BERERs - X
e R E AREs

"TERRIEH"EE IP HE PN BT AR EMIR BB AR - BAREENER - Bt A ERER
RIEARPRFAAT EERERRRER - ZBHBEEODS —ETEES ERIEAZ | IREBZFH
BENUEBRIE EMERE BRI CHNER, §R HESERRRER - AT > —EEmEs -
BREZ - BREZEIMN—PRIERE -

TCP/ IP B PRITERR ISR ES SR A EHEVER IP BREAER —FHER NUE%HE
MBRIENE B A - EHAFRERREREEZREES N —BRIREE P Uit -

V.1l.1a
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AR POE R1#RAY" ez ISH" (FE IP) - F2ELUTAR -

TRER s (F%E IP)RE B

Add IPv4 Static Route

IP Address | 0000

Mask j;:::::::::::::::::::::::::.—.— -

ZEZZIZIIEIZISISISISSISISISISIIISISISIIIICIfTIIIEIISISIIIIIIIIIISISIIIIIIIIIIIIZEIsIsIzIzszzzzzzzzszzzzd

Next Hop Router IP Address| [192.168.2.254 |

| Apply || Close |

FEsRis AR ERGIER IP Tt MBS IP IitA “0.0.0.0" (HREE IP) - FEIEHEE IP IitH
“192.168.2.254" - EE%/ "1" -

IP Address / Destination IP : £ H/Y IP #fi17T, F&E B IP ol -
Mask :
Network Mask : 157 EZMAEAFHISES -
Prefix Length : 7 IPv4 s EE BT, IEEHM IPV4 BIREE -
> Next Hop Router IP Address : £ F—Bkis s IP A1 - IEE R EE & 2 HAOM K
FR N —EBRRNRAB)RAAERNEL AR Pt -
> Metric: FFEBMEEZARKEHEENNERRAR(BEE) -

BB Apply " FE S E . 8" Close"BLE -
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Lpiify your W

11k

BT EREFRIREERE

Logout

IP Configuration + IPv4 Management and Routing + IPv4 Routes
Status

Network IPv4 Routing Table

Port

POE Setting

UiZo ‘ Destination IP Prefix | Prefix Length | Route Type ‘ Next Hop Router IP Address
MAC Address Table (] 0.0.00(AnyIP) 24 Static 192.168.2.254 ( Gateway IP )
Spanning Tree 192.168.2.0 24 Directly Connected

ERPS

Discovery |  Add || Eat || Delete

DHCP
Multicast

- IP Configuration

% IPv4 Management and Routing
IPv4 Interface

ARP
< IPv6 Management and Routing

FXINEECLH IP # - #197"Save running configuration to startup configuration”;{& POE
IR IP REEBRRAEMSGEY -

Save running configuration to startup
configuration Do you want to continue?

/L

HE "ok” LIR7E ‘Save running configuration to startup configuration’ ZE -
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AP AR IR FHER E N A:

Add IPv4 Static Route

|PAddumsﬁ 162.159.200 1 |

| @ Network Mask ‘255 2552550
MaSk ii':' =====================::===========:::::::::::::::1‘
(:3 Prefix Length

Next Hop Router IP Address 1

— o
—
1

1 |
1

_ [

Metric

\192163101254 ””””““Wnnnunnh"""""""""""“““-"““““"_

Apply ] I Close ]

FFARIRARTARR IP fiit4 162.159.200.1
FAEREH IP fIit4 192.168.101.254

> IP Address / Destination IP: ZTE B/ IP 87T, 35 B a9t [P Azl -

> Mask:

® Network Mask: fEEEEMARHN FRKIES

® Prefix Length: £ IPv4 BIREE R, T8E B IPv4 BIREE -

> Next Hop Router IP Address : £ T —Bki&EH =3 IP (BN IS ERIREE 3 2 HAMEEE £
AT —1E B HeR (MR A) R P AR B LS B s P Al -

V.1l.1a
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V.1l.1a

> Metric: BIEE

ZAREHEENNEEMRAR(BE) -

C:’IIO

Lpiify your W

BB Apply "3 EAEE - 8" Close"BELE -

Diagnostics + Ping
¥ Status
¥ Network
¥ Port
¥ POE Setting
VLAN
¥ MAC Address Table
Spanning Tree
¥ ERPS
Discovery
DHCP
¥ Multicast
IP Configuration
¥ Security
ACL
QoS
Diagnostics
¥ Logging
Mirroring

Traceroute

i i (O Hostname
Address Type ) 1Pv4
’ i IPv6

Server Address

Cuunt |‘1D

[ Ping ]

Ping Result

Success.

Transmlt Pat:ket

....................................................
....................................................

i Receive Packet |

....................................................
————————————————————————————————————————————————————

....................................................

FEARIRAR/RAI IP flt#A “ 162.159.200.1" MR EMKIN - RITILIE

ETRIHERE -

@ wWww.cerio.com.tw
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IPv4 Routing Table

[ | | Destination IP Prefix | Prefix Length | Route Type MNext Hop Router IP Address | Metric | Administrative Distance | QOutgoing Interface
[ 162.159.200.0 24 Static 192.168.101.254 2 1  WLAN 1*
192.168.101.0 24 Directly Connected VLAN 1*

| age || Eat || Deete |

Az f 3t

Destination IP Prefix B IPRTAR

Prefix Length ERNIBRE

Router Type FEERA . FREAR - BURREBARAMA

ROMEEZE QMR LR N —EEESE MR KA ERNE L

Next Hop Router IP .
FHE&IPAzIL - ' —{E SRS (B0 - AYRIE L REIPAIIE) 43 2 AH #0540 1 52

Address \
7 —S B B EEREE A 7 P
RENT—HRNESE

Metric

EEEE(BRHEAEEERM)  E—EIE1Z225528E

Administrative Distance ERERHNEHEIEREH
Outgoing Interface ARV E S EE R R ERUFRY S IEER B R AVAR B8
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V.1l.1a

14.1.3 {UitE2T#E(ARP)

ARP(Address Resolution Protocol - i it #4715 ) & IP ALt #RT 48 0 KA MAC Uit (EE R
HNWHE - TREMAET  E-—aFHHNERRBEEENZEXES ST HIRER - B
WEEHTEEEER IP Al - BEF IP AIHEARS - A% IP ER AT SENTIES B EEA
BEGE - PRI RN E WAA BRI B R ML - PRI TTHE R ZH P Mg 2B RS - ARP FL2E
BEIREENENBE -

3

ARP table (ARP 27z 5 H)
®EEE ARP #iTH B MAC iIscitE - SEBE SR ARP RPFIE—1E IP Uit 2 MAC fuitRy
MENSE  MFERESREZZEMEBEH - ARPERDE "85 ARP X" A "##8 ARP X"

f£F ARP table (ARP ZFEH)EEXRPHBE - BEZXMABROCHINEHERIEK -
IP Configuration + IPv4 Management and Routing + ARP

¥ Status

¥ Network f

« Port ARP Entry Age Out ' [1200

% POE Setting i O Al

¥ VLAN Clear ARP Table Entries . g?’aﬁm‘c

¥ MAG Address Table | ® Normal Age Out

¥ Spanning Tree

¥ ERPS [ Apply H Cancel ]

¥ Discovery

¥ DHCP ARP Table

¥ Multicast

- IP Configuration Q |

4 IPv4 Management and Routing
el o M | interface | IPAddress | MACAddress | Status |
IPv4 Routes [ VLANA1 192.1688.101.63  00:e0:a0:10:04:.6c  Dynamic

] VLANA 192 168101100 8c4deafe:05be  Static
[ VLANA1 192.168.101.167 00:680:b9:bf:bB:74  Dynamic
[ VLANA1 192.168.101.254 8c:4dea:04:/8:50  Dynamic

% IPvB6 Management and Routing

I Add ] I Edit ] I Delete

> ARP Entry Age Out : ARP IEER R ] IEE E ¢ 15 W& 21600 ¥ - 78584 1200 7 -

> Clear ARP Table Entries : FREEIEES0LIER "All(ZEL)" - “"Dynamic(E1ER)"
“Static(8#88)" AKX “Normal Age Out(IEBEE)" (ARP EER ERE)EERE ARP &RHY
“Clean ARP Table Entries”
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HZE"Apply "EFERIZE - B “Cancel” HUHEE -

ARP Table

EREEEEJLRE "ARP" BE - WikE"add" ~ "Edit"#"Delete" TN ETEE -

L s
Interface EAARPIS EE R RFRVES FR T
IP Address BNERDIRRERIEAIEEN ERRE (A _L)RIPAL

BN EERBENEEMACHAILLE - fit2AE R RN EmAI+/53E
Hlg - FE - 40:b0:34:54:97:82
ARPSEE - OlgEEW T ¢
* Local: BERMBEHETEN—EMACHIUHEEAIARPEE
Status * Gateway: —fEZIREARPEE - HIPAIH 2 AaAVIPAIE
e Static: ARPEEZFEIFRTEMN

* Dynamic: IBHz2EARPEE

MAC Address

VARE! @ www.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw
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Add ARP

IPAddress: \192 168.101.100 |

| MACAddress \8(: 4D-EAFE 05 BE | i

[ Apply l [ Close l

> Interface: FAHEEIES 0 LUERE VLAN NHE -
> IP Address : i AFri2 ARP &8 IPv4 firdlt -
> MAC Address : @ A#TIZ ARP RA MAC fizilt -

BB Apply "E LS E . 8" Close" BB

14.2 IPv6 EERM T E(IPv6 Management and Interfaces)

RENBNOKRE IP T ENUEBBEESENBRBES - REEE IPv4 M IPv6 - oIIEREEES
E—EAIEERY - WO AF R ERERN IPv4 28 IPV6 - D] PUER R a1t BOOTP 5 DHCP fE/k=s
JEEY IPv4 AU - IPv6 It REEFENFRTE -

IPv6 52 E—- 2 & HREEEN[ERY IPvo it

14.2.1 IPv6 7T E(IPv6 Interface)

EREEEETLIEEE "IPv6 Interface Table” BEME - W& E"add"  "Edit"H"Delete"INEE#ETT
=i .
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Lpiify wour Wir

IP Configuration + IPv6 Management and Routing + IPv6 Interface
Status

Network
Port
POE Setting [
VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

€ | «

IPv6 Unicast Routing | Enable

Apply ” Cancel l

€| €|« |«

IPv6 Interface Table

| DHCPVE Client

¥
¥
¥
¥
¥

B | Interface Information | Minimum Information | Auto Configuration | DAD Attempts

Stateless

— IP Configuration Refresh Time Refresh Time

@ IPv4 Management and Routing [ WLANA1 Disabled 86400 600 Enabled 1
4 IPv6 Management and Routing [

Add ] [ Edit ] I Delete ]
IPvE Addresses

IPv6 Unicast Routing : FAEEEELIEE "Enable” #% IPv6 B1ESHINAE -

HE"Apply " FEFIEE - B “Cancel” HUEHRE -

ZEIFEE |Pvo T EIEEBRY IPv6 NMERE -
Rigez & VLAN 7T E$EEA Loopback 7T EFEE! -

# VILAN “FERE “Interface”

Add IPvE Interface

—ecccocsag)

i ® VLAN !

Interface ?..:..... S |
e Lnopback i

=
|
|
|
|
|
|
fesssssssssssssssssssssssssssnennnnnannsnghannnnnnnnn sEmssssssssssEssEsEsEsssssssssssssssssssssssssssssd
i
k
|
|
|
|

Auto Configuration | Enable E

D T T T T |

DAD Attempts | [0 |

DHCPv6 Client

Stateless | | Enable

...........------------------...........+......... sEEssssssssssEEssEEEEESEsEEsEEEEEssEsEEsEEEE

Information Refresh Time | |38400 |

...........------------------............|..........................................................

Minimum Information Refresh Time | |00 |

V.1.1a @ WWW.cerio.com.tw &. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

> Auto Configuration : IPv6 It BEIR EE BB A4 TR ISHMBIZ IPv6 /TH - 15
TE 7 BC IPv6 A -

> DAD Attempts : 2 E T E ERERBAIEHTEE MR (Duplicate Address Detect,
DAD)S 2B XM B KRB - IEE<H no BN ERREERERTERE -

DHCP6 Client :

> Stateless: IPv6 FiRAR AL B E)E% E (StateLess Address Auto Configuration,SLAAC)THEE -

> Information Refresh Time : 5 E KA DHCPV6 75 A BL 46 & B ln a2 E 51 S A0 Rl 7 A5 -
Fas % 86400s -

»  Minimum Information Refresh Time : 783&% 600s -

BB Apply "FE S E . 8" Close"BLE -

& “Loopback “LFE ‘Interface” :

Add IPv6 Interface

Loopback : &1%4T]E M loopback fiilt[mE B &% IPv6 36 -
loopback it A G D ECAABRESERETHE -

BB Apply "FE NS E . 8" Close"BLE -
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14.2.2 IPv6 fiuilt(IPv6 Addresses)

FREEEETLIERE "IPv6 Address Table” BEHE - Wiz E " "add"H1"Delete"IHEEETER -
IP Configuration + IPv6 Management and Routing » IPv6 Addresses

IPv6 Address Table
Interface

Q |
W | 1Pv6 Address Type | IPv6 Address | IPV6 Prefix Length | DAD Status |
Link Local feB80::8e4d eafffe30:dd53 64 Active
Multicast ff02::1:ff30:dd53
Multicast ff02::1
Multicast ff01::1
— IP Configuration
Add l [ Delete

2 IPv4 Management and Routing
# |PvB Management and Routing
IPv6 Interface

IPv6 Address Table

> Interface: ERAZEEESJLUE T EEEEZRANRER "IPv6 MHEEE" EEAY VLAN -
HEMER IPv6 MHERER °

allk
!

R Fpu

IPv6 Address Type IPVOIHEERRYYN : Multicast(Z48&) - Anycast(fE#&)slUnicast(E1F)
IPv6 Address H it a9IPve it

IPv6 Prefix Length A E R AR SRR R E

FERIPVOAIHUERIARES - DI LIZ YN MARES
o Tent: B "SEHEAHUIFA" (DAD)IREE - BEEWFRAIAIHULA
DAD status HEER
* Active : IPv6fii A E BRI ER
* Preferred: E5&:EIPvoNIiLE2ME— - BT R AN
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EIEFEA IPvo 18TURY IPv6 i REY -
Rz T 1E Global(Z =) A0 Link Local(##E& A ih) 82 -

7 “Global” &E_L “IPv6 Address Type” -

Add IPvE Interface

Interface | vLANT

{ O Link Local

IPv6 Address | [i=20-8e4d eaff fe30 dds55 i

Prefix Length | 32

EUI64 | Enable |

[ Apply ] [ Close l

> IPv6 Address Type :
® Global: E IPv6 ZIHEEAIL - FTTERM IPv6 izt - EIEREEATAM AT - &
EHR—EERAT - DURTEUE - HEMERRIUER AR EENITE -
® Link Local: &% IPv6 SEREZAIMIAILLE - i BIAREEE /A7 FESO £ FEBF 2@ - 1t HE1E
T E RBERR E — (B HE B AN st U 31k (F8 2 RO AT HEAS B A 7 8] B3 B0 A A RO S B A S AT ) -
> IPv6 Address: B ASEEEN IPv6 firdlk - IPv6 B A48 E E 7RI : 2001 : 8E4D : EAFF : FEOL :
0000 : 0000 : 0000 : 0002 ~ FFFF : FFFF : FFFF : FFFE (0SS %EEY IPv6 IP - S B ZRREY ISP /&
&) -
> Prefix Length : X823 IPv6 fIIRIRRE -
> EUI-64: L5 BIRLA EUI-64 8= IP6v 52 € - i 1R 64 I7tHY EUI-64 NE ID BN E
R IPv6 fizdlk -

BB Apply "(E S E . 8" Close"BIFLE -
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V.1l.1a

£ “Link Local” _EZE “IPv6 Address Type” :

Add IPvE Interface

i ."-‘. Global
IPv6 Add Type : Llnk Lou:al

IPvEA{Idress FESU BE4D EAFF FEI.']5 3406

[ Apply ] [ Close ]

> IPv6 Addrress : AREGfERER IPv6 BRIV TT It R (F AR $B AR 25K AU 3th 380 51 45 77 [ RO 25 3t S8 7%
fuik - fign "FESO::8E4D:EAFF:FE05:3406"

B8 Apply B LHIEE 8 Close" BT

14.2.3 IPv6 E&H(IPv6 Routers)

ROl DUER IP > Static Routes (Add)EEIEAR T @A FERA - R 2 RS RAN AT
ERTHABNESEEER SRR ZBERARMEEENE EMmEEEE  BEREREVEE
ERHBI o RAERINIEE -

ZEHZ A O LIFER IPv6 BEHIFRAY Destination IP Prefix(B /Y IP BI#4R) / Prefix Length(RISR R E) /
Route Type(B8H%5E2EY) / Next Hop Router IP Address(~ —BkE&EH2E8 IP fizdit) / Metric (E£) /

Administrative Distance(Z32b#f) / Outgoing Interface(EL 7T E) EEH -

ERZEEEEOLIERE "IPv6 Routing Table” EHE - #1"add" ~ "Edit"#"Delete"INEEETEIR -
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Configuration +» IPv6 Management and Routing + IPv6 Routes
Status

Network IPv6 Routing Table

Port

POE Setting

VLAN

MAC Address Table

‘ [ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric |

0 results found.

Spanning Tree
ERPS | add || Edt || Deete |

Discovery
DHCP
Multicast
— IP Configuration

% |Pv4 Management and Routing
4 |PvB Management and Routing
IPvB Interface
IPv6 Addresses

IPv6 Meighbors

IPv6 Routing Table

‘ [ ] | Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric | Administrative Distance | Outgoing Interface

0 results found.

| aAdd || Edt || Delete |
e R b pan
Destination IP Prefix B r9th PRI 4%
Prefix Length A ERAHRVEERAIR R E

7% TE R FR B9 I FR A 177 7E SR AL
« Static(F ). BHEF B EEN
Router Type
« ND (#B3rse A 383R). I BIEBNDH E 53R

« Connected(E2#&##). BHREB R FEIEREIPvOIiL

Next Hop Router IP
Address

AR E RUFHRVES B9 N —BkIPve iz it

RENTFT—HNEZE
Metric
IEEEEEREAEEE)  2—EUTE1R2255MEEE
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Administrative Distance CiRERANEAEIEEE

Outgoing Interface P4 ERAY 8 ) E A 20 T R PR A S SRR SR R PR O SR

Add IPv6 Static Route

____________________________________________________________________________________________________________

frmsemsermsnsss s - e e e e 4
| IPVE Prefix Length | | |

frmssmserssssssss s SITTCTTT T e r e e e e LR e e R L ELCEEEECEEEELEECEEREEEEEED 4
Next Hop Router IP Address | | |

frmssmsersenssssm s B eememeemeeeeEeaEsEEEEEEEESEsEEESESEESEsEEEEEsEsEEsEssEsEEsEsEssEsmE=es 4
et |

............................................................................................................

> IPv6 Prefix : 7 IPv6 BRI ML 15 E B AV IPv6 ABESATAR -

> IPv6 Prefix Length : 7 IPv6 RIS EERNI, f&E B IPv6 BIREE -

> Next Hop Router IP Address : 7= ~—Bk IPv6 It f5EF R EE R E B MK LR
N —ERERNRB)RAEANELISEER P 7l -

» Metric: FERMEERARERBNEEH AR -

HZE"Apply "# 7 HIZE - B "Close" i E

14.2.4 IPv6 #paE%#(IPv6 Neighbors)

FEREEEEYLERE "IPv6 Neighbor Table” BEE - & "add" - "Edit"#1"Delete"IhEEETE
1 .
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Arpiify your Wire

IP Configuration + IPv6 Management and Routing + IPv6 Neighbors

¥ Status
¥ Network e
¥ Port |
% POE Setting i
¥ VLAN

¥ MAC Address Table [

Clear Neighbor Table

______

Apply ” Cancel ]

¥ Spanning Tree

¥ ERPS
v Discovery IPv6 Neighbor Table
% DHCP

Multicast Q |
W | Interface | IPv6 Address | MAC Address | Status | Router |

0 results found.

IP Configuration |

%  |Pv4 Management and Routing
4 |Pv6 Management and Routing
IPv6 Interface [ Add l [ Edit l [ Delete l
IPvE Addresses
IPv6 Routes

————————————— T e e T e e e e e S C S S S S S S S S S S S SSSSSSS SSSSSCCCEEeCCeEEeee

O Dynamic
) Static

e —— ___ Booooooosoososssssssssssssseeer s cccccccccccoonooosooooT TS E TS S ccccoaaod)

[ Apply l [ Cancel

IPv6 Neighbor Table

Interface IPv6 Address MAC Address | Status | Router |
[] WVLAMNA1 fedl:-8edd caaafels 3408 Boddeafe:05be Static N/A

[ VLANA1 fe80::8edd eaffee0%: 3589 Bcoddeafeccee Static  N/A
[]  WLANA1 fedl:8edd eaff-fa05:3406 gc:dd.eafe:05:06 Static NIA

Add || Edt || Delete

Clear Neighbor Table

FRESEEELUEZREARREE - 65 "Al(E3ED)” - "Dynamic(B188)" - "Static(FFRE)"
‘N/ACRTEER)" DURERZEZRLEEBR"IPv6 Neighbor Table" -
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Use the "Search” menu to consult the list

ERESREMMIIE "BRT ETEE - 6N '8c - ARKE 2B BT - MBAUEE
BIEETR A S

L it

EARBTTEAERENTE
Interface
I ZEREIE 7 IPveilt - st o] IR ZEH#A R ERIIPVe T EIDAR S

IPv6 Address BT ER S T ERYIPVOIiLL

MAC Address ZBNU R EIPVONIIALAIIPVE T EIRIMACAI I 34 583 28 s BOMACAT HE
T BB TR ERIIAER - IPVORla e 2 IREFPARRES " "Dynamic"sk
"Static"

Status

Router % TE RUARV S FHRV BT R 15

Add Neighbor

Apply ] [ Close ]

> Interface: #=#ZEAM VLAN ID 280 IPv6 /T EEHR -
> IP Addrress : 15 0B BZ N ERZERIFIORER IPv6 {7t -
> MAC Addrerss : 1503 @477 ERZERHITERER MAC it -

HZE"Apply "E 7 EHIZE - B "Close"FFi E
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15. Security

151 iEinlEAEBARERIE(RADIUS)

BB 2R O] DU T = I fE B & 83 A B2 38 AR 75 (RADIUS,Remote Authentication Dial In User Service)fd
k2R - REMBRERHEET R 802.1X FHEM MAC HWAREARIZES - LRIRERILUFTE RADIUS &
Fl - £ RADIUS ARz kM EFT N L e M - RIEURERES WS -

EREEE S0 DE RADIUS ARz ERRRAIIRS - 7 RADIUS BEEE RADIUS fEIRZEAK
HE2H -

Security + RADIUS

¢ Staius

v Network
% Port B e
« VLAN  Timeout| [; |

 MAC Address Table Loszzzzzos =======1I:,-===============::::::::::::::---------------::==========================================
v Spanning Tree | Key suing{ | |

s ERPS

@ Discovery [ﬂ]

¢ DHCP

% Mufticast RADIUS Table

# IP Configuration

_ Showing entries Showing 1 to 1 of 1 entries Q I:

e ‘ | Server Address | Server Port | Priority | Retry | Timeout | Usage |
2 AAA [] 192.168.2.99 1812 1 3 3 Al
= Management Access [ Add H Edit H Deiete ] First | | Previous

@ Authentication Manager

> Use Default Parameters :

® Retry: REFEREARE  WMAERRBEME 2R - 0@ RADIUS EIARES BERVEZEFK
RE - FARER 3 -

® Timeout: RERRBIE  MARBRREEASTHNRE N —EEREZA - 5
RADIUS fEfkzz BRI E - FRRRERS 3 -

® Key String: FEFEM RADIUS BigF & - B s> 5 RN RADIUS fEhkzs 2
%38 MD5 EITLZ B - ZZBi|n/AE RADIUS Afikss LR EN R B — - IR LENE
HE@wFE (REEMEE ) SLUBARNXEZANRRFS -

V.1l.1a
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BB Apply BB TLE -

kv 3t
Server Address RADIUSfE ARz iz 3t
Server Port RADIUSE AR =3 1% 18
RADIUSfE AR =3 B 54k Al (B VB4R B S) - RADIUSE &% E 5l i1
Priority BEERSEERFINERESETIERE - NRELN  ©EERERET—
BESELENLERS
RADIUSTEIfR=:REHE - IR EZCRREN - CHEEBES  BHIE
Retry S RBBB B

RADIUSfElfRzs B IR 1E - EE IR T —EfEARas 2155 RADIUS

Timeout
(GliFESEIVENE D2 5t
RADIUSfEI AR & 15 A 4B HY
* Login: FIRE G
Usage

e 802.1x: AMRB02.1xE175xE
* All: HRPIEEE
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V.1l.1a

Add RADIUS Server

i Address Type :
Server Address
Server Port
Priorit
| Retry |

Usage

In

Use Default E

-j:- Hostname :

| IPv4

IF"u'ﬁ

|192 168.2.99

|1a12

() 802.1X

Apply ] [ Close ]

> Address Type: TJ#3E |Pv4/IPv6 S X #E2TE - £ "Add" HEEED

TOUEERAY -

® Hostname: FRMAIEZTBIEASG RIS -
® |Pv4: FH IPv4 fEA GRS NI -
® |Pv6: £ IPv6 fEAEIARSSNILE -

> Server Address: 5

BRBUSTUHBRB A GRS - & "Edit" BWEED

> Server Port:

ERZESHIERE -

LIES S

Ear—1

A AE

RADIUS faliRzsRUZERZIE -

>  Priority : EREEEE LA GMREAVE TR
RiIgRE TR B TR R
AR e B ok Al (Bt B /oL S) - RADIUS &
SEMEEDT—

SNERERS -
ZRREMERER
BEESETENERES -

f Use Default
l Use Default

Login ;

I @ Al |

EHEFEREEQRRN

@ A RADIUS fEIAR=5RY IP Uit st 2% - £ "Add” HEEED - EHEF
BN EH A AREE AR ER AL -

- BERPIRERREBEANMBERRIEZLUERRE
B = B IR
R BARRINERESRRERI -

& RADIUS

> Key String : EAEEEE0]LUERE User Defined WEHIANNZE SR B iBF EI T - AREIIR

#& 41 RADIUS fal iz =3 ~ fERV3E

AMETEMERENMNE - IER iU AR RADIUS Eikas LR ERE

BT - MRFEHESHEEERE Use Default (B EERE)BEHERTIBTS -

> Retry: #§2 User Defined MEIATER B EEME A -

@ wWww.cerio.com.tw
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53 1E Use Default LUERITREREE -
> Timeout: £ User Defined MBI AR S E B E AN UIREI N —EEIRE 281 - S5
RADIUS fElfRzz BZ R &L - 213EHE Use Default LUEFTEERE -
> Usage: ##E RADIUS EiR=zz 5 Eg8 85 -
® Login:RADIUS ARz R E SR MENEREETE MRS -
® 802.1X:RADIUS EIfRgs AR 802.1X sh SR HIFRRE -
® All:RADIUS ARz AR H R ER MBS EREETS MRS - WHR 802.1X FrfEE
HP S 10 ERRE -

BB Apply "FE NS E . 8" Close"BLE -

15.2 #RImsnEEdlRenEEsl 248 MN(TACACS+)

ERHEEE S 0L E TACACS + 2 5E# TACACS +AfR=% - BAM P RIFT AR BIR U S M EREFIEE -

ICEm R EREMIL - wEMER TACACS+EREREE - URIE TACACS+EMR=RAITRRSH -
Security + TACACS+

Status

pleheak Use Default Parameter

Port B ————————————————— e
VLAN ; Key String | [ |

MAC Address Table

Spanning Tree Apply
ERPS

Discovery

DHCP

Multicast Showing entries Showing 1 to 1 of 1 entries Q |

IP Configuration

TACACS+ Table

¥
L
L
L
L
L
L J
L
L
L
L
L

‘ [ | Server Address | Server Port | Priority | Timeout

RADIUS [ 192.168.2.101 49 2 5

First | | Previou
© AAA | add || Edgt || Delee |

= Management Access

V.1l.1a
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> Use Default Parameters :

® Timeout: AR zEEL TACACS+fEfRes BRI EE BRI BB (UM BENMN) - IR
RERE—ARSWMAE - BIEZBAIPEE - BRERS -

® Key String: BIAMBSANXEANTER B BT S - FHRERA TACACS+E MR85 -

BB Apply S FHE -

R il
Server Address TACACS+fal A3z it
Server Port TACACS+1alR=8 :E 1% 1R
TACACS +fal i zs B So AR B (E#E/ VB A R E) - TACACS + Z 551
Priority EMEEAESEBARNEREEIIERE - IREKW - BRER

EE N —EBESECENERES

TACACS +falfR=RBI B - MREBZEFEMRBFI RN - ©RERT - BB
R EAS R

Timeout
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Add TACACS+ Server

MdmssTrpei - IPv4

: -:':j:- Hostname :
i; O IPvs

e

Server Address | |19216321D1 |
ServerPnlié |49 |
Priotity| |2 |

Use Default

Use Default

[ Apply H Close ]

>  Address Type : OJ¥E# IPv4/IPv6 sl =121 - £ "Add" HFEED - EREFEETEMREN
ToiEEEEY
® Hostname: ERAEZEEREREML -
® |Pv4: EF IPv4 1ER[IARERNILL -
® IPv6: & IPv6 1ER[EIARERMILL -

> Server Address: 7t "Add" #:EED - FRERFSRBATIERGE A GRSEML - 7 "Edit”
HEEED - BN BRI RIEE RIS AL -

> Server Port: %7 TACACS+ERERAVEREIR -

>  Priority: ERAESIEE B AGRSBNWELRA - BEMRIRER IR E A KB EARE U RE
FERESNHHIER - RIRBE LR EBLERFIRSNERERIT -0 HERSELERA - 32E TACACS+
ARBEIAR(EHVESLEHS) - TACACS+EHEREREEARSEBILRRNEARERER
1 - MMRKH - BRHERERI T —EESEILENERES -

> KeyString: FHREEEEUNEESAEERNAANMBNBERFT B ARERIRRMN
TACACS+fal iR 28 2 BIRVBNET B M RFBMME - R HV/EE TACACS+EIAREE LR ENE 8
B - MRFEAZESEEEIE Use Default(RPERIE)BERERZBTS -

> Timeout: F%7E TACACS+EAIRZFRBIFE - MREFARBAN  EHEEER  HIBEREL
R
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BB Apply "FE NS E . 8" Close"BEE -

1

€ € € € € € € € € € € €

5.3 AAA

15.3.1 7AE5IFR(Method List)

FHEEHEELRE AAA L2 H BB 4 B757A%F  BEFATLK 6 AR PEEZ & .
Hp & Empty / None /Local/ Enable/ RADIUS/TACACS + -

LB E AR ERERE - ARiE MRS G SIREE( "default” FIFRFEEMER) - ASRIUTH
IR BEINRPHTZHEREABETENRE - MRF1EHERW - BREAERAN—E
B EREBEREEE - B0 RADIUS 1 TACACS+750% - KRR ERE ARSI LR - #1570 Local
73k KREERTRERMEREPKAZZERE -

Security + AAA -+ Method List

Status

Metwork Method List Table

Port

POE Sefting Showing entries Showing 110 1of Tentries (O I:
v
MAC Address Table ‘ ] default (1) Local

Spanning Tree
ERPS
Discovery
DHCP
Multicast

First | | Previous | SIS | MNex
| A || Edit || Delete |

IP Configuration

RADIUS
TACACS+
& AAA

Login Authentication
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard

3 @ @ @

V.1l.1a
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R i
Name SIREREYIREH - RBEEBREMIBAIRAEAEEE

T EEERE AN B

e None: Hl1EN ML B ERE
Local : ERAIMIEPER EETS DS
TACACS+ : FRERZETACACS+ERABETE MR
RADIUS : #FR=EZRADIUSEIRRERETTE NS
Enable : fEARAASt B R HEETT S 10 ERsE

Sequence

Edit Method List

RADIUS !
TACACS+ :

Local
Enable

RADIUS ;
TACACS+ ;

RADIUS ;
i (O TACACS+ ;

> Name: BiZbga5%REH - 2B HEEEAMIRASIRZE AR
> Method 1/2/3/4 : EZEEERE R IENEILRA -

None : H/1ER T ZALEERE -

Local : ERARIMIEFE R EETSMNEEE -

TACACS+ :F2%E TACACS+ B R ETBHE -
RADIUS : fEAEE RADIUS @R ETEMRE -
Enable : fEAAItERZHETE M ERE -

V.1.1a @ www.cerio.com.tw \. +(886) 2-8911-6160 Vaa\ service@cerio.com.tw
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HZE " Apply "# 7 HIZE - B "Close"FFi E -

15.3.2 E#£&BF8(Login Authentication)

SEHEEHEET"AAADMethod List" 21 F 22 A%R EHESESJLERE EFEPEE
AENZZRFE -

Security + AAA + Login Authentication

.................................................................................................

DHCP
Multicast

(4) TACACS+

¥ —— EESEE S ECoEC N ESE COSEEESE EoS e S ES S DS S E e SmaE S S EE Do S E NS S a Eoa e S e s eas]

i | 1) TACACS+
» POE Setting : t (

| 4 (2) TACACS+

s VLAN i Td"“i; (3) RADIUS
» MAC Address Table e i (4) TACACS+
% Spanning Tree
¢ ERPS (1) TACACS+
% Discovery (2) TACACS+
L] (3) RADIUS
L]
L

IP Configuration

RADIUS

TACACS+

Method List
I f
Console EEEH e ERREIRAEAS
Telnet fEETelnet B ER0BIIFRMAS
SSH IERESSHIE B8:a S RAE S
HTTPS IEEHTTPSHE B R EHIFRME S

BB Apply AR FLE -

V.1l.1a
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15.4 EEFHRI(Management Access)

154.1 EEIR#H(Management Service)

FEREEEE 0 LUEEZERA Telnet / SSH /HTTP / HTTPS / SNMP & ARG E R E #RARTE - W EEE
iR IRHI A B AE SR | REBRE -

Security + Management Access + Management Service
Status

Network

Port

POE Setting
VLAN
MAC Address Table

Spanning Tree
ERPS
Discovery
DHCP
Multicast

« &« &« &« &« € € « &« |« « «

IP Configuration

RADIUS
TACACS+

2 AAA

& Management Access

IManagement ACL
Management ACE
= Authentication Manager
Port Security
Protected Port
Storm Control
Dos
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
s ACL
¢ QoS

| e a @

¥ Diagnostics
¥ Management

> Management Service : EERBIEIRIAE -

Telnet: &8 telnet ARFEERR CLI -

SSH : %38 SSH AR#%56R3 CLI -

HTTP: &% HTTP BR#555R WEBUI -

HTTPS : &% HTTPS AR# &5 WEBUI -

SNMP : &3 SNMP RFEIER 823

> Session Timeout: FREFERAEFEEREMTENERBITDER - 0 DERRKABE - BifE
HERE  ERENVREANREAERE  AARRKEHER  THREEEERTZEMEE -
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Console: FEZEH S E B8R 0~65535 7iE -

Telnet : &7E Telnet EFE#BE 0~65535 74& -

SSH : 5% SSH E & #8Ms 0~65535 & -

HTTP: 5 & HTTP &85 0~65535 77 -

HTTPS : 88 7& HTTPS & #85 0~65535 & -

Password Retry Count: EiREZ CLI BHFHABTHERE - WABRBIEBBILRE®E - CLI
BIEFRHEERE  UIRESRERREEIRNTE  EREESEEL  CHEEEEREEN
HIREHER -

® Console: REEFHIGEHEARE 0~120 K -

® Telnet: /R Telnet ZIFEFHRE 0~120 K -

® SSH: & SSH ZWHERRE 0~120 K -

Silent Time : IEERRECE "Password Retry Count"INEE - MR E IREERREFEREE - BITER
ENFERHEAREIENTREZEE BAREREER WAERDIHEBRHEEIAREE.
CLI A5 AR B B R4S -

® Console: REEHIGHEEIEE 0~65535 D& -

® Telnet: &7E Telnet BFBAIGRE 0~65535 DiE -

® SSH: 527 SSH ###AIsE 0~65535 7788 -

15.4.2 EEFHEEHEIZR(Management ACL)

FREESE S0 PIAIEH B TSI (Access Control List - ACL)YIEE EAR RIS ZEA -
MRFEAESESRE Active" - BIEEA"Management ACE"#REAI - ACL S DIEE E ML E IR /0
Fre bR BRI BB N EA L AR TS -

V.1l.1a
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Security + Management Access + Management ACL

cElio

L[y your Wirek

Status
Metwork Py —
Por o ——
POE Setting
VLAN Apply
MAC Address Table
Spanning Tree Management ACL Table
ERPS
Discovery Showing entries Showing 1to 1 of 1 entries Q I:
Lt B | ACLName | State | Rule |
Mulicast | | ACLtest  Deactive O
IP Configuration First | | Previous | &
[ Active l [ Deactive l [ Delete ]
RADIUS
TACACS+
2 AAA

& Management Access
Management Service

Management ACE
= Authentication Manager
Port Security
Protected Port
Storm Control
2 DoS
= Dynamic ARP Inspection
2 DHCP Snooping
= |P Source Guard

> ACL Name: # A MAC ACL &7 -

BB Apply " (BB ELE -

i g

ACL Name FNEIEACLEHE

State BARESEACLESERA

Rule BERACLRYEIEACESR A 4R 5%

& E"Active” - "Deactive"#]"Delete"#/ I Z&7TEE -

service@cerio.com.tw
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15.4.3 EEFEESIFE (Management ACE)

IEEIE ACE EEAHRAIRE ACL RERERR - EHEEESLUEECEIZR ACL RERKRER
EHA - MNRRE ACE RBEEFA Telnet E—RAI - & - ZRAFEAR ACLRERE -
FHZEEEELUE AN "management ACL"BE I 352" Active"REIAREA - BUAEREIE - IEEE
BEFEXRE - REEEH Telnet EETEE - BE "add” -~ "Edit” A “Delete” INREETT
B -

Security + Management Access + Management ACE
Status

Multicast

L3

% Network Management ACE Table

——

Rabli Showing[ All v | entries SITUDITINT o [
¢ MAC Address Table

« Spanning Tree ‘ W | Priority | Action | Service | Address / Mask

¥ ERPS (] 1 Deny Samp  GE2-GE3 192168277 /2552552550

¢ Discovery First [ | Previous | SN | Me:
¢ DHCP | add || Edt || Delete |

L

L3

IP Configuration

RADIUS
TACACS+
= AAA
& Management Access
Management Service
Management ACL

» ACLName: EEZZH1E ACE /9 ACL 27 -

1 {1z [ pu

Priority BERACEBFoiREE R
Action B RACERE
Service HRACERR 7%

Port BRACEERIRTIFE

Address / Mask BERACERVACRIPU AR E

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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Add Managemet ACE

" AcLName| testt

oronty I, _.....................=============================:::::::::::========================15
===========----EE ,:-=':=:,==;j|======::::::::::::::::::::::::::========================::::::::::::=======================1i

i () Hitp

' () Hitps

| @ Snmp

' () SSH .
Telnet i

Permit i
| @ Deny

-

Available Port Selected Port

GET GE3
GE4 GE2
GES
GES
GE7
GES
| |GE9
i |GE10 -

Port

L) Al '
IP Version | ® I1Pvd !
L () IPvE

IPv4 192 168.2.77 | /[255.255.255 0 | -

IPV6 | / (1-128) |

boccccccccccccccccccrmcr—cmm—o oo oo oooOCOCCCCcocco ot corm e e e

! e e
i i

[ Apply ][ Close ]

ACL Name : BERZZRIE ACE B9 ACL &7 -
Priority : sEUREMELLAR - F5E ACE WEBEARA - IEFRSH ACE BEEIE(L 2
RAl) - EEAR "Add” HEEE -

> Service: BEERRIVRIEEL -

All: FREARTS -

HTTP: £ HTTP AR#% -

HTTPs: & HTTPS AR#% -

SNMP : {& SNMP BR#% -

SSH : 12 SSH RR#% -

Telnet : & Telnet AR7% -

> Action: #1E ACE ILECH BIERIRIE -

pall
il
i)
cff
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Lmnpdify your

® Permit: BEXS ACE RENIE -
® Deny: EER/RE ACE RENIE -
> Port: EEZEZVIEHERR -
> IP Version: ZE#EZR IP Arit$EE -
e All: FiB& IP iIHtt9 oI55 -
® |Pv4: {57 IPv4 Uit oIEAR -
® IPv6: 157E IPv4 i A]EHR -
> IPv4: B AZULECRIZOR IPvA IHENES -

HE " Apply "l#FEHIZE - B "Close" % E -

15.5 B30 EE 883 (Authentication Manager)

15.5.1 Bt (Property)

IEEEFEREEEERESNREZIREN — LEFEEIANRE -

Security » Authentication Manager + Property

| 802.1x
¥ POE Setting Authentication Type | MAC-Based
¥ VLAN | [ WEB-Based
% MAC Address Table | [ Enable
= Spanning Tree Guest VLAN
¥ ERPS
i MAC-Based User ID Format
# Discovery

# DHCP

¥ Mullicast Anul

¥ IP Configuration

Port Mode Table

RADIUS
TACACS+
- | Authentication T
- entication Type )
@ Management Access Entry | Port Host Mode Order | Method | GuestVLAN | VLAN Assign Mode
& Authentication Manager | 802.1x | MAC-Based | WEB-Based
Port Setfing O 2 GE2 Dissbled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
MAC-Based Local Account =
asec Local Accoun | 3 GEI Dissbled  Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
WEB-Based Local Account =
Sessions O 4 GE4 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
Port Security ] 5 GE5 Disabled Disabled Disabled Multiple Authentication 802 1x RADIUS Disabled Static
Protected Port O 6 GE6 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
gto;m T n 7 GE7 Disabled Disabled Dissbled  Multiple Authenticaion  802.1x RADIUS  Disabled Static
@ Do — . . . . . . .
= Dynamic ARP Inspection J & GEB Disabled Disabled Disahled Multiple Authentication 802 1x  RADIUS Disabled Static
® | 9 GEJ Disabled Disabled Disabled  Multiple Authentication  802.1x RADIUS  Disabled Static
= DHCP Snooping |
@ IP Source Guard O 10 GE10 Disabled Disabled Disabled Multiple Authentication  802.1x  RADIUS Disabled Static
ACL ] 11 GE11 Disabled Disabled Disabled Multiple Authentication 802 1x RADIUS Disabled Static
] O 12 GE12 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
Diagnostics
Management O 14 GE14 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
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>  Authentication Type : BEEEEDRA/FRANTEN R

RS

® 802.1x: B IEEE 802.1x #ETE M 5uzE -
® MAC-Based: H MAC it T MRS -
® \WEB-Based: B ivredi e - HIEREETRG -

> Guest VLAN : E®EELIRA/FAHE VLAN - IREAHGE VLAN - AIFEZEE—(E@q]

FARY VLAN ID fE%55& VID -
> MAC-Based User ID Format : ZEEEH mac WEHEEE

2 -
XXXXXXXXXXXX
XXXXXXXXXXXX
XX XX XX XX XX XX
XX T XX T XX D XX XX D XX
XX-XX-XX-XX-XX-XX
XX-XX-XX-XX-XX-XX
XX XX XX XX XX XX
XX XX XX XX XX XX
XXXX : XXXX : XXXX
XXXX & XXXX & XXXX
XXXX-XXXX-XXXX
XXXX - XXXX-XXXX
XXXXXXXX XXXX
XXXXXXXX.XXXX
XXXXXX o XXXXXX
XXXXXX - XXXXXX
XXXXXX-XXXXX

XXXXXX=XXXXXX

B8 Apply "R B ERE -

R, +(886) 2-8911-6160
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Lmnpdify your

Port Mode Table

| Authentication Type ‘ )
B | Entry | Port Host Mode Method Guest VLAN | VLAN Assign Mode

| 802.1x | MAC-Based | WEB Based
] 1 GE1 Enabled Enabled Enabled Multiple Authentication 802 1x , WEB-Based RADIUS | Local Enabled Dizable
O 2 GE2 Enabled Enabled Enabled Multiple Authentication  802.1x , WEB-Based RADIUS | Local Enabled Dizable
] 3 GE3 Enabled Enahbled Enabled Multiple Authentication  802.1x , WEB-Based RADIUS | Local Enabled Disable
O 4 GE4 Enabled Enabled Enabled Multiple Authentication 802 1x , WEB-Based RADIUS | Local Enabled Dizable
[] 5 GE5 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
O 6 GEB Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
[] 7 GE7 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static
O & GES8 Disabled Disabled Disahbled Multiple Authentication  802.1x RADIUS Disabled Static
[] 9 GE9 Disabled Disabled Disabled Multiple Authentication  802.1x RADIUS Disabled Static

i it

Port ERIB AN

802.1XFB B AR EE
e Enabled: 802.1X2 R
e Disabled: 802.1X22%2

Authentication Type
(802.1X)

ERMACB 1hEaa FARIARRE
e Enabled: EIRNMACE M EFECEUH
e Disabled: ERXMACE M as 222

Authentication Type
(MAC-Based)

ENMES DR RS
* Enabled : ERFARS M EEESRA
 Disabled : ERBEESHEECE
FaaE F R
* Multiple Authentication: @& T BEXFlnEE
ZEBRRASNEEER
e Multiple Hosts : £ EREEN N RE—EEFPIHEZRETS
fahesg - Bt PR iS E S HREEEER - & T
Y FAWeb s
. Single Host: £EBEIN T - Raff—aXHETRE - B
ZESMREAENHEE  EATHIERERL

Authentication Type
(WEB-Based)

Host Mode
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Order

YEUTMNIHFLRILIERAS - HESMHREEREERE —BHE
MR BRIREUCRRU A ERE R - S e REE N —(ERE

e 802.1x

* MAC-Based

* WEB-Based

e 802.1x MAC-Based

* 802.1x WEB-Based

* MAC-Based 802.1x

* WEB-Based 802.1x

* 802.1x MAC-Based WEB-Based

e 802.1x WEB-Based MAC-Based

Method

XEUNIB R ZRFRHES - EEMTEBRARERMACHS D5
BAMERWEBHW S, ERE - 802 1xESZ#ERADIUSH A

* Local: fEFDUTHIA I B B 31T 3055

* Radius: FAEIHRADIUSERZEETEMERE

* Local Radius

¢ RadiusLocal

Guest VLAN

EFIBFEVLANRU AR
* Enabled: EZBHMEVLIANBRH
 Disabled : EZERIFFEVLANEFH

VLAN Assign Mode

SELUFVLIANDEART, - EERIRHBRADIUSHE R
* Disable: REEVLANZEEAR - RE T H/RKBVLAN
* Reject: MIREVSVLANE#ENE - BIE#EER - BOREHE
VLANER R - BB - FENBREEN T
 Static: IREVSVLANE#N LS  AIFEER - NRZAVLAN
RIEAR - RIREBEHIRBAIVLAN

V.1l.1a
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Edit Port Mode

i Port | GE1 GE13 |
| “ . 802 1}{ .
| o-- = s===sssss=ss=s==sss==s======s======s=ssss=sssssssssssssssssss=ssz=z=z======d
| Authentication Type ! MAC—EIased ;
i WEB Based :
i Multlpleﬂumenhcahon
| Host Mode Multiple Hosts :
i Single Host i
i i\ Available Type Sealect Type

| [MAC Based 802.1x

Order | WEB-Based

il Available Method Select Method

| [Local RADIUS
i Guest VLAN
| () Disable
| VLAN Assign Mode © Reject '
i || (@ Static i

| appy || cClose |
> Port: BEREZRERIBART -
>  Authentication Type : BEEEMERR A/ ZAREEL -
® 802.1x: f£FF IEEE 802.1x ETB D ER:E -
® MAC-Based: £ MAC fiIitETS05EE -
® \WEB-Based: RRBEME - HIEHEETRE -
> Host Mode : EZfHEFHIEL -
® Multiple Authentication: £ EEEN T - BEEFHEIFEEFEBESHRES
12
® Multiple Hosts: fEiEREEI N RE—REAEFInHEZETE MRS - HtAFPHEE
SHEEREER - EURET N EARMA Web Bg&E -
® Single Host: EEBEIN T Rasf—a T HETRE- ZESMHREEIARE -
BATHERERS] -
> Order: XBELIIFRAIEFAHS - REESNHRERRKERE—TEHL - IRENHBILR
YRS ERRE AR - SR B IR R T — (B4R -
® 802.1x

V.1.1a @ WWW.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw
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V.1l.1a

MAC-Based
WEB-Based
802.1x MAC-Based
802.1x WEB-Based
MAC-Based 802.1x
WEB-Based 802.1x
802.1x MAC-Based WEB-Based
® 802.1x WEB-Based MAC-Based
> Method: XEEUTNREALEIERAS - LML EBARER MAC B REMER WEB
KSR - 802.1x 13718 RADIUS 5% -
® Local: A DUT AN E R BT R
® Radius: #AEIR RADIUS EREFETEMRE -
> Guest VLAN : BhEEEEREA/ZAGHE VLAN -
» VLAN Assign Mode : XL VLAN 2 BT - EE2RKIR% RADIUS IBEH -
® Disable: &I VLAN #£#E&ER - REBEWHIRYEE VLAN -
® Reject: MIRHUS VLAN =S - AIEEER - BURLHE VLAN ZH#H 2 - A1k
B RERSRIEEN TR -
® Static: MRHES VLAN F#EE - BIEHEER - REHE VLAN BEEAR R - BIRE
4889 VLAN -

HZE"Apply "# 7 HIZE - B "Close" i E

15.5.2 EHEHRERE (Port Setting)

EHZEEESUNUHREEERERERCE  WEANHEHEEEEHTNEEERERRRE -
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Arpiify your Wire

Security + Authentication Manager + Port Setting

Status
Network Port Setting Table
Port
POE Setting
VLAN L | Common Timer |
MAC Address Table Entry | Port | Port Control | Reauthentication | Max Hosts | o | C—— | Quist |
Spanning Tree —
ERPS [ 1 GE1 Auto Enabled 256 3600 80 &0
Di O 2 GE2 Auto Enabled 258 3600 60 &0
iscovery —
DHCP [ 3 GE3 Auto Enabled 256 3600 &0 &0
Multicast O 4 GE4  Disabled Dizabled 256 3600 80 &0
IP Configuration L] 5 GE5 Dizabled Dizabled 256 3600 60 60
O 5 GES8 Disabled Dizabled 256 3600 &0 &0
RADIUS [] 7 GE7  Disabled Dizabled 256 3600 80 60
TACACS+ [l 8 GES8 Disabled Dizabled 256 3800 60 &0
2 AAA ] 9 GE9 Disabled Disabled 256 3500 80 &0
= Management Access
& Authentication Manager - : .
Property [ 11 GE11 Disabled Dizabled 256 3800 60 &0
O 12 GE12 Disabled Disabled 258 3800 60 a0
Port Setting Table

i | Common Timer \ 802.1x Parameters | Web-Based Parameters

MW | Entry | Port | PortControl | Reauthentication | Max Hosts — ) : ) 5 i
| Reauthentication | Inactive ‘ Quiet ‘ TX Period | Supplicant Timeout | Server Timeout | Max Request | Max Login

] 1 GE1 Auto Enabled 256 3600 60 60 30 30 30 2 EY
O 2 GE2 Auto Enabled 256 3600 60 60 30 30 30 2 3
] 3 GE3 Auto Enabled 256 3600 60 60 30 30 30 2 2l
O 4 GE4 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 5 GE5 Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 6 GEG6 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 7 GET Disabled Disabled 256 3600 60 60 30 30 30 2 EY
O 3 GE3 Disabled Disabled 256 3600 60 60 30 30 30 2 3
] 9 GE9 Disabled Disabled 256 3600 60 60 30 30 30 2 EY
] 11 GENM Disabled Disabled 256 3600 60 60 30 30 30 2 3
O 12 GE12 Disabled Disabled 256 3600 60 60 30 30 30 2 3

R i

Port EEREHE
LT R E R H E A
* Disable: 1F A& INEE B FA7E R Fln &b ol IEH B 485
* Force Authorized : E#E:8 & HI% %W B FrA R B inEl ol 55 7
Port Control AT
* Force Unauthorized : 3E#R&HIKRFEW BB B P ln A8ERH
AR
* Auto: BEBEBSME

re B AR AIRAE - F P lim 7 BE A R A S
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BEREAREE
Reauthentication e Enabled: EfiREHREE  THRFEESMHMETRS
e Disabled: EMEFEHIRBEE  FHATEENETRSE

Max Hosts ESEREERT  THANTEBBRAEREY

» Reauthentication: Ef0:&EMARIBE - FHFGKERIWIEARES -
ZHIBBRRARE

* Inactive: MNRZARBLBEBHFNFHAOEIE - RISERERANET
RIERig S0 - SFRERMANBRE - EHIWAR/KRERE - 1HEN
AR MER - EZEHERN T - HEIRFERETR - MASTAE
%8 FRFTATE

* Quiet: BEFHBZRIDERWEENR Locked R BRI - I i #3785
EEFME - BHRBEE A EIHBRETENRE

* TX Period : RHEEEMNIEIEF KA SR KE (F P In)E FE o] ZE (=
B 555 B E (EAP) B K/ B H RN TV E

* Supplicant Timeout : [EIFEKE E R/ EEXEAPHEKBIA BRI E

» Server Timeout : XRS50 58 6 iR 28 E & 25/ KA A EH
ML

e Max Request : A TJDUBEZERERAEAPHEKE MR IRZERTE
BIBS B (supplicant timeout) B2 AW RIEIFE - BIEME S 1705
Bk e

Common Timer

802.1X Params

Web-Based Param #nFFEMAEERAMPIRE - EHRAMREGEBRRE - TRF/EAFHENRE -
(Max Login) ERBASMBET BEETE M ERE
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Edit Port Setting

_____________________________
_____________________________

-Dlsabled --“-----“,
\ (O Force Authorized '
i () Force Unauthorized

_______________________
.......................

o I...............................___________________________

Supplicant Timeout | [30 |
|
|

Apply ][ Close ]

A\

Port: BEREIZRVIERIBAR -
Port Control : LI MR R EREIRESIHE -
® Disable: FAREINEEN BFFAE R FIn#El ol DIh A -
® Force Authorized : EHIRRE|IR T B A F P in &S ol a0 B AR -
® Force Unauthorized : EEIRRFIRIZHE B AR PIn AScah AR -
® Auto: FERBENRBARENEE - APIKA BN -
> Reauthentication : s EEEERMA/FREMDEME
» MaxHosts: EZERBHEAT - FHAHAEBBEATHE -
» Common Timer:
® Reauthentication: E¥RFEREE - THRWERWBINE  BEBRBARE
® Inactive: IRSARBLBRBUVFHNIE - RISFRERMANGTEEFEEM - 3F
RERMBNBRE  THISWE/REE  HENEE SRR - Z2FHEXH - HER

Y
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STEERETN  MASIAERE LWREHE -
® Quiet: EEBBRIDRHBRMEBEN Locked ARERRT - WM T SHERFBREA - AF™A
HiiBE - Rt EMBIETENERE -

» 802.1X Params:
® TXPeriod: BHEENREFB K EGAKE (PR L EEHBEnEREE
Al E (EAP)FE K/ B M eIAERIFDEL -
® Supplicant Timeout : [@FEKE EH# 353X EAP BKBIABRITVE -
® Server Timeout: X223 [0 51708 AR a8 B S 25A KRBV EL -
® Max Request: & ATJDUBEZERNEA EAP FKE - MIRRIREFER E IR
(supplicant timeout)#)2 B EWZIEIFE - RIEMMESHEERRE -

® Maxlogin: BREEEENFEAEBERARBMRRNIBEEABZHERE -

HZ"Apply "#7ERHIZE - 2 "Close"BFZ E -

15.5.3 Ei) MAC g9&itig A (MAC-Based Local Account)

FEREESIEESEE R IIE/FiE/MRER MACHBHEEEARIES W& E" "add"  "Edit"
F"Delete"INEEEITEIR -

Security + Authentication Manager + MAC-Based Local Account
Status

Network MAC-Based Local Account Table

Port

POE Setiing Showing entries Showing 1 to 1 of 1 eniries
VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery | ada || Edt || Desie |
DHCP

Multicast

Timeout (Sec)
| Reauthentication | Inactive
[] 8C:4D:EA'FE:05:BE Force Unauthorized 1 3600 50

[ ] ‘ MAC Address ‘ Control ‘ VLAN |

« | € | € | € € | € | € | € | € | €| €| &

IP Configuration

RADIUS
TACACS+
= ARA
= Management Access
& Authentication Manager
Property
Port Setting

V.1l.1a
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kv g

EENEEMACHL - EEMACEAMERETDREES—E
MAC Address -

BEE

sl i
Control * Force Authorized : TS558 H =%

e Force Unauthorized : 3= #% 4 ss mll RIS 1

VLAN HEBENEESECAVLAN ID

e Reauthentication: BEfEEN F I ENEN RS HA

Timeout PR
* |Inactive: AERENEIEEIFRERI AR

Add MAC-Based Local Account

i ! User Defined .
i Reauthentication i:,-============================================================================================1:
: ¢ [a800 | :

> MACAddress: EEgENER MAC il - B8 MAC EAKERETREE—EBSE -
> Port Control : X#IELI TR ERIELEHIHEE -
® Force Authorized : E#EHRFIIRKE -
® Force Authorized : 5 #sRHIRIZHE -
> VLAN: BERFZNFH2EH VLANID -
» Assigned Timer:
® Timeout (Reauthentication) : BEMRENEHIEEEFHEREHAR -
® Timeout (Inactive) : BERENEHIEEIFRERAER -

HZE"Apply "# 7 HIZE - B "Close"FFi E -
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15.5.4 E5 WEB B9tk 5 (WEB-Based Local Account)

FREEESEEB LIt iig/mia/MERER WEB WS 75aE Atk S - 2 E "add” - "Edit"
#"Delete"INEEEITER -
Security + Authentication Manager + WEB-Based Local Account

¥ Status
# Network WEB-Based Local Account Table
¥ Port
¥ POE Setiing Showing entries Showing 1 to 2 of 2 entries Q I:
» VIAN " VLAN | Timeout {Sec)
sermame
3 MAC Dddress latie - | Reauthentication | Inactive
% Spanning Tree —
[_] testusers 1 3600 60
# ERPS -
) [ testguest 1 3600 60
% Discovery
First | | Previ
¥ DHCP | ada || Eat || Deete | b} Ui
% Multicast
% |P Configuration
RADIUS
TACACS+
o AAA
= Management Access
& Authentication Manager
Property
Port Setfing
MAC-Based Local Account
Rz i
Username BEIRPHNERERE
VLAN SERFENERIECRIVLAN ID

¢ Reauthentication: BB EHIEERNE 05 IR

Timeout(Sec) o Inactive : BESREBH IS IR ERBHIBES
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Add WEB-Based Local Account

--------------- Username festguest |

Password E quu-u I E

Confirm Password | [+ | -

User Defined
[ | i
Assigned Timer

User Defined

[ Apply H Close ]
Username : SB35 RPMERERTE -

>
> Password: BEEIRFRZEE -

>  Confirm Password : TR EE RS -
>

>

VLAN : BERBENEH2EH VLAN ID

Assigned Timer :
® Timeout (Reauthentication) : AERENEHIEENEMRE AR
® Timeout (Inactive) : BE5RFEN T HISTEIFRER BB

HE"Apply "# I HIEZE - B "Close" 5K E -

15.5.5 E&&(Sessions)

EREEEEIUIRESNRE RN AFMAEN Wt tRAEEBRHE "Clear” BIREEN

j:r—‘ﬂA;
=
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Arpiify your Wire

Security -+ Authentication Manager + Sessions
Status
Network Sessions Table
Port
POE Setting Showing entries Showing 0 to 0 of 0 entries
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

B | Session D | Port | MAC Address | Current Type | Status

0 results f

Clear l [ Fefresh

IP Configuration

RADIUS
TACACS+
= AAA
= Management Access
& Authentication Manager
Property
Paort Setting
MAC-Based Local Account
WEB-Based Local Account

Sessions Table

Showing entries Showing 0 fo 0 of D entries Q|

| Operational Information | Authorized Information

B | SessionID | Port | MAC Address | Current Type | Status LT Session | Inactived | Quiet Reauthentication | Inactive
Time Time Time Period Timeout

0 results found.

First | | Previous | I8 | Mext | | Last

Clear ] [ Refresh
i Rivd ik
Session ID HEZERSession IDIE—
Port THEPTTEEEIERTE
MAC Address FHEEMACHILE
BRENEMNEREHRE
e 802.1x: {EFIEEE 802.1X#ETE M
Current Type

° MAC-BaSGdI 1§%MACZE/?%1§5VI“§E§
* WEB-Based : AR ETS10EEE
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BN TR AR
* Disable: & EHEFMER
* Running: S BREFEET
Status  Authorized : &5 S8 H ol s AR
* UnAuthorized : 5885 K88 B S50 A K
* Locked: FHIiE - BRIFBMAE RS BEETEMEE
* Guest: FHEERTMZEVLANE.
e VLAN: BERFHIETTVLAN ID

e Session Time: &R "Authorized” #REE - BIEERISHER

) 48 s S
Operationl * Inactived: &R “Authorized” R£&, BAREIHZRER

BRBREHE

e Quiet Time: &M "Locked” #REE BE/RET#HERIAR SR

* Locked: FH## i - HRIFMPERSBEETEMRE

e VLAN: BERERERIVEMHNVLANID

* Reauthentication Period : B/RIE#EREN4ALHAVETR
Authorized wit AR IR

* Inactive Timeouts : BE/RIFRERZ VAR HAVFFERE RUARY

B

HE"Clear" 552 FH - 5t "Refresh" E#ZHEE [ -

15.6 EFIELF(Port Security)

ERBL2ERELZIBEWRIMAERE - URRIER LRI A REMN MAC 13 - FRERAERER
& ERARERTRERERBEIEALZEIR EMER V2R JBEE CPU RFBRSAITAEY

HERBRLZEEREENENTE - RAEARE MAC LR ERE 7 BEh B HEREEIE « %
BEHAFEAEZEABENEREERELEZRTE - &M H LRAEREZEZR - —B MAC ILEE
BB NITERE -

V.1l.1a

@ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL C:’IIO

Lpiify your W

Security + Port Security

» Status

Salictuok State | Fd Enable

% Port ;

 POE Setting Rate Limit | [100

» VLAN

¥ MAC Address Table m

# Spanning Tree

¥ ERPS Port Security Table

» Discovery

% DHCP

% Multicast _ . _

_ n | state | Address Limit | Total | Configured | Violate Number | Violate Action | Sticky

# [P Configuration —
[] 1 GE1 Enabled 20 0 0 0 Protect Enabled
O 2 GE2 Enabled 1 0 0 0 Protect Disabled

RADIUS = )

TACACS+ [] 3 GE3 Enabled 256 0 0 0 Resirict Enabled
= AAA O 4 GE4 Disabled 1 0 0 0 Protect Disabled
© Management Access OJ 5 GE5 Disabled 1 0 0 0 Protect Disabled
& G T O 6 GE6 Disabled 10 0 0 Protect Disabled

Protected Port ] 7 GE7 Disabled 1 0 0 0 Protect Disabled

Storm Control O 8 GE2  Disabled 1 Q 0 0 Protect Disabled
2 DoS [] 9 GE9 Disabled 1 0 0 0 Protect Disabled
& DR e O 10 GE10 Disabled 1 0 0 0 Protect Disabled
& BLTEPEIITID, ] 11 GEN Disabled 1 0 0 0 Protect Disabled
2 |IP Source Guard

> State: BEEEEBRLEMRFIRE -
® Disable: FHEBIBZZINGE -
® Enable: RIFEERLZINGE -
> Rate Limit: &2EEERHEBEY 1-600 &
BB Apply "B EELE -
1R Fi 2t
Port EERLIHNEFERERLHE
State FNERIBZ TRRIAHEE AR
Addres Limie FNERIE PO ENRANEFEZEMACIIE
Total BNERIE FPIAEEEZEMACHIIHRE
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Configured BUREEIR FRENMAEREZEMACILEE

BTANHEERARIEZEHEENENIEERME
* Protect(fR7&)
» Restrict(PRHl)
e Shutdown(EgEA)

Sticky BNEERZ T RASER

Violate Action

Edit Port Security

i Portl GE1 GE5 ------"-"-"------“-“-““-“““““““““--"-"--""-""--------------1:

) Protect |
7 Restrict ]
R C j:- Shutduwn i
sm:ty Enable !

[ Apply H Close ]

Port: BEREZRERIRIART -
State: RIASIFRERERLE

> Address Limit: REEFERLERN @ KBRRBOULUBRENEZE MAC IR AREE - L2 IRER
# 1 @8 MAC fidlt - FERBETIENR S 1 8 256 2 BME[ME - 256 A _EROJ{R 5 B{EEZFIREAD
E—1{& MAC il -

> Violate Action: E2&E2| mac fiillt - MRNEMRBRETE - FEZEEARIEHEMTENIE
FUHRTE -
® Protect: ZEEBEN MAC UM E -
® Restrict: ZE2EAFREY MAC It EWRHFEHHR -
® Shutdown: EEEAEM MAC (it E) - BEARERERENE - WikkSHHET -

B8 Apply B LHIEE B Close" BB
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15.7 1%E§E¢§iE(Protected Port)

ICEm AR EREREREERRBNRTE - U IEPTEEZERE RN - REERRR I REE

ZIREA - ROFERR - REEREARFAS —EIREEZREM -

MREAESESEDRA  RIERHESRAREERE - RESHEBNEAER VLAN 2K - BE
HAB—-EFEESVLAN)WN (O XBREEFRMER RS EA) 2 BIRHES 2 ElwkE - BB REERR

% REERRRWNHERERRAIFRELOERE - HAR VLAN BRERIRE -

Security + Protected Port

¥ Status
Network Protected Port Table
Port
POE Setting Q |
-E W |Entry | Port | State |
MAC Address Table O] 1 GEq Profecied
Spanning Tree _
R [ 2 GE2 Protected
ERPS —
) [ ] 3 GE3 Unprotected
Discovery =
DHCP I:I 4 GE4 Linprotected
Multicast I:I 5 GE5 Unprotected
IP Configuration [ 6 GEG Unprotecied
[] 7 GE7  Unprotected
RADIUS O 8 GE8  Unprotected
TACACS+ [] 9 GE9 Unproteciad
2 AAA Il 10 GE10 Unprotected
= Management Access n 1 GEM  Unprotecied
= Authentication Manager — 12 GE12 U ecied
Port Security L nprotecte
[] 13 GE13 Unprotected
kv 5t
Port BB EE
ERIBRIREEIEMES
State * Protected: EFBRRE
. Unprotected ZIB R IEIRE
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Lmplify youwr W

Edit Protected Port

N it e S e e e e el e |

Port | GE1-GE2

I ———
—— 9333333333z

State | [ Pmteu:ted

___________JL_______________ U |

e

[ Apply ][ Close ]

> Port: BE/RPTERERIRIART -
> State: BIZIB(REEIEREE -
® Protected : RUFIREINEE -
® Unprotected (deselect) : 1FFR{REINEE

HZE"Apply "# 7 HIZE - B "Close"FFIiE -

15.8 [EFE#ZH(Storm Control)

& ERE/ AN ENARMEBNAENERSRERBZEEZNRGER - LLINEE o DIRHIZE A R IR 2R/
AMERIE W EFR AT ALLPRBIRVFTUELRE - HUWRIRVE L IRH ERVIES W E RN T HERAR -

Security + Storm Control
Status

Network

Port

POE Setting

VLAN

MAC Address Table

Spanning Tree
ERPS
DECovery Port Setting Table
DHCP

Multicast

IP Configuration

csle|e|ec e |« |||« ||

Broadcast | Unknown Multicast | Unknown Unicast

state |
| state | Rate(kbps) | State | Rate(kbps) | State | Rate (Kbps)

GE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop

Action

RADIUS
TACACS+
2 AAA
= Management Access
= Authentication Manager
Port Security
Protected Port

GE2 Enabled  Enabled 10000  Enabled 10000  Enabled 10000 Dirop
GE3  Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
GE4  Disabled Disahled 10000 Disabled 10000 Disabled 10000  Drop
GE5 Enabled  Enabled 10000 Disabled 10000 Disabled 10000  Drop
GE6& Dizabled Disabled 10000 Disabled 10000 Disabled 10000  Drop

D ;N kW N

> Mode: BEZEEFTHRETL -
® Packets/sec: EZERX[EHIELTE/M -
o Kbits/sec: EERKEHETALIT/F -
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> IFG: BER/RBREHH IFG(20 NIcA)RERETE -

® Excluded: STEAOREFRZEFRIRFBASEAENHM IFG(20 fuc#H) -
® Include: SFEAOEREHRFEIERIEHEM IFG(20 fI7cA) -

BB Apply EE LB LT -

i R g
Port FHPTTERERIE AT
State FRRRIFAE = R R ST HIThEE
BRERIENEZEES
Broadcast e State: BRI A FEHEEI BN ERET
* Rate(Kpps): BREREIIEINEERGIERE
BRANZIEHN BN ERIZEH
Unknown _ e
] e State: B RRIAIERAKRMNZIET B EZEG
Multicast

* Rate(Kpps) : BERAHMZ EHEHBERIRGEIEERR

Unknown Unicast

BAARHNE RSN ERZEH
e State: FA/RRUAELF AR E R GIR0E R IZH]
* Rate(Kpps) : BRAMEZFHEHRRRFERR

Action

* Drop: #HWRIRIBLIRFIERH EFNER - FEBBRERES
BRI ER

 Shutdown: ZEUWRIRVBLIRGERVE SFREMAEEE HEEBES
JE| R 122 ) 3R 2Ry 3 B8 4SS T A

V.1l.1a
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Edit Port Setting

{ Enable
Enable

 [faow !

Unknown Multicast ?====================:::::::::::=============================::::::::::::::::::::::::::::::1.
. |10000 | i

' [] Enable ;

Action ! () Shutdown

ey |[_ ciose |
Port: B RPREEEBHRIR -
State : EIZLEMES -
® Enable: FIAEFZEHITNEE -
> Broadcast: MIRHERREMARRELES - AEREBEREST AERIRGIE -
® Enable: FIAEEHEINERZEFIINGE - BRZEHINERZEE - BNt : Kbps (FItE® -
#5[E 16 - 1000000)BUR R EHAEHE -
> Unknown Multicast : IR RMZIEMARRES - BISRRMZERES AEERFIE -
® Enable: RIAXRIMZENEWRERZEHIINGE - RREFIEREE - BAIsT : Kbps (FAITtE
# . #E 16 - 1000000)BURR AR E -
> Unknown Unicast : S1R¥ARMEFRMARREZES - BISHERMEFBRES AIEERFIE -
® Enable: RIAKRMZZECWRRZEHIINGE - BRREHIEREME - BAIsT : Kbps (FAITtE
# . #E 16 - 1000000)BURR EHARERE
> Action: EERB/RANSEIARMNBRENESNERZEEENIRGE - FHAEEEEILUEER
® Drop: EWEINBLHRFENHEFKER  HEBARREFIRRBHEESE -
® Shutdown : ZEWRIWE L REEN T SIS BRI ERIE - 688 B R IEHIER R T E R

BB Apply "FE S E . 8" Close"BLE -
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15.9 DoS

DoS WE(FHETRTS) 2 — M KE - WEBEHE BB TR ERY DU ERI PRI EMRIRT - &
HERERERACHAKSIEBEER HERBREE2BNERRRAERBZEAESHRFKNKE
By - BROZERBERPENFL  SREIERERERIADME -

15.9.1 Bt (Property)
LEFERERUAPRA DoS fREINEER SYN-FIN/SYN-RST R - B2 PRHIEZEH 60 & SYN HEl -
EEREREREERS 60 -

| Netmask

.....................
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> POD:
® Enable: RYAINGE - BHRIET 2 ping B Dos E -
> Land:
® Enable: RYATNRE - WWRZEHIR IP At Z 5 B2 IP it B Dos WE - miAEES
a -
> UDP Blat:
® Enable: RIAINEE - WIRZE| UDP ARERHIRZE R UDP B1REHIERK Dos WE - mEE
HE -
> TCPBlat:

® Enable: RIAINAE MMRZH TCP AREHEE N TCP B1FEEIEM Dos WE - MEEIE -
> DMAC =SMAC:
® Enable: FUAEINEE IRZEIBZE MAC It ZE 2R MAC A7 Dos IZ - R A FEH € -
»  Null Scan Attach :
® Enable: RUAINEE - =% NULL #F## Dos IWBMAEZETIE -
» X-Mas Scan Attack :
® Enable: BN WIRZEIFAISES 0- B FIN-URG # PSH I tEREER Dos WE -
MERHE -
> TCP SYN-FIN Attack:
® Enable: RUAINAE - WRZ2ZE SYN 7 FIN Ao ER) Dos WE - BEEIE -
> TCP SYN-RST Attack:
® Enable: RUAHINEE - WIRZZ2ZE SYN # RST futa2 EM Dos WE - mERIE -
» ICMP Fragment:
® Enable: FEUAINEE - =22 Dos WEMEE ICMP D EHE -
> TCP- SYN (SPORT<1024):
® Enable: RUAINAEE - 2| Dos WERMAEZE sport /\i% 1024 7 SYN €] -
» TCP Fragment (Offset = 1) :
® Enable: RUFTNEE - =2l Dos WERMEE offset 18 1 W TCP D ERITIEl -
» Ping Max Size:
® Enable: RYFINEE - 38E ICMPV4/v6 ping HEIFEA X/ Dos WE - BYEER 0 &
65535 first - FERR1EM 512 AT -
» IPv4 Ping Max Size :
® Enable: E{FITNEE - 2% Dos WEBME&RA ICMP ping HE8IA/N - WEBRREAFTIE KX
INROEE]
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» IPv6 Ping Max Size :
® Enable: BIAINEE - X% Dos WEMEERA ICMPV6 ping T EA/N  TEAEARRATE
RN ED -
» TCP Min Hdr Size:
® Enable: RYAINEE - 27| Dos WEMmE SR/ TCP RiE - WER/NR&/NFRBEA/NG TCP 3t
8- REFEEZ 0 £ 31 it - FBRKEE 20 it -
»  IPv6 Min Flagment :
® Enable: RUAINEE - 2% Dos WEME R/ IPv6 DA/ - WEE/NRE/NAK/NIHE -
BUEBES 0 & 65535 fiit - FEsfE4 1240 At -
>  Smurf Attack:
® Enable: RUAINEE B %R ZE] smurf INEH Dos WE - FHREERESHES 0 £ 323 i1yt -
BRERER 0 AT -

BB Apply "B FHE -

15.9.2 EEIRRTE (Port Setting)

EHZEEEE B R REERE -

Security + DoS —+ Port Setting

Port Setting Table

L3
. Q[
¥ W | Entry | Port | State |
MAC Address Table —
: o — [ ] 1 GE1 Enablad
nni ree
— > 2 GE2 Enablad
¥ ERPS =
. | 3 GE3 Disabled
# Discovery - :
« DHCP I:I 4 GE4 Dfsabled
» Multicast I:I 5 GE5 Disabled
% |P Configuration LJ 6 GEB Disabled
] 7 GE7 Disabled
RADIUS O & GEZ Disabled
TACACS+ ] 9 GE9 Disabled
o AAA O 10 GE10 Disabled
@ Management Access (] 11 GEM1 Disabled
= Authentication Manager - 12 GE1> Disabled
Port Security L Isable
Protected Port ] 13 GE13 Disabled
Storm Control [l 14 GE14 Disabled
@ DoS ] 15 GE15 Disabled
Property I} 16 GE16 Disabled
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1R B

Port IR AR

State Z8REnable/Disables/TE _FHIDosIRE

Edit Port Setting

i - Pﬂl‘t-_“-ii GE1 GEE ---------------------------—————----—————----—————----—-------------------------—————----———1:
e

Apply H Cloze ]

> Port: BARNEENBEZIBRETE -
> State: EEXTHIAREE -
® Enable: EYA Dos fREINEE

HZE " Apply " #7ERHIEE - 2 "Close" i E -

15.10 #h8% ARP ##8l(Dynamic ARP Inspection)

BRI ANTIRE (ARP) 22— TCP/ IP #7:% - AR IP AIEERRA MAC fizdlt - fEFHEIRE ARP 128
HHEYE A ARP MR E -

ca

9

15.10.1 FEEt4(Property)
ZEESFERERESAMBENTENE R ARP IR E
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Status
Network
Port

POE Setting

-«

:

MAC Address Table
Spanning Tree
ERPS

Discovery
DHCP
Mutticast

€ &€ € &« ¢« « |« « €« « |«

IP Configuration

RADIUS
TACACS+
2 AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
= Do3
& Dynamic ARP Inspection

> State: EHEESEEIJLIRASZEAERE ARP 28 -

TNBE

» VLAN: ZER{AH VLAN & -
RUA Y ARP B RIRREE T EER - 32
VAR ED 28 ARP 1238l ;

Security + Dynamic ARP Inspection + Property

) Enable --—————----—————----------------------------------------------—————----————----—————----——1:

| Avalable VLAN  SelectedviAN

VLAN 1

VLAN |

Apply

Port Setting Table

W | Entry | Port | Trust | Source MAC Address | Destination MAC Address | IP Address | Rate Limit
[] 1 GE1 Enablad Enabled Enabled Enabled 50
O 2 GE2 Enabled Enabled Enabled Enabled 50
] 3 GE3 Enabled Enabled Enabled Enabled 50
O 4 GE4 Dizabled Dizabled Disabled Disabled Unlimited
| 5 GE5 Disabled Disabled Disabled Disabled Unlimited

EPEEERRUR/ZAENRE ARP 1R

ERZER BRI VLAN 2 ECEF & ARP IRI5IZK - EEEE
SREBRFNITIRE - EARAMETERE VLAN - REBEZHA
EARAMEPERE VLAN - REBZZARALUEHEIEE ARP 1808 -

BB Apply BB TLE -

iR ot

Port EEFBID

Trust BRRIB/ZRTENEEES

Source MAC R
FBRRIF/ZRNMTEARIEmacIil iR Bt

Address

Destination MAC _ o
FRRUB/ZR T EEMNmachIoit BrE B

Address

IP Address FRRIB/ZRNTEMNIPAINEE B M - 05k7~0.0.0.01Pfzilt

V.1l.1a
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Rate Limit BT ENERIREE

Edit Port Setting

————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Port| GE1-GE3

________________________________________________________________________________________________________________________
........................................................................................................................

Trust Enabls

> Port: BERPTERERIRIART -

»  Trust: MREA - RBIFZERFEERS LAG 2ulEENE - WHASHEXIZ M ENMEZTEE
510 ARP 555K EI1E #1T ARP #8l - NREUHRIA - BIRZERREL LAG AR EEN E -
6 B S ¥ XM E S 2T E 88 E ) ARP 353K Sk BI1E# 1T ARP 1808l - FAERIBM N2

> Source MAC Address : ZEEURIALIEREE ARP F53K Q& IR MAC it - EEhEEEER
RUAREF AT EARIRE MAC Al Besg - REARIRE MAC fiIitigsE - RiEPA ARP 8
8257 mac BEHE LKA FREPHAOR mac 8E - TSR -

> Destination MAC Address : ZHRIALIERFE ARP [017& - EPEEEDRASFERTENE
B MAC firscitesE - MREA B MAC fIcilt i - #$1aEFTA ARP B/ ETRE mac 2
EHH L RKPBEREPIEW mac BE - TERBERR -

> IP Address: EDPEEELRASVERNERN IP AIitE:E - BUAEREFIA ARP S88 IP fiI
HZ2&E% 0.0.0.0 ~ 255.255.255.255 = ZHEArdlE -
® Allow all-zeros IP: #15R IP fidltEg:E ERA - EFAIEF 0.0.0.0 A9 IP fizdlt -

> Rate Limit: MATEDFHERARE - #E% 1 £ S50pps @ FERE® O(FERH) -

HZE"Apply "7 EHIZE - B "Close" K E

15.10.2 #t&ETE3E (Statistics)

MEtEE SR ARP BRI AR ST EHE -

V.1l.1a
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Arpiify your Wire

Security + Dynamic ARP Inspection + Statistics
Status

Network Statistics Table
Port
POE Setting
PN R [pr— Source MAC | Destination MAC Source IP Destination IP IP-MAC
BRI S Failure Failure Validation Failure | Validation Failure | Mismatch Failure
Soaming e & 1 GE1 0 0 0 0 0 0
EFPS (] 2 GE2 0 0 0 0 0 0
Discovery -
i il 3 GE3 0 ] 0 il 0 il
" O 4 GE4 0 0 0 0 0 0
Multicast =
IP Configuration I:' 5 GBS 0 0 0 0 0 0
(] G GEG L] 0 Q 0 [} 0
RADIUS [ 7 GET 0 0 0 0 0 0
TACACS+ O 8 GEB 0 0 0 0 0 0
o AAA ] 9 GE9 0 0 0 0 0 0
- HENEFINEI AR O 10 GE10 0 0 0 0 0 0
= Authentication Manager & 1 GE1 0 0 0 0 0 0
Port Security -
Protected Port (] 12 GE12 0 0 0 0 0 0
Storm Control ] 13 GE13 0 0 0 0 0 0
© Dos O 14 GE14 0 0 i 0 0 0
& Dynamic ARP Inspection m| 15 GE15 0 0 0 0 0 0
Property -
(] 16 GE16 0 0 Q 0 [} 0
& 518
R 1L F it
> avs Ok A
Port EBERRIE TE
=5z — ks X g/ =
Forward BEREREZNNEHE
Source MAC . e _
_ BTRRIBEMACERZEEZENTBHE
Failure
Destination MAC o e _
_ BTRENMACREEZEZENNEHE
Failure
Source IP Address

o . HBTRRRIPEREEZNTIEHE
Validation Failures

Destination IP

Address BERENIPREZZENIEIEHE
Validation Failures

IP-MAC Mismatch

Failures

BRIP-MACEIPRFREMERA LR MEZNITEHE
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15.11 DHCP E55E(DHCP Snooping)

EREEHEEJLUER DHCP EISRiIBE E R HETRF N E SN B ZRARERENERER DHCP
AR 2R - ABOPEE LHEM DHCP BRHRHEMNNREERMERN - MARHKE
fih a2 a8 iE I8 FURIRY DHCP HEIEAZAIZITETIRE - RKEAREERENHERBHERE -

15.11.1 Et(Property)

ZEHDHERERE DHCP B2 EMEE T ENRE -

Security - DHCP Snooping + Property
Status

pchvork i-“- State . Enable -"-"-"---"“““-““““““"““--"""""""-““““"-1:
Port :,:::: __.:I = :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.‘:
POE Setiing Avanable VLAN Selected VLAN
VLAN i | [VLAN
MAC Address Table i |
Spanning Tree B
ERPS ' 1

Discovery
DHCP

Multicast

IP Configuration Apply

RADIUS Port Setting Table
TACACS+

2 AAA
= Management Access

£ | %€ € € € € € € € | € |€ |«

= Authentication Manager W | Entry | Port | Trust | Verify Chaddr | Rate Limit |
Port Security ] 1 GE1  Enabled Enabled 45
Protected Port — 2 GE2  Enabled Enabled 45
Storm Control U nab’e nable
= DoS (] 3 GE3  Enabled Enabled 45
= Dynamic ARP Inspection O 4 GE4 Disabled Disabled Unlimited
@ DHCP Snooping (] 5 GE5 Disabled  Disabled Unlimited
[ 6 GEG Disabled Disabled Unlimited

State : EFHZEEEE LIRS EUH R DHCP &8 EREEELIRIA/FH DHCP B8 ThEE
VLAN : FEREEES LI VLAN LRI DHCP &58 - &R DHCP SR iEE Xz FE R R -
EAAMEDERE VLAN - REBZHAILIRIAE DHCP B2 - sk A AIMEDRERE VLAN - REBE
ERAILUFH DHCP &8 -

BB Apply "B FRE -
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L B

Port ERIBARSL T H

Trust B/ FRTENEEEY
Verify Chaddr FRRA/IF AT ER chaddrigig B it
Rate Limit BRT ERERRPREE

Edit Port Setting

Purtl GE1 GEEI- S |

Tmstl . Enable |

i mcmnnru Enal}le

Rate Limit

[ Apply H Close ]

Port: BE/RPTEERVIERIBARR -

Trust: WIREPRA - SH5ERERH DHCP ERENE MR KR EHRER TSR - BhE
EEDRA/FRANTENEE - MRBAEE - FiB DHCP B EEEEX - BRAEA -
Verify Chaddr: ZEPEEERASNFRNTEMN chaddr 55 - IR chaddr §&:E - &8 E
P8 DHCP HEIAFIntERE mac Aot 2 &8 L KAFRIERRIR mac HHE - FRRBEA -

Rate Limit: BIANTERFHERARE - #E S 1 2 300pps - 182184 0(FERH]) -

HZE " Apply "l# 7 EHIEE - B "Close "5 E

15.11.2 ##&EHEHE (Statistics)

ZEE B ERERE DHCP BRIEThEE P AR T 8UE -
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V.1l.1a

Status

Security + DHCP Snooping —+ Statistics

CeEx

Lrpiify your

Network Statistics Table
Port
POE Setting
—— Chaddr Check | Untrust Port Untrust Port Invalid
MAC Address Table with Opfiong2
Spanning Tree Drop Drop Drop Drop
ERFS O 1 GET 0 0 0 0 0
Discovery O 2 GE2 0 0 0 0 0
DHCP [] 3 GE3 0 0 0 0 0
Multicast —
J 4 GE4 0 0 0 0 0
IP Configuration =
[ 5 GE5 0 0 0 0 0
(] 6 GEB 0 0 0 0 0
RADIUS —
TACACS+ [l 7 GET 0 0 0 0 0
= AAA ] & GES8 0 ] 0 0 0
= Management Access [] 9 GE9 1] 0 1] 0 0
@ Authentication Manager 0 10 GE1D 0 0 0 0 0
Port Securlty B 11 GEN 0 0 0 0 1]
Protected Port U
Storm Control O 12 GE12 0 0 0 0 0
= DoS ] 13 GE13 0 0 ] 0 0
= Dynamic ARP Inspection M 14 GE14 0 ] 0 0 0
@ DHCP Snooping (] 15 GE15 0 0 0 0 0
Property -
[l 16 GE16 0 0 0 0 0
Rz Efpa
3 AN
Port EFIBARSR T E
Forward BREREZNNBHE
Chaddr Check o e s _
#RchaddrizE EZEZNTEEHE
Drop

Untrusted Port
Drop

BRNAMEEIREEZMNDHCPERRIH B HE

Untrusted Port

with Option82 FRBiBEoption82BRMBAEHEEEZENTEE S
Drop
Invalid Drop BrRERENEZENTEHE

Wary
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15.11.3 Option82 EIEE 4 (Option82 Property)

IERE B ERES
option82 EI&H -

Status
Network

Port

POE Setting
VLAN

MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration

RADIUS
TACACS+
o AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
g Dos
= Dynamic ARP Inspection
& DHCP Snooping
Property
Statistics

> RemotelD:

MEREIA Y Option82 #EIE -

& E DHCP option82 EI&ER ID W= - MRIEAEIE - Az EAEMINE

Security + DHCP Snooping + Option82 Property

i e i | | UEEFDETII"IEd S
| RM'D. X

Operahnnal Status

Remﬂte I[] l 8!: 4d ea 30 dd 53 [Swrtch lu’lac In Elyte Order)

Apply

Port Setting Table

Q[—

[] 1 GE1 Disabled Drop
O 2 GE2 Disabled Drop
] 3 GE3 Disabled Drop
O 4 GE4 Disabled Drop
] 5 GE5 Disabled Drop
| 6 GE6  Disabled Drop
[] 7 GE7  Dizabled Drop
O & GEZ  Disabled Drop
[] 9 GE9 Disabled Drop
O 10 GE10 Disabled Drop

#h "User Defined” DAFEhEs AiEDE ID 8= -

EPEEEDRMAEAZEERNERID - BRER T - &li 1D BIRATAEIER PE5IA R s
mac °
WMAEREERNERID - EERMAGRREERER IDKJA -
R Epa
Operational _ .
BnEInIDE
Status
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LB Apply "B FLE -

L g

Port ERIBARSR T H

State EPEEELRA/FANHENoption82EEIEINEE

Allow untrusted BRAOFABENTEIRE

Edit Port Setting

i Port | GE1 |
i State | Enable E

I | () Keep
| H -
i Allow Untrust | () Drop
: :

> Port: BREEREREIRET -
State : ERVAHEUERUAE - /R E option82 EIRRIRILA/1F FIARAS -
Allow untrusted : EZEEASEEFEWEITA option82 EIEHNMA DHCP HEIRHITH
BIF - MRAEE -
® Keep: R¥FIRYE option82 EIEAS -
® Drop: EFEHA option82 EIENHE -

® Replace: ARMRZFIBEE MR option82 BEIRARA -

BB Apply B EEE - 8" Close"BIEFHE -
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15.11.4 Option82 EIEEEE ID(Option82 Circuit ID)

EREEEEYJLUER Option82 18 CID BEEAR:E Option 82 {UIEEE ID- W&z E"add" - "Edit"
M"Delete"TWEEETEIE - LLEERFFFEAERTE DHCP option82 fIEER ID WFEH - IRIEA
#EIE - AlZZF SN0 option82 FEIAH -

Security + DHCP Snooping + Option82 Circuit ID
Status
Network Option82 Circuit ID Table
Port
POE Setting Showing entries Showing 0 to 0 of 0 entries () I:
VLAN W | Port | VLAN | CircuitiD |
AP L s ‘ 0 results found.
Spanning Tree
ERPS
Discovery [
DHCP
Multicast

First | | Previous | &

IP Configuration

RADIUS
TACACS+
o AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
g DoS
= Dymamic ARP Inspection
y DHCP Snooping
Froperty
Statistics
Oplion82 Property

L B

Port BRNEEIBIDEE

VLAN ZAN B B RAHEVLAN
Circuit ID BNBEENRIEERIDZES
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Add Option82 Circuit ID

e e
"

[ Apply H Close ]

> Port: {EFFREZFZR CID BERMBAERE - EERR "Add" HFEE -
> VLAN: @A CID FEREA VLAN ID ° VLAN ID A2 0RIR - AR "Add” HEEE -
» DircuitID: BIAFS(FR CID - FEERIEMN VLAN B9 E8#&5EA CID -

HZ"Apply "#FEHIEE - 2" "Close"FFIiE -

15.12 IP RiREF5FE(IP Source Guard)

IP SRR FE(IPSG) ol A B IP R EBRHIE IP AR EE R EPRERNR IP At - T2ARMLE
EREEREDTLEFERE IP Sl HEMIRE IP ARG EER -

15.12.1 EiFERTE(Port Setting)

IEEE AR EREHEREERERN P RRMEETRE
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Lpiify your W

Security + IP Source Guard —+ Port Setting
Status

Network Port Setting Table
Port

POE Setting Q I:

VLAN | Entry | Port | State | Verify Source | CurrentEntry | Max Entry |
e ] 1 GE1 Disabled P 0 Uniimited
Spanning Tree - .
] 2 GEz2 Enabled IP-MAC 0 Unlimited
ERPS =
: ] 3 GE3 Disabled P 0 Uniimited
DEcovy — 4 BGE4 Disabled P 0 Unlimited
DHCP |:| fSa e n II’TII (=
Multicast |:| 5 GE5 Disabled P 0 Urll.lm?ted
IP Configuration [] 6 GEG Enahled IP-MAC 0 Unhimited
] 7 GE7  Enabled IP-MAC 0 Uniimited
RADILS O 8 GES Disabled P 0 Unlimited
TACACS+ ] 9 GE9 Disabled P 0 Uniimited
2 AAA O 10 GE10 Disabled P 0 Unlimited
o ENEDETIET S RIS ] 1 GEM Disabled IP 0 Unlimited
= Authentication Manager - 13 GE12 Disabled P 0 Unlimited
Part SE‘.‘CUF“}' |_| 15aDle nimite
Protected Port ] 13 GE13 Disabled P 0 Uniimited
Storm Control ] 14 GE14 Disabled IP 0 Unhimited
oL _ ] 15 GE15 Disabled IP 0 Unlimited
g Wil il L e 2 L O 16 BE16 Disabled P 0 Unlimited
2 DHCP Snooping — . —
. IP Source Guard [ 1] 17 GE17 Disabled IP 0 Unhimited
O 18 GE18 Disabled P 0 Unlimited
IMPV Binding ] 19 GE19 Disabled P 0 Unlimited
Save Database ™ M REIN Nicahlad =) n | Inlirmitad
iR it
Port EEIBARTE T E
State RN ENIPHRERZERNenable/disabledk £&
Verify Source FEURIPAGR M &R g RO E T

Current Binding _ 3 _—
R E B RINAIE S
Entry

Max Binding Entry BERTEHNEAACEEHE
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Edit Port Setting

Port: BAREEZERERIERS -
State : ERYAHUBRIAEZ IP 2RI - T2RA PR P REREIESHRERNRIR IP I
ik - #h "Enable” TIETEEA IP RIRFE - EAEEEE LIS HILINEE - R AEFER -
>  Verify Source : EHEEIEE0DUEEZRE P 3t MAC-IP BENR RS ETRE -
o |P: EREFEHENIRIP AL -
® |P-MAC: EEHERRIR IP AIFAGR MAC il -

> MaxEntry: EHEZEEEEFEHA IP KEHAERINEAHE - ER 0 £ 50(0 RRER
i) -

HZ"Apply "#FEHIZE - 2" "Close" i E -

15.12.2 IMPV Binding

[ IMPV Binding IISHNSE P FORIE RN EPRSOIREMBOMLNS - LEER
SHEREHILIE 1P IORMEHE  WNEEE DHCP EES BRI EMEHER I IP
AORBENE - 5 add” « "Edit"A0" Delete" MAEETEIE -
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Lpiify your W

Security + IP Source Guard + IMPV Binding

Status

Network IP-MAC-Port-VLAN Binding Table

Port

POE Setting Showing entries Showing 1 to 1 of 1 entries Q I:
VLAN
MAC Address Table ‘
Spanning Tree

ERPS [ mda || Edt || Delete
Discovery
DHCP
Multicast

W | Port | VLAN | MACAddress | IP Address Binding | Type | Lease Time |
[] GE1 4094 BCADEAFEDSAS 192168.2.55 /255255255255 IP-MAC-Port-VLAN Static  NIA

] First || Previous | S48 | Next [ | L

« & &« &« & &€ &« &« & & &« &«

IP Configuration

RADIUS
TACACS+
= AAA
= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Control
= DoS
= Dynamic ARP Inspection
= DHCP Snooping
& |P Source Guard
Port Setting

i Rivd 5t
Port BB ENEREID
VLAN FATNBERVLAN ID
MAC Address BB ENMACHIIL - EEARIP-MACH E B

BB EMIPAIIL - IP-MACHE BB RS 1548 %255.255.255.25
IP Address

5 |IPHIE B ERRAERER A
Binding BRBENGIERE

IRBEHE BB
Status e Static: BFEHFEREFEREMNM

* Dynamic: BEREBDHCPRIZEEER
. DHCPEZIEE X RN BEENHBRE - HERE BB EES WM -

Lease Time

EEARESESE
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Add IP-MAC-Port-VLAN Binding

VLAN | |4094 _ |

(O] IF' I‘u"IP.C F‘crrt "u"LF'\N

Sinding § - ) IP-POILVLAN 5

MAC Address |ac 4D:EAFE05:A9 |

IP Address ' |192 168.2 55 |/

Apply H Close ]

J—

Port: FRZEEEREDEMTEBEIIRPEZSREE -

> VLAN: f5E#E 58/ VLANID -

> Binding: FRESEEEUDIEERTEENICRER -
® |P-MAC-Port-VLAN : &I ZEVLED IP il ~ MAC fizdit - #5385 VLAN ID -
® |P-Port-VLAN : F&WZBVCE IP A7its] FAEE - EHE38A VLANID -

> MAC Address : @A MAC fizdlt - E&EBR IP-MAC-Port-VLAN &3 -

> IP Address: @A IP IR E - FHEEBAR IP-MAC-Port 13 -

Y

B Apply "EFEHIZE - B "Close" AR E

15.12.3 {REFERE(Save Databases)
BB ERAERE DHCP EEENE - ZEREUENMERS A DHCP BEiE5
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Security + IP Source Guard + Save Database

Type |

Filename |
Address Type |
¥ Discovery Server Address i
L Write Delay | [300 | |
¢ Multicast = Z=mszmsssmsssmssmssssssssssssssssssssssssssssssssssssssssssssssssssssssesssd
» IP Configuration Timeout | [z00 |
RADIUS Apply
TACACS+
2 AAA

= Management Access
= Authentication Manager
Port Security
Protected Port
Storm Conrol
DoS
Dynamic ARP Inspection
DHCP Snooping
IP Source Guard
Port Setting
IMPV Binding

& 3 @ a

>  Type: REEEE0LUEEER ERERA -
® None: ZRERBERERY -
® Flash: #& DHCP EW&#E B EHTFEIREICER -
® TFTP: i& DHCP BNl BEMF2IER TFTP EAR:S -
> Filename: 3 7%E TFTP AR MERE - WABNEZNERZHE - EEEE "Flash” A
"TFTP" #AZIRFOIH -
> Address Type : EZEFEHT LML IP A73E2AGERE TFTP @RS
® Hostname: TFTP AR I A F 2 -
® |Pv4:TFTP AR A% IPv4 ALt -
> Server Address: #iAizlm TFTP Elfksz T 2L IP A7t - EEEIZE "TFTP" HANSOf
A
>  Write Delay : 8 AEEGTSeS - AMNTEREEERETHD - FBRES 300 -
> Timeout: BAREMHKMMER I - FERES 300 7 -

BB Apply " E TS TRE -

V.1.1a @ WWW.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

16. EhEIERHIFR(ACL)

ACL(.:EFﬁP“%U%E)ZELF’\*E%DHT’EE’J?EEWU% BEDBREEFRAESHEZESISE(ACE) - S18 ACE
&7 R ERANBEMBRIENBIRREA - E— ACL oliE 82 —{E= {8 ACE - EL ACE BB ARENA
BETULR - HRABEBRRICRHEE - SRADFFEIEBRIIRF -

16.1 MACACL

ICEEEZEAZE MACACL & - MACACL ERE MAC ACE EE EEZRR Layer 2 BNIBRAR

=

E °

ICEE R ERE G MR ACL REI - 1R AR EARE R FOAMIER -

ACL + MACACL

S .
ecurity Delete

» Status

¥ Network i e s T
¢ POE Setting

= [_aopty |

» MAC Address Table

¥ Spanning Tree ACL Table

¢ ERPS

¢ Discovery Shnwing entries Showing 1 to 1 of 1 entries Q | |
RelliE B | ACL Name | Rule | Port |

¢ Mullicast

BelaConiazion First | | Previous | B8 | Mext | | Last
L

MAC ACE
IPvd ACL
IPv4 ACE
IPvé ACL
IPvé ACE
ACL Binding
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> ACLName: EIZ ACL &75 -

BB Apply " B FHE -

1R it

ACL Name B RMAC ACLETE

Rule BRACLWACERRIZ =
Port AR ERZACLIY BB

22 “Delete” Mk ACL /7 -

16.2 MACACE

MAC ACE #@ERAEZEILE - 52E"add” » "Edit"#]"Delete"INaEETER - R E /UFTEEA
EHIE - #REESUMIER ACE ARRI - 1R ACL BIRHIEES - RIFARTIE - #REEaUMIBR ACE /RAI -

ACL + MACACE

IP Configuration
Security

» Siatus

¥ Network ACE Table

# Port

¥ POE Setting ACL Name

# VLAN Showing | All w | entries ' i

e — g[Al v] Showing 1 to 1 of 1 entries Q I:
+ Spanning Tree sequence | Action | SourceMAC | Destination MAC Ethertype | VLAN | so21p

s ERPS | Address | Mask | Address | Mask | Value | Mask
»# Discovery [] 2 Permit Any Any Any Any Any Any Any Any
¥ DHCP [ Add ” Edit ][ Delete ] First | | Previous | B
% Multicast

L

L]

MAC ACL

> ACL Name: ZEIZZH18 ACE B9 ACL & -
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R it

Sequence BRACER3

Action ZARACERVIRIE

Source MAC ZERACERIHEMACHIHE IR S

Destination MAC ZANACER BRIMACHIIEFIE S

Ethertype BURNACER O K A s AT 4R A

VLAN ID FERACERIVLAN ID

802.1p Value FARACERY802.1pfE

802.1p Mask RERACERY802.1p#EE

Add ACE

I ACLName| testacL

) Deny |
i () Shutdown !

Any :
BN - - - - - = = =========sssssssssssssssssssssissssssssssssssssssssizssssssssssssssssssssssssssssssssssazaasy

|
|
|
| @ Permit '
= .
|
|
|

-_—

Any !
msﬁnaﬁm mc :'r-==========:==:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.4|

-_—

Any E

0

-_—

Any |
WILAN |F==::5=========3ssssssssssssssssssssssss s s s s s sassasmsssss s ssssssss s s s s s ssssssss s s 22 =

-_—r

| @ Any 5

[ Apply ][ Close ]

> ACL Name: ZEREHFIE ACE 89 ACL &7 -
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USER MANUAL

Sequence : BEEERIIESH ACE(L RESESLMR) - EEAR "Add" HEE -
Action : EAREEEE 0 DUEE ACE ILECH BIBAVIRIE -
® Permit: UL ACE REIMNIIE -
® Deny: EZEUE ACE REIRFE -
® Shutdown: EZEULH ACE FRRIRIIE - WF HEWF EI80EEIR - o] LIE "Port Settings”
HEE MBI SRR -
> Source MAC: EEZRR MAC fiIitpy$EE -
® Any: FRERIRMIUIFOIEES -
® User Defined : @2 FEHAETERNIFEAUSIREAIHEE - 5 A ZLERAIKE MAC I
HEFNIEE -
> Destination MAC : ##ZH/ MAC 7oty $EEY -
® Any: FTAEMMITHHT O -
® User Defined : E#EZERAEERNENATUSEROAITUEE - 80 A ZUTECAI B A MAC
ITCHE RIS -

> Ethertype: B KHEBNERE -
® Any: FRTALKAIMEREIGO % -
® User Defined : EEZFEREERNSKBENE - 89 AZLECH S KAHEEAE -
> VLANID: #31Z VLAN ID 28! -
® Any: FiA VLAN ID $90]#% -
® User Defined : EEXEREERA VLAN ID - 81 AZULECA VLANID -
> 802.1p: #E 802.1p EEE -
® Any: FiA 802.1p EIFO#ES -
® User Defined : E#EZFERAETEERMN 802.1p &3 802.1p EEE -4 AZ VLA 802.1p & -

HZE"Apply " # 7 ERIZE - 2 "Close" i E -
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USER MANUAL

16.3 IPv4 ACL

FTZAIZ IPv4 ACL SEE ° IPv4 ACL AR E IPv4 8 - IEEE A EREFIEME IPv4 ACL
RA - MRRRERGPEAEE - BIFOXMIBR -

ACL - IPv4 ACL

» Staius
¥ POE Setting
¥ VLAN vy |
¥ MAC Address Table
% Spanning Tree ACL Table
s ERPS
s e— Showing | All v | entries Showing 1 to 1 of 1 entries Ql__
v DHCP W | ACL Name | Rule | Port |
¥ Multicast ‘
. I C:or_lﬁguratmn First | | Previous
¥ Securty Delete
MAC ACL
MAC ACE

> ACLName: EIZ ACL 75 -

BB Apply B FHE -

v it

ACL Name FERIPv4 ACLETE

Rule B RACLIWACERRIZ =

Port B IEACLATE R IR B3R

HE “Delete” #ELHIMIFSZe -
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USER MANUAL

V.1l.1a

16.4 IPv4 ACE

IS EE S IR - AREE RIS ACE AU - N ACL BAAIEMAS - USRS - MmEE LIS ACE
$8) - 87 add" - "Edit"f"Delete AL 1T BIE -

ACL -+ IPv4 ACE
Status

Network ACE Table
Port
POE Setiing ACL Name

e Showing entries Showin

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast [
IP Configuration
Security

Source IP Desti
B ‘ Sequence | Action | Protocol | |

| Address | Mask | Addre4

add || Eat || Delete |

MAC ACL
MAC ACE
IPv4 ACL

> ACLName: ZEEZEZZF2 ACE B ACL &7 -

ACE Table

ACL Name
Showing entries Showing 0 to 0 of 0 entries

| Source IP | Destination IP L | Type of Service | ICMP
Source Port | Destination Port | TCP Flags
| Address | Mask | Address | Mask

Sequence | Action | Protocol
u ‘ | DSCP | IP Precedence | Type | Code

0 results found.

| A || Edt || Desie |

R A
Sequence HRACER3
Action BRACERVIR(E
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USER MANUAL

Protocol BRACERY R 1E
B RACERIZEMACAIHE RN S
Source IP e Address: & RIPv4 IPAI3LE
e Mask: B/RIES AU
B RACER ERIMACHITTHEFNIES:
Destination IP * Address: & RIPv4 [Pzt
e Mask: B/RESAIUE

BRACERVE —RRERIBE — RINRER IR - 2 E HERTCPUDPHs o]
i

Source Port

BAACERE—HREEIBN — R BREREE - EE R ESTCPEUDPE T/
i

Destination Port

TCP Flags BUNACERTCPIEIRE - EEHERTCPIIH

Type of Service B RACEMTostE - oJLIZDSCPELIPEIEAR

ICMP BRACERICMPERALFIMNES - E2EHERICMPR o] A

Add ACE

ACL Name | test

|

.:"-. Deny |
() Shutdown :

| (| (N,
=== R EES S TEEESS)

® Any

e

i) Select

5 () Define

' ® Any Z

————m e

i & Any

S I

Any
DSCP :

' () IP Precedence
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USER MANUAL

ACL Name : BERZH718 ACE 19 ACL &7 -
Sequence: 15 ACE W3l - BEEERIIRSH ACE(L RESEER) - EEAR "Add" ¥
FAAE -
> Action: REEEEIDUEEL B RAVERE -
® Permit: BV ACE FRRIAVEE -
® Deny: EZEULF ACE FHAIRHE -
® Shutdown: EERS ACE RAINH 6 - W15 AT EIR0ERHE - o] AfE "Port Settings”
HESEMME ISR -
> Protocol : EAREEIRS0DUEZEILECHIRE R -
® Any(IP): FRiE IP HEI TR -
® Select from list: it FHEESPEEZD MEEZ— -
(ICMP/IPinIP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6 : ROUT/IPV6 : FRAG/
RSVP/IPV6 : ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: #AHE ID -
> Source IP: EERR IP AILAVERE -
® Any: FRANIRMIIGO R -
® User Defined : EEZFERAETERNIREAIHU AR NIEEE - @A ZLRARR IP AiHE
TS -
> Destination IP: ZEZEH/ IP UTitRIFEE -
® Any: FIBBRIANITHITO % -
® User Defined : EE=2FEREERNENAITUEBEAITUEE - @A ZITERA B/ IP fiI
TCIHMENIESE -
> Type of Service : EEZVLRCHARTFLAL -
® Any: FIARZEEIGOES -
® DSCP to match: @ AZULECHIZE 7 IRFE RS RE(DSCP) -
® |P Precedence to match: B AZUTAH IP ESELRA -
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USER MANUAL

Any
Source Port Single
Fange

Destination Port |  Single |

TCP Flags i}:::::::::::::::::::::::::::::::::::================================:::::::::::::::====================4'

i | Any !
| [ — Fl
ICMP Type | Select i

| t Define
Any 5
| f Define

l Apply ][ Close ]

> Source Port: BEEZELRNIHERL - EEHE4 TCP 5L UDP o/ -
o Any: FiANRRERIBIIOER -
® Single: @AV EIREEE TCP/UDP 2KIRIE -
® Range: EZEULECH G TCP/UDP KIRIBEEE - ol IRRE) (B R EI R ERR &6 B (TR 2R E
FIBF B pERNR 2 ) - TCP A1 UDP BER A/ \([BERIREHE -
> Destination Port : ZEZVLE R ERL - BERHES TCP 3 UDP ol -
® Any: FTEERERRIIOES -
® Single: W AR EIRVEE TCP/UDP BRIIR -
® Range: EEZEULfcH /Y TCP/UDP BRVIREEE - o IRRE ) (B A EIRERHR &6 B (TR 20RE
ZIEMERERRE ZEHA) - TCP # UDP BEE A/ \EERIREE -
> TCPFlags: EE—ExZEANBRIEN TCPER - BEENIOZEARKESR  ZRIREE -
B8 TCP 5@ R el 0 8Os - EMRSMAKEE Y - EEHEsS TCP KoM -
Set: ¥R TCP #5124 SET - RIULHC -

°
® Unset: X TCP #5%& 4 NOT SET - AIVTHL -
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USER MANUAL

® Don’ tcare: Rl TCP #51% -
> ICMP Type: B EEMNSHLSNMANSRIET - EEHBESR ICMP KoM -
® Any: FIAMEHEI TS -
® Select from list: BB ZEEEZFFSEE -
® Protocol ID to match : @AGSBELRR -
> ICMP Code: #3Z ICMP {5488 - EEHES ICMP oA -
® Any: FrANRIEI9OI#R -
® User Defined : @ AZULERY ICMP 55 -

BB Apply " (2T A0EE . 8 Close "BIEFRE -

16.5 [IPve ACL

FERIE IPv6 ACL %EME ° IPve ACL HIR1EE IPve 8 - IERE A EAEMIGEMER IPve ACL
MRA - MRRRERFEARRE - BIFOEMIBR -
ACL ~+ TPv6 ACL

¢ Status

B M aciwame [ 1
% Port T i eerr—r———————
# POE Setting

—r [ Awoy |

¢ MAC Address Table

¥ Spanning Tree ACL Table

¢ ERPS

P e— Showing| All | entries Showing 0 to 0 of 0 entries Q I:
o DHCP
¥ Multicast _ ‘ 0 results found.

# [P Configuration = Ezos
L

5 §
ecurity Delete

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE

> ACL Name: EIZ ACL &%5 -

BB Apply " B FHE -
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USER MANUAL

R 1L g

ACL Name FERIPv6 ACLEZTE

Rule B RACLIWACERRIZ =

Port B EZACLAI E R RIR D3R

22 "Delete” MfFELFIS7 -

16.6 IPv6 ACE

WEE ARSI  HIEMIR ACE JRRI - MR ACL ERELEIE - AIFEHIE - ARIESMIIR ACE
1881 - 3972 add" - "Edit" " Delete" IAEETEE -

ACL -+ IPv6o ACE
» Siatus

Metwork ACE Table
Port

S ACL Name
LA Showing entries Showing 0 to 0 of |

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

&

| Source IP | Destination IP
| Address | Prefix | Address | Prefix

[ ] ‘ Sequence | Action | Protocol

IP Configuration
Security

€ &€ &€ € &€ &€ £ € &€ &€ &

MAC ACL
MAC ACE
IPv4 ACL
IPv4 ACE
IPvG ACL

» ACL Name: ZEEZFIE ACE By ACL &7 -
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USER MANUAL

ACE Tahle
ACL Name
Showing entries

W | Sequence | Action | Protocol | Address | Prefix | Address | Prefix

Showing 0 to 0 of 0 entries

Ql___

|  Typeofsenviee | KcMP
| Dsce | 1P precedence | Type | Code

SourceIP | Destination IP

Source Port | Destination Port | TCP Flags

0 resulis found.

First | | Previous

Az f 3t

Sequence BRACERR3

Action B RACERYIRE

Protocol B RACERI A
BRACERIZEMACHIHE IR S

Source IP e Address: #/RIPv6 [Pt

e Mask: BRESNIE

Destination IP

ZERACERI BAIMACHITTHERIE =
e Address: ZE/R~IPv6 IPfiz3lt
e Mask: ZARES AU

Source Port

BNACERVE —RRERIBE — RIAREZIE 2 S HERTCPUDPR o]
i

Destination Port

BRNACERE —HRERIEN — R BRERERE - EE M E S TCPEUDP T/
i

TCP Flags BERACE WITCPIEIRE - BEWHESRTCPIS O A
Type of Service BRACEMTostE - ol IZDSCPELIPE AR
ICMP B RACERIICMPEERIANES - EEWHE AICMPR O] H

V.1l.1a
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USER MANUAL

Add ACE

ol sttt22

: Permit :
f () Deny i
Shutdown ;

B S IS TS|
1

e

| O Select §

\ () Define

| M Any Z

S o

' @ Any

| S

DsCP i

! () IP Precedence

ACL Name: BB/~E2H18 ACE 19 ACL &1 -
Sequence: 5 ACE WR5l - BEREEEFIIRSH ACE(l BERSERAR) - EEAR "Add" ¥
FAAE
> Action: EHEEEB O DUEREVIEC I BB RVIERIE -
® Permit: #E3ULE ACE RRIKHE -
® Deny: EZEULE ACE RRIFHEL -
® Shutdown: ZERE ACE RREIKH €1 11 {F AR BR0ERHR - O] IAE "Port Settings”
HE S MBI ER -
> Protocol : FFHEEESLUEZEILRNHERE -
e Any(P): Fi5 IP BEgal S -
® Select from list: e TNHIEEPEZD MHEZ— -
(ICMP/IPinIP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6 : ROUT/IPV6 : FRAG/
RSVP/IPV6 : ICMP/OSPF/PIM/L2TP)
® Protocol ID to match: @AHE ID -
> Source IP: ZEER IP AI3LAVEREL -
® Any: FRiBERIRMIUIGOIEES -
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USER MANUAL

® User Defined : @2 FERAETEHNRFRAIUS IR EE - #9 A ZITRAIRIR IP AitE
FI|E -
> Destination IP: EZEH/ IP iIyoitpER -
® Any: FiEBEMMTII9O#% -
® User Defined : EEZFEREEEMNE AT BROAITHEERE - @ AZUTECA B/ IP fi
TCHHEAES -
> Type of Service : EEZVLFCHRIFLRL -
® Any: FTARKEIITO[EZ -
® DSCP to match: B AZEULECHIZE 7 IRFE R AERE(DSCP) -
® |P Precedence to match : @ AZULACH IP ESLARA] -

Any

Any
Desiinaﬁmpu‘tii Single
Mk
PSh
e T L e s e e e e e e e e ELEEEEELEEELELEEELE
i Rst |

Syn:

| Define i

ICMP Code i;e===============================::::::::::::::::::::::::::::::::::::::::::===============================1
I Define :

[ Apply H Close l

> Source Port: EZFLENHEHRE - EZWHES TCP s UDP iFaJA -
® Any: FiAKREREEIIOE#R -
® Single: #AVLEC I EIRYEE(E TCP/UDP 2KRIRIE
® Range: EEVLE BRI TCP/UDP RIFIREEE - T IRRE )\ B A B2 1218 &6 El (TR 2R R &
ZIBMERERIB ZRBHMA) - TCP A1 UDP HER B/ \[EERZRHE -
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USER MANUAL

Destination Port : EZULECNIRERE - EZHER TCP = UDP I5OJA -

o Any: FiABMEEELTES .
e Single: #AIE G E(E TCP/UDP B -
® Range: ZIEVTEL 64 TCP/UDP BRiSEE - T T/ \ER RS R S5 E (fEoRE

ZIBEFBRERIR ZBHH) - TCP A UDP HESA/ \EEEEE -

TCP Flags : EEZE—(EZERNRBERITEMN TCP 155 - BRENHEIRAIMIER  ZAIKEE -
2@ TCP 1HRE R e 0 R aEsH  EMRSABLZEE - EEHmEsS TCP KU -

® Set: WX TCP +512% SET - RIUTHEE -
® Unset: #NX TCP 5%Z %4 NOT SET - AIUTHC -
® Don’' tcare: I TCP {512 -

> ICMP Type: #ZE2HEZNSHISNMANSRILGET - E2HESR ICMP KolA -
® Any: FiEMREEIG0#Z -
® Select from list: FBZHEZFFRLEL -
® Protocol ID to match : B AGAEBELRR -
> ICMP Code: #iZ ICMP {55 - EEHE /R ICMP oA -
® Any: FrANNHEI90#ES -
® User Defined : B AZULER) ICMP 85 -

BB Apply " (Z A0S E . 8" Close"BIERE -

16.7 ACL #=E (ACL Binding)

ICEmRRFERER ACL RABER T ERETEEUSHE - 1Pv4 ACL 1 Ipve ACL RBERIFFAHIE
AR —EEEE  EHEEEE LI ACL MIERPEEEREE-E ACL #IERTER - B ACE /8
RIFSEAREIZEZNENITE - B ACL T ACE HALRITEFILETRRRR - FAREFEES
ZALECRHE -
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USER MANUAL

ACL -+ ACL Binding

Status
Network ACL Binding Table
Port
POE Setting
VLAN W | Entry | Port | MACACL | IPv4 ACL | IPV6 ACL
MAC Address Table O 1 GE1 tastACL
Spanning Tree
panning ] 2 GE2 testACL
ERPS =
: n 3 GE3 testACL
Discovery -
OHCP O 4 GE4
Multicast - > GBS
IP Configuration - 6 GES
E—— n 7 GET7
O 8 GEa
MAC ACL ] 9 GE9
MAC ACE O 10 GE10
IPv4 ACL (] 11 GEMN
IPva ACE ] 12 GE12
IPv6 ACL =
IPvG ACE n 13 GE13
O 14 GE14
R i 3t
Port BEEIRBEID
MAC ACL BRNTEAEIMACACLEE - ZREBHRAGE
IPv4 ACL RN EAENIPVA ACLETE - ZRTIBRAME
IPv6 ACL BN EAENIPv6 ACLETE - ZRINIBRAME
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USER MANUAL

Add ACL Binding

i, ===i|;='__;:=£:;:§§“-r:J;}-r;‘;-;-:::::====:::::======::====:==============================::::========:=:================§E
[ Apply H Close ]

Port: RA/RATERVERIRIR -

MACACL : G322 ER MACACL - f25IFRPEZFEZLER MAC ACL &7 -
IPv4 ACL: #IEZI7TER) IPv4 ACL - HESIRPEZEZHER IPv4 ACL &1 -

IPv6 ACL : #8EZITERY IPv6 ACL - 1ESIFRPEZEZHIER) IPv6 ACL =18 -

vV V VY V

BB Apply B AEE - 8" Close" BIEFHE -

17. QoS

k#mE (QoS) BN EEMRGE LIEFREBARERBAFBZELETELIHSR  LHEBXEEMER

oo

il

17.1 Bt (Property)

QoS MEERMRBIEAREEIEE - £ QoS BREEETERRE
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USER MANUAL

ok i,.______---________ Enable
Port :,-:::::::::::::::::: == ====================s====ss==ssss==ssssss==ssssmsssssms========
POE Setting

VLAN IIMSEMOEES §) cos-pscr
MAC Address Table ‘| O IPPrecedence
Spanning Tree
ERPS Apply
Discovery
DHCP Port Setting Table
Multicast
IP Configuration
Securi
L] | Remarking
B | Eniry | Port | CoS Trust
| cos DSCP | IP Precedence
[] 1 GE1 5 Enabled Enabled Enabled Disabled
& General -
[ 2 GE2 5 Enabled Enabled Enabled Disabled
CQuueue Scheduling ] 3 GE3 0 Enabled Disabled Disabled Disabled
CoS Mapping O 4 GE4 0 Enabled Disabled Disabled Disabled
LT O] 5 GE5 0 Enabled Disabled Disabled  Disabled
IPPItEC.EdEHDe Mapping ] 6 GEB 0 Enabled Dizabled Disabled Disabled
= Rate Limit —
n " [] 7 GE7 0 Enabled Disabled Disabled Disabled
¢ Diagnostics -
« Management [ 8 GES 0 Enabled Disabled Disabled Disabled

> State: FRHAEEEERANEUERIA Qos I8E
> Trust Mode : FREEEE0]LIEIE CoS / DSCP / CoS-DSCP / IP Precedence &3 -
® CoS: MEEMRE VLAN Zi 8 CoS st BEEFIENTRE Cos BHIRBEATEIEA
VLAN 125C) ST ET 3l - CoS ENTHIN BRI N o R E F IR B EEEPRE -
® DSCP: Fi& IP REERIE IP REEPAHY DSCP BRI F(TS! - DSCP FTHIHI B FRIR 5 T
PI1E DSCP #MEH LR TE - MRAEAZ IPARE - RIBEBRRAFETI -
® CoS-DSCP: ZEiEHIE IP REFAEE CoS £ - ¥ IP REFEAEE DSCP #( -
IP Precedence : ii£1R1E IP BEARBIMEEITS - IP BITARRIZNT SR E BRE FERR S Ol 1Y
£ IP BEARIMEER LHRE -

BB Apply EEAHE LT -
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USER MANUAL

e R it
Port EHIBEEE
CoS P B FIEmTEaR CoSIB AR BIE
EIFIBMOEER:
Trust * Enabled: RERZBEEHFRETHOEET

* Disabled : MERBZRBRENREER
EFIRCOSEMEE M
Remarking (CoS) * Enabled : CoSEMFCBEHA
* Disabled : CoSE#HEr S
EFIEDSCPEMZL EIRAREAE
Remarking (DSCP) * Enabled : DSCPEFMEE 2 EHA
* Disabled : DSCPE#FRERFH

Edit Port Setting

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________
........................................................................................................................

________________________________________________________________________________________________________________________
------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________

------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________
------------------------------------------------------------------------------------------------------------------------

........................................................................................................................
------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________

[ Apply H Close ]
Port: B/RPREEERIRIRS °
CoS: MEPTEERFIENTR CoS/802.1p BIERAE  RERBATEI(LE VLAN 1Fa0) D
RFEEE CoS B - EEZE 0 & 7 -
> Trust: EREEEDRA/FREZEENTEAEE -
» Remarking:
® CoS: EPEEEDRMMA/IFRERE CoS EMZai  MERE VLAN 2588 VPT A5k
RIBEEERIRTERR CoS BMNIREBADE ERA VLAN Z:0)ME 2T VPT 2T E
BRRREY O/ UTE “CoS to Queue” EEHLERE -
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USER MANUAL

® DSCP: RTEEEMELIRA/FHERIRE DSCP EMER - FIA IP REERIE IP RIBEFH
DSCP t@MALgt 273 - DSCP EMTEIMERR LG 0] U7E "DSCP to Queue” BEEERTE -
MRREAZ IP RE - RIBFHMBHNARKETS -

® |P Precedence: EFEEEDIRMA/FRAEERER IP BEARBENZL - MERE IP BEE
RUBRSTET B - IP BITARBIZNTIIRERRRS O] LIEE "IP Precedence to Queue” BEH L&

=

/ZE o

B Apply " FERIZE - B "Close"[FF% E -

17.2 {75 E (Queue Scheduling)

R|BFEENTEE 8 @ITH - 75 8 E&SBILMRATS - 75 1 EREELRRBITS] - RET
SIRERESIRTAAME | BRIBETARR (SP) ANN#EH (WRR) -

«  ERBELHRR (SP—ELBRRESRSELHARTINLEORE REBREBTINWAEEERS

TIBETRERTNER  ERFRESNTIRR VRSB LHRAIAE -

«  IN#EEEY (WRR)—E WRR EIU N - ETHREMNTEHEATINEEMIELL(EENS - 3
ZRIFNAERZ) -

X

1?§UT§_CEL\M-EQueueEﬁt?ﬁ%?E?T?EUTEEW%E—H%@?E%&EUH%’1%5%%&%22&%1?5']5’\]5%%]“%}3? '

it queue 8 (RBETAR)FEE - BEITIHIRFEER T —ERIBENIT -
2THREARNERSE - THRRFEZEEEERT - REBREBS—EITS) - oL — 45!
BREMNITI 2 B4 WRR - BRHF—ERBRSRTIIREREEETRA - £®ERER T - SPT5!
RRERAE WRR TAIRRE Z AL - SP (TAIBZER - iBEZX WRR TS RRUME - (B8 WRR
T BIER D BURIR B E) -
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USER MANUAL

QoS -+ General + Queue Scheduling

¢ Status
% Network Queue Scheduling Table
% Port
: Method
% POE Setting Queue |
v VLAN | strict Priority | WRR |
¥ MAC Address Table 1 () O] 33.33%
% Spanning Tree 2 O O 66.67%
¢ ERPS 3 @
# Discovery )]
# DHCP 5 @
# Multicast 6 @
¢ |P Configuration r )
# Security s @
L
Apply
& General
Property
R g
Queue ZREMTIIID
Strict Priority RETI R EBRBEITARRIEE
WRR R ETH A INE R R
Weight MERITHFRILZWRR - BIEETIINITIIES

WRR Bandwidth WRRITF3EE B 73EE

B8 Apply "R E TRE -

17.3 Cos #254(CoS Mapping)

"CoS to Queue” FEARME VLAN 20 802.1p BEMKARAEBEA T BN TS - HREAR
untagged 1 €1-802.1p B4R AIZ n A48 A IRAIFERE CoS/802.1p B4kl - A "Queues to CoS”
KAEBETHPHEOREFE CoS/802.1p BIRRAI -
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USER MANUAL

QoS —+ General + CoS Mapping
Status

Network CoS to Queue Mapping

Port S I
POE Setting
VLAN 0

MAC Address Table 1

Spanning Tree 2

ERPS 3

Discovery 4

DHCP 5

Multicast 6

IP Configuration 7

Security

ACL Apply

& General Queue to CoS Mapping
Property

Clueue Scheduling Queue| CoS |

1

=k

b I O o T = T e
L€ €[ €][<€]]|€][<

DSCP Mapping
IP Precedence Mapping
= Rate Limit

% Diagnostics

2
3
4
% Management A
&
7
8

Apply

CoS to Queue Mapping
> CoS:CoS1E -
> Queue: #¥ZE Cos BT ID -

HZE"Apply "7 ZE BT -
Queue to CoS Mapping
> Queue: 751D -

> Cos: EEFTH DB Cos & -

BB Apply BB ELE -

VARE @ www.cerio.com.tw \. +(886) 2-8911-6160
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CoS(0to7) Queue(l to 8)
7 HEwANE 8 mEa BRI

BASRFER] LSV &5F SIP
R

7% Cisco IP EFETERE
B i@i%H| LSV E&E RTP
AR

N oo b~ jw (N
0 (N o v D jw RN

17.4 DSCP 51 (DSCP Mapping)

“DSCP to Queue” FIBEMA IP 2540 DSCP EREE LTS - HELEH VLAN BERT
B2 (VPT) RS -

DSCP ERVEER 0 £ 63 - MAREREBELRANEER 1 £ 8 - L ERAVE DSCP EEZ RS
FIHBRNELEF B TARBE - HhEE CSERERER) - AFRERE )M EF(IN=#5E) - AW - DSCP
FEER L WHEAU N ERSELTS -

£ "Queues to CoS" BEEAEETHIFAIELRER DSCP & -
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Arpiify your Wire

QoS -+ General + DSCP Mapping

Status
Network D3CP to Queue Mapping
zoor; Setting DSCP | Queue | DSCP | Queue | DSCP | Queue | DSCP | Queue |
VLAN 0 [CS0] 16 [CS2] 32[CS4] 48 [CS6]
MAC Address Table 1 17 33 49
Spanning Tree 2 18 [AF21] 34 [AF41] 50
ERPS 3 19 35 51
Discovery 4 20 [AF22] 36 [AF42] 52
DHCP 5 21 37 53
Multicast & 22 [AF23] 38 [AF43] 54
IP Configuration 7 773 39 55
Security 3[CS1] 24 [CS3] 40 [CS5] 56 [CST]
9 25 41 57
10 [AF11] 26 [AF31] 42 58
® Gi’:g’i‘ﬂy 11 27 43 50
DuepueScheduling 121AF12] 28 1AF32] . o0
CoS Mapping 13 29 45 61
14 [AF13] 30 [AF33] 45 [EF] 62
DSCP to Queue Mapping
DSCP to Queue Mapping
DSCP | Queue | DSCP | Queue | DSCP | Queue | DSCP | Queue |
0 [CS0] 16 [CS2] 32[Cs4] 48 [CS6]
1 17 33 49
2 18 [AF21] 34 [AF41] 50
3 19 35 51
4 20 [AF22] 36 [AF42] 52
5 21 7 53
5 22 [AF23] 38 [AF43] 54
7 23 39 55
8 [CS1] 24 [C53] 40 [CS5] 56 [CST]
9 25 41 57
10 [AF 1] 26 [AF31] 42 58
11 27 43 59
12 [AF12] 28 [AF32] 44 80
13 29 45 61
14 [AF13] 30 [AF33] 46 [EF] 62
15 31 47 63

Apply
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> DSCP:DSCP1& -
> Queue: #3Z DSCP BEMTHI ID -

BB Apply " (BB ELE -

Queue to DSCP Mapping

Queue to DSCP Mapping

Queve | DSCP |
i [0icso_v)
2 [eiGST V]
3 [faicsa v,
s [0S V]
5 [32icsa v,
o [q0icss] ]
7 [aicsol v,
MET=na
Apply |

> Queue: 731D -
> DSCP: #iZ{75! ID #y DSCP 1& -

BB Apply BB ELE -

17.5 IP BF4RAIF{T5IIRES (IP Precedence to Queue
Mapping)

ICEm R ERERE IP BRBIZNTIIRETLURATSIR] IP BITRAIRES - IP EITHRAIFLEREM ToS
UscAAE 3 URAFECT B/ 8 BB B4R - #R5k4 0-7 - Hth 0 AREBITHRA 7 RESEITRA -
FER IP BTk AIF ToS £/ ToS Nyt ARIRNITHIREH ERIBTARR - RItEMaUHERE
—H BT - BEARE -

V.1l.1a
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QoS + General + IP Precedence Mapping
Status

Metwork IP Precedence to Queue Mapping
Port

POE Setting
VLAN 0
MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

co| [~ [ ]| o] | &) ][ ra]| =
|| C] €[ €[ €] <%

b I = = I & 5 IR - S R L R

IP Configuration
Security

ACL Apply

%« & & &€ &€& & &« &€ &€ &€ &« € X |«

oo el Queue to IP Precedence Mapping
FProperty

Queue Scheduling Queue | IP Precedence |

CoS Mapping 1
DSCP Mapping

= Rate Limit 2w

% Diagnostics

» Management

=d|| @ ||| || — || e
LI SIESIRSIR <<

0o = o N e R

Apply

IP Precedence to Queue mapping
> IP Precedence: IP BFARAIE -
> Queue: IP BEAKAIBLFRITIIE -

HE "Apply "l FEHIE B E -
Queue to IP Precedence mapping
> Queue: T3E -

> IP Precedence : fT5IEYRY IP BEARAIE -

BB Apply BB ELE -
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V.1l.1a

17.6 ZEZERFI(Rate Limit)

ICEE AR ERAEREA IRERRIREIF L R ERIRE] - ADZRKRRHEHZZVIUREA DN EZRH
T - EBBIRFINZERIARFNERE -

17.6.1 A O/&OF(Ingress / Egress Port)

R PRAEITHEE O AR
EREEEE LR

ERENHE LB A/ LIRS RE -
EEFIBRA /B OERERS - SEAZEZES 16 £ 10000000Kbps -

QoS —+ Rate Limit + Ingress / Egress Port
Status

Network Ingress [ Egress Port Table
Port
POE Setting
VLAN Entry | Port | Ingress | Egress
MAC Address Table n 0
. | state | Rate(Kbps) | State | Rate (Kbps)
Spanning Tree —
EDREPS 0 ] 1 GE1  Enabled 102400  Enabled 102400
Di O 2 GE2  Enabled 102400  Enabled 102400
ISCOVery =
— ] 3 GE3 Disabled Disabled
m— ] 4 GE4  Enabled 102400  Enabled 102400
T — ] 5 GE5 Enabled 102400 Enabled 102400
= ] 6 GE6 Disabled Disabled
ACL l 7 GET Disabled Disabled
O 8 GES Disabled Disabled
& General |:| 9 GE9 Disahled Disabled
FProperty O 10 GE10 Disabled Disabled
Queue Scheduling ] 11 GE11 Disabled Disabled
CoS Mapping (] 12 GE12 Disabled Disabled
DSCP Mapping — : :
IF Precedence Mapping [ 13 GE13 Disabled Disabled
& Rate Limit O 14 GE14 Disabled Disabled
] 15 GE15 Disabled Disabled
Esio ot [ 16 GE16 Disabled Disabled
¥R it
Port EEFIEEE
EEIBE A ORERHIAREE
Trust e Enabled: EIZQ)EHAD%/—_OE—(BE%UIH%\E

e Disabled: FRAOREREHITNEE
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V.1l.1a

Ingress (Rate) g ERIB ADRXREGIE

ERIBR M ORERHIAR AR
e Enabled: BYA L O ERZEEFHIAREE

Trust
 Disabled : & H OEREREIMEE
Egress (Rate) BARERIB W IRRRFIE

Edit Ingress [ Egress Port

|102400 |

[ Apply ][ Close ]

> Port: EEEIBIIFREPRIEEE -
> Ingress: EPEEELRA/FRAADREKRS - MR 7 ADERKRE - BIFEZ15E HR KR

B - #ZEFlgES "16-10000000 Kbps”

> Egress: BEREZEELRA/FRHEDOZERRG - IREA 7 HOERRRE - BIFEEEEXRR

B - #ZEHlEES "16-10000000 Kbps”

HE " Apply "l EHIZE - B "Close" % E -

17.6.2 & O1T5lU(Egress Queue)

T EIINBE D] LUEE QoS BREBITAATS - HOERRRHI 2B BRBZM L BEREIRN - EH
ZEEESLIEBIRE] Qos REALTSH - EAZERS 16 £ 1000000 Kbps - AR EE"Edit"#REE
REL DT ERREE
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Lrpdify wour W

QoS + Rate Limit + Egress Queue

¥ Siatus
Network Egress Queue Table
Port
POE Setting
LA Entry | Port | Queue 1 | Queue 2 | Queuve 3 | Queue 4
n {1l
MAC Address Table . | state |cCIR(kbps) | state |CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)
Spanning Tree — -
ERPS [l 1 GE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled
" O 2 GE2 Enabled 51200 Enabled 51200 Enabled 62496 Disabled
Discovery - 3 GE3 Disabled Disabled Disabled Disabled
DHCP [l isable isable isa isable
- (] 4 GE4 Disabled Disabled Disabled Disabled
Multicast —
IP Configuration I:I 5 GEb Disabled Disabled Disabled Disabled
Security (] 6 GEB Disabled Disabled Dizabled Dizsabled
] 7 GE7  Disabled Disabled Disabled Disabled
(] 4 GEs Enabled 51200 Enabled 51200 Enabled 62496 Disabled
& General ] 9 GE9 Disabled Disabled Disabled Disabled
Property d 10 GE10 Disabled Dizahled Disabled Disabled
Queue Scheduling I 11 GE11  Enabled 51200 Enabled 51200 Enabled 52496 Disabled
CoS Mappm? (] 12 GE12 Disabled Disabled Disabled Disabled
DSCF Mapping — - : : -
IP Precedence Mapping [l 13 GE13 Disabled Disabled Disabled Disabled
& Rate Limit d 14  GE14 Disabled Disabled Disabled Disabled
Ingress / Egress Port ] 15 GE15 Disabled Disabled Disabled Disabled
O 16 GE16 Disabled Disabled Dizabled Disabled

Egress Queue Table

‘ Queue 1 | Queue 2 | Queue 3 | Queue 4 ‘ Queue 5 | Queue 6 ‘ Queue 7 ‘ Queue 8
| state |CIR(kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps)

] 1 GE1 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled

O 2 GE2 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Dizabled Disabled Disabled

[ 3 GE3 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

] 4 GE4 Disabled Disabled Disabled Disabled Disabled Dizabled Disabled Disabled

[ 5 GEb Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

O § GE6 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

[ 7 GE7 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

] 3 GE8 Enabled 51200 Enabled 51200 Enabled 62496 Disabled Disabled Disabled Disabled Disabled

1 9 GE9 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

R it

Port ERRRETTE
IR [T A LR R PRAIAR RS
* Enabled: R{A T TR IRE
* Disabled : 1A% T 53R RE

Queue 1 (State)

Queue 1 (CIR) TH1H ORBEERAR

EIEIR Y T2 R EHI AR RE
* Enabled: BRI L OT5IZERRH]
* Disabled: EAEOFHERERES]

Queue 2 (State)

N

Queue 2 (CIR) T52H8 OB REFAR
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EIFIR L (T3 33R ER PR HI AR EE
e Enabled: BYAE OFT3RZEREH
* Disabled: =AY OF5)ZEEES]

Queue 3 (State)

Queue 3 (CIR) T3 ORBAEERAR
e I o
Queue 4 (State) EEIB Y OTH4RFRHIARRE
e Enabled: RiF L OT3IRZEEH]
* Disabled: =S OFHIERZEREH]
Queue 4 (CIR) TH4AE OB REFAR

BB Y {755 R ERH| AR A
* Enabled: EYFEH O{T5IRZERH
* Disabled: EAEOFHERERES]

Queue 5 (State)

Queue 5 (CIR) T35 OB REFANR

I8 ) T A6 2R =R IR AR AR
* Enabled : BRI H DT HIZRZKERA]
* Disabled : 1F it 017 53R KR

Queue 6 (State)

Queue 6 (CIR) ol ORFACIERE S

IR I 7 17 2R 2R IR AR AR
* Enabled : RUAL T3 KRE
* Disabled : 1FF it 01753 KR

Queue 7 (State)

Queue 7 (CIR) 737 H ORBEERRAR

I8 I 7 A8 2R =R PRI AR ARG
* Enabled : RUA L T3 KRE
* Disabled : 1F it 017 53R KR

Queue 8 (State)

Queue 8 (CIR) I8 O AR RS
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V.1l.1a

Edit Egress Queue

Queue 1/

Queue 2

Queue 3

Gueue 4 i
Queue 5
Queue 6
GQueue 7 i

Queue 8 |

[

Apply ][ Close ]

ERERELDRMA/ FREOBRLRRITS 175 8 Fik - ERHELER

> Port: BE—(A=ZEEERETRE
> Queuel: EPEEELMA/FALOMTS) 1 ERRH -

® Enable: MIRRALOERKIRS - BIFHECEXIRFE -

> Queue 2: EDEEELRA/ AL OMTS 2 EREEH -

® Enable: MIREALOEKIRSE - BIFEDECEKRFIE -

> Queue 3: BHEEELRA/ERLOTS 3 ERRRH -

® Enable: MIREALOEKIRSE - BIFE D ECEKREE -

> Queue4: EPEEELRMA/FHALOMTY) 4 FRIRE -

® Enable: MIREALOERKIRS - BIFHECEKIREE -

> Queue 5: EDPEEEMRA/FREOTS 5 REREH -

® Enable: MIREALOEKRE - AIFEDEERREE -

» Queue 6: EREEELRAH/ERLOTS 6 ERRRH -

® Enable: MIREALOEKIRSE - BIFEHECEKREE -

> Queue7: EPEEELMA/FRALOMTS) 7 ERIRH -

® Enable: MIREALOERKIRS - BIFHECHEKIREE -
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> Queue 8: EPEEELRA/FHALOMTY 8 FERIRH -
® Enable: MIRRALOERRS - BIFEEXIREE -

HZE"Apply " # 7 EHIZE - B "Close"f A%

18. Diagnostics
18.1 Hi#(Logging)

18.1.1 FEt4(Property)

IEThEE X &% H 5 Al 2 EB15& Console / RAM / Flash R 3% 2R Het @ ikes - fEAEEEED]
VARUAEL 5 UL TNEE - AU B E R ERX M2 U TNAE s R IFZ U ERE -

Diagnostics + Logging + Property

...........

¥ POE Setting
& VLAN ie: =====#==== .
¥ MAC Address Table | l
% Spanning Tree
¥ ERPS

¥ Discovery

s DHCP

¥ Multicast

Console Lo-gglng

SIate B . Enable

__________

RAM Logging

# IP Configuration
¥ Security

s ACL

¥ QoS

. |
- - | ' Notlce v
~ Diagnostics : B e rororor e cecommmmsansansasiasiassmensaasssensansamsanesnesssasssnemssnssnesmasasas

& Logging

Shtef Enable

Remote Server
Mirroring
Ping
Traceroute
Copper Test
Fiber Module
2 UDLD
» Management

Flash Lngglng

State| (| Enable |

> State: MAHFERSE - JUEBRESEBFRANBREE - IRERABGERSE - RAEE
BLERMEEREMAS -
® Enable: FA/FREEHFR -
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Aggregation:

® Enable: RiAH/ERBEER -

® Aging: fEERBBMEE 15~3600 # - ¥REe4 300 7 -

Console Logging :

® State: RIA/FERERISHER -

® Minimum Severity : X EHEHRENRERERR - €1 Emergency(E2), Alert(Z#),
Critical(B2 &), Error($55%), Warning(Z%), Notice(#B%1), Information(&#fl), Debug(it)
EEHR0EE -

RAM Loggong:

® State: BUF//FH RAM H&HART -

® Minimum Severity : 23X RAM HifWRIEEERR - B13F Emergency(B =), Alert(ZEm),
Critical(E&Z), Error(#572), Warning(¥%), Notice(##), Information(&:fl), Debug (@)
LEHEE -

Flash Loggong :

® State: RIA/FHMFHFR -

® Minimum Severity : BZPIFHFENRERERA - B3 Emergency(ER), Alert(EH),
Critical(B ), Error(#£558), Warning(£%), Notice(3@40), Information(&3H), Debug(z@3t)
SEHRIERE -

BB Apply "E B ERLE -

V.1l.1a
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18.1.2 i =EiwfaAlAR#3(Remote Server)

£ "Remote Log Servers” BEEOEF #HEHGAMEMER SYSLOG AR (A SYSLOG
W) - HRNEaEAR:E  SUMREEBEWWHAENEERA - WRE"add" - "Edit"F1"Delete”
THREETEIR -

Diagnostics + Logging + Remote Server
Status

Network Remote Server Table
Port
POE Setting
VLAN —
Entry | Server Address | Server Port | Facility Minimum
MAC A..ddress Table Severity
Shangine Jine (] 1 192.168.2.99 514 Local7  MNotice
ERPS - :
[ 2 192.168.2.101 514 Local 7 Warning
Discovery
DHCP | Agd || Edt || Delete |
Multicast
IP Configuration
Security
ACL
QoS
Diagnostics
& Logging
Property
e R it
Server Address =im B R ARESRYIPAzIL
Server Ports =im BN R RS EZIBRT
Facility iz HFSAMEREE LR - JUE FMEZ— : local 0 ~ local 7
xIEERERA
* Emergency(2%&): 2FEAEH
Minimum Severity o Alert(Z#R) : SERIUTE

 Critical(BE) : 2FERRENE
 Error(§8:2) : RN ARG
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Warning(2%): 8L HRZES

Notice(BAN) : 2#EITIER - (BHIRAMABEH
Informational (&) : EEN

Debug(FR&) : BHESHHFANE

Add Remote Server

| (O Hostname
IPv4 !
IPv6 :

f Local ? ~ i
Narnmg 4 ;

Minimum ;| i
f

 Faaiiy

[ Apply H Close l

Address Type : £REEEEOIDUBZETHZ T IPv4/6 EiFEIR B E MRS
Server Address : & AfalARgsAY IP Azl -

Server Port : B AZXHFHNROEMREEE

Facility : EZOEhARFZZZAHTNLE - —aAkazRESE—ELE -
Minimum Severity : EZREREZZRAHANRNREREZERA -
Emergency : 2#HA(EA -

Alert: FZ17BIERENITE -

Critical : AFHENRBEMES -

Error: ZFENREERANEE -

Warning : &HAKES

Notice : A#EITIER - BHIRZAMBAN -

Informational : EER

Debug: BHSBHFANE -

YV V V V V

HZE"Apply "# 7 HIZE - B "Close"FFIiE -
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18.2 #&{&(Mirroring)

RGINEE T LURE Rx(BA)/Tx(E L) R E - SFEHN BRI BERBIET O -
Diagnostics + Mirroring

Mirroring Table

Q[
| Session ID | State | Monitor Port | Ingress Port | Egress Port |
1 Disabled — — —
2 Enabled GE2(Normal*) GE3 GE3-GE4
3 Disabled — — —
4 Dizabled - — —

MAC Address Table
Spanning Tree
ERPS

Discovery
DHCP o

Multicast Edit

IP Configuration

Security |
ACL
QoS

......................................................................

= Diagnostics

& Logging
Property
Remote Server

L g

Session ID BIERGIREID
EIERGEEARE | ERBRREMANE
State * Enabled : RIFAERERIRE
* Disabled: Az %
EERGERENETERR  WEERRERRER DA ENERES

Monitor Port

al
Ingress port EEREIREA () RIRIE
Egress ports EEREE IR L () RIRE

HE Edit” AREERHIRE
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Edit Mirroring

SessionID | 2

State| [ Enable

i
B NN . - = =============c==ss=sssss=ss=ssssssssssssssssssssssssssssssssssssssssssssssssssssssssszzssszssszsd
Send or Receive Normal Packet

Available Port Selected Port

| [GET GE3
| |GE2
| |GE4
Ilu]m@seiPorlE GES E]
| |GEs
| |GET
GE2
GEQ -

Available Port Selected Port

| [GET GE3
| |GE2 GE4

| |GE5
Eun:ssPorlE GES
| |GET
" |GES
| |GES
| |cE10 -

apply || Close

Session ID : BEARFTERRESZE D -
State :
® Enable: RUAH/FRIREINEE -

> Mirroring Port: & EEE 0 BE—ERGERR(HIER) -
Ingress Port: FREEIEE 0 EIERIHGEI 0 AEREER -
Egress Port : fFFZEEIEE 0 EEWRIREE LERR -

HZE"Apply "# 7 HIZE - B "Close"FiFIi E -

18.3 Ping

Ping fe< Al s EHEE I UMMAE - WAEWRE R BERBENTEERIE -

Ping FWEFRIEL T BFZE MR A —ERRAERZG RS HE(CMP)HNEIREBKHE - WER ICMP
[CfE - BR#ES pong - BRIERRBBLACHEMHEEK  ERESESJLIER ping TEERE
ERNRBESEERRREMBEIIARE - % ping THEEXIE IPv4 1 IPv6 #E -
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Diagnostics + Ping

Status

Network | @ Hostname

Port Address Type | () IPv4

POE Setting . O IPvé

VLAN Server Address | |162 150.200.1 | i
MAC Address Table j
Spanning Tree Count | I4 |

ERPS

Discovery Ping

DHCP

Multicast Ping Result
IP Configuration

Security

ACL |y Facketsaws o0
QoS | Status | Success.

Diagnostics E Transmit Packet E: 4
= Logging | Receive Packet | 4
Mirroring . A
Packet Lost | 0%

I « &€ & &« &« &« €« €« €« « &« &« €« « «

Traceroute

Copper Test

Fiber Module
2 UDLD

¥ Management

> Address Type : RMIERAEIEES "Hostname” - "IPv6” = “IPv4”
>  Server Address : 15 &IH H R 2800 F 1% =18/ I1Pv4/IPv6 il -
> Count: EESE ping B ICMP FKE = -

HE "Ping” T ping FI43 R

Rz bR
BRping IS ping K B
» Status: B/RpingBU%AESR “ Success” B¢ “Ping failed (timeout)”
Packet Status * Transmit Packet : pingZZHTI B8 E

* Receive Packet: ping#EWHH BHE

* Packet Lost: pingi@RZthigk S BB D Eh(EEIXR)
B Rping RV IR IS

* Min: FEIR[OIH &S E

* Max: HERENHFREHE

* Average: HEIREINFIGRE

Round Trip Time

V.1l.1a
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Arpiify your Wire

18.4 Traceroute

Traceroute Z3B18 IP FE XTI EHEFHITROIIREE - KRBT LBAIERAZRAY IP it -
Traceroute EEAARREZZHIZF# VBN E

Diagnostics + Traceroute

PR BB — RO R SR -

Status
Network
Port

Hostname ;

POE Setting I
VLAN
MAC Address Table |
Spanning Tree |
ERPS | W mererrereremeeremepepepepmseseepepesesemeest S
Discovery Apply Stop
DHCP
Multicast Traceroute Result
IP Configuration
Security traceroute to 162.159.200.1 (162.158.200.1), 30 hops max, 38 byle packeis
ACL 1 192.168.101.254 (192.165.101.254) 0.000 ms 0.000 ms 0.000 ms
2 60.248.167.254 (60248167 .254) 10.000 ms 10.000 ms 10.000 ms
QoS 3 168.05.82 206 (168.95.82 208) 0.000 ms 0.000 ms 10.000 ms
- Diagnostics 4 220128.2.226(220.128.2 226) 0.000 ms 10.000 ms 0.000 ms

5 2201281125 (220.128.1.125) 10.000 ms 10.000 ms 10.000 ms
6 203.75.230.125 (203.75.230.125) 10.000 ms 10.000 ms 10.000 ms

= Logging

Mirroring 7 162.159.200.1 (162.159.200.1) 10.000 ms 10.000 ms 10.000 ms
Ping [Trace complete
e
Copper Test
Fiber Module
2 UDLD

» Management

> Address Type : RUIIRAIEES "Hostname” B “IPv4” -

> Server Address : 1EE&IHH AR E 2/ IPv4 il -

> Timeto Live: B A Traceroute MFFHISAIEELAE - FAMES L 3ERERBAEIREIR - 225E
HROh s ERNZER - Traceroute fES#& 1L - AREAFARIEB0) - FEE "Use Default” -

HZ"Apply "B O] #T Traceroute #35F -
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18.5 #fl#E Rzl (Copper Test)

EREEEEYLERZINERESBRBEERES LT  UREFRBK -
Diagnostics + Copper Test
: :iﬂ&tﬁ"g Copper Test

¥ MAC Address Table
% Spanning Tree Copper Test Result

s ERP3

# Discovel
*

Port| GE28
% Multicast

¥ Security

¢ ACL

s QoS

= Diagnostics

= Logging
Mirroring
Fing
Traceroute

R s

Port e e 8RR T E

HZ “Copper Test” Al fliAaR

Cable Status

R i

Port 4R AT E

AR AR RS - BIFE:

o OK: IEtimEELRE

* Short Cable: B4

e Open Cable: FANEER - HERFER

* Impedance Mismatch : ZixfERAESEZHBEN
* Line Drive : #RI&EEE)

Length WEIRREIR BN EE LR ERIEERE

Result
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18.6 Yt4tEH(Fiber Module)

BUNOCHEARGE - SOEARREEBRN/ N RGNS (SFP) ENETEM - TR FAEH
FROUE R4 SFF-8472 By SFP TJgefZHVSHRLEEM -

Diagnostics + Fiber Module

Fiber Module Table

Q[ —
| Port | Temperature (C) | Voltage (V) | Current (mA) | Output Power (mW) | Input Power (mW) | O Present | Loss of Signal |
‘ 0 results found.

| Refesn || Detail |
= Diagnostics
= Logging
Mirrering
Ping
Traceroute
Copper Test
R pa
Port EFIRARIL T E
Temperature NI Eerpr Y
Voltage RECAIEREIRERE
Current AERTXRES R

Output Power HIEMNTXEEINER(ZR)

Input Power AERRXEWINER(ZR)

Transmitter Fault  TX#PEAREE

OE Present FMW RO EBRERBEER EERE
Loss of Signal AaRER
Refresh EMREEH
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Detail EEERIBFMER

#Z "Refresh” E#HEZHEEE - sU#2Z "Detail” BEFHEN -

18.7 EmBEEEH#%RI(UDLD)

EmEEIRE (UDLD) BERmMmiERE ZErVER - MRMIERE 2 ErESRERER - RS EREEE
A Im B IR B - £ UDLD R E 1T UDLD IRERRE -

18.7.1 &t (Property)

ZHEERFERERE UDLD WEEMESETENERE -

Diagnostics + UDLD —+ Property
Status

Network B /e

Port

POE Setting

VLAN

MAC Address Table
Spanning Tree Port Setting Table

....................................................................................................

ERPS
Discovery
DHCP W | Entry | Port | Mode | Bidirectional State | Operational Status | Neighbor
Mulicast O] 1 GE1 Normal  Unknown Link down 0
e 0 2 GE2 Normal  Unknown Link down 0
S i -
2L [ 3 GE3 Disabled  Unknown 0
ACL —
[} 4 GE4 Disabled Unknown 0
Qo5 —
- - [ ] 5 GE5 Dizabled Unknown 0
Diagnostics -
) [ 6 GE6 Disabled  Unknown 0
@ Logging — .
Mirroring [ | 7 GE7 Disabled Unknown 0
Ping O § GES Disabled Unknown 0
Tracerpute ] 9 GE9 Dizabled  Unknown 0
CYE AT [J 10 GE10 Disabled Unknown 0
Fiber Module B 11 GEN Disabled Unk 0
& UDLD [ | isahle nknown
O 12 GE12 Disabled Unknown 0
Meighbar ] 13 GE13 Disabled Unknown 1]
¥ Management O 14 GE14 Disabled Unknown 0

» Message Time: ZZ&H UDLD #& - M EARMAERNIBMBNNEETRE ° &E [
UDLD MRz EmEMARERE "hello” E(UDLD BE) - WIRHAEREENREFREAW
Fl—M@ "hello” HE(FERRITRER 15 2i8) - WRLABWE - UDLD REZEAMEIENTHE -

BB Apply "B B FHE -
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tR 1 it

Port BNBEERERID
Mode BTN ENUDLDE TR
Bidirectional State BRTE R E @RS
Operational Status BT ERVETIRE
Neighbor BN ENIRENEE

Edit Port Setting

!r - I?'tll‘l"r lGE1 GE2 “““—"“““““-------"-------------"-------------"_““““““““““““““““1:
) DISEHEG ““-““““““--"---"---"---"---"---"---"---"“-“““““““““““““““-E

Mode | @ MNormal :
Il () Aggressive i
Apply ] [ Close

> Port: EE—(ENZEERTEERER -
> Mode: EZ/EAW UDLD TR -
® Disabled: =M UDLD Ih#E -
® Normal: DUEE#EIVETE - BREBEERE AR EBREEAEDEERE
® Aggressive: LUBERT NETE - EFEERE —([E#MIFEBREEASTHEUMEE -

D+

HZE" Apply "tEFERIEE - 51 "Close" R E

18.7.2 #iEER{E(Neighbor)

ZERES UDLD MR ERIBRH ZRM UDLD mEHE P el ARERBNRBIERE
8 ID Bl - WHERSNERAMMNAREEERNMIRBERBENERE ID &l -
ELE - MRIBEZEORY - ERRRZIEEHMORBEEWBCHRENEZE ID Bl - IREE
IBRAHIREREIERECRENERE ID WEH - AIRSZEERIEDN -

SHWEREMIRE CRE - B IR AREWE BT - 30L IR AR SR B BB A R M R UL AR AR B 1 2 SR RS
InBYEFIRE - B REERIB -
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Diagnostics + UDLD -+ Neighbor

Status
Network Neighbor Table
Port

POE Setting

VLAN

MAC Address Table
Spanning Tree
ERPS

Expiration : : .
Entry Time Current Neighbor State | Device ID | Device Name

0 results found.

L[y your Wirek

Message | Timeout
Interval | Interval

Discove
L Refresh
DHCP

Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

2 Logging
Mirroring
Ping
Traceroute
Copper Test
Fiber Module

& UDLD

Property

¢ Management

i Fi it
Entry BNBERS
Expirat|on Tlme ?E%%H%EE"H%?%E%FEEJ

Current Neighbor State R BA RS 15 2 TR RS

N

Device ID BRI ID

Device Name eV R

Port ID BB R R ERIRID
Message Interval BIbaR AN ESEER
Timeout Interval BRI RR R B A R P

R, +(886) 2-8911-6160
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19. E(Management)
19.1 fERAFEKRE(User Account)

TR HE 2T/ B2 root/default - EREEEE LB E ABEZE MG AE 2/ BB
ERER - WaeE"add" ~ "Edit"F"Delete"INaEETER -

Management + User Account
Status

Metwork User Account
Port

POE Setting Showing entries Showing 110 3 of 3entries () I:
VLAN

MAC Address Table
Spanning Tree -
ERFS —
Discovery —
DHCP
Multicast

| mis Admin

| numbert User

First Previous
add || Eat || Delete

IP Configuration
Security

ACL

QoS

£ & € & € & € & &€ € € &€ & | € | &% |®

Diagnostics

Management

Firmware
Configuration
SNMP
RMOMN

3 @ @ @

L g

Username REMERERHE
FATNHTIR B A9 PR 4R A
Privilege * Admin: nBIFEBERRSBRE © EIREFRK1S
e User: REBERIBBRTE - ARHFEE - HIBRAIENL
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Add User Account

Password | !
l !
BN =zzzzzzzzzzzzzzzzzzzzsszsszzsszssssssssssssssssssssszszsssssTsssssssssosossssssozzszszzzosd

~ Confimm Password |

[ Apply ][ Close ]

Username: IRERIEAZERHM -

Password : &E RS -

Confirm Password : E# "Password” HAIMEERIREZE - .
Privilege : EIZEMIEPHERELR -

® Admin: RFFEERMEERT - HIRESNK 15 -

® User: REBRIRBHTE - ANAEE - #HIRABAIEN1 -

vV V VY V

HZE"Apply "# 7 HIZE - B "Close"FFIi E -

19.2 &FIg=(Firmware)

19.2.1 AR/ @ (Upgrade / Backup)

ERZEEEE R HREENENEE - 7R LUEZEER TFTP 56 HTTP %€ - REZEHFD - AIER
ZEHBJEEZHEMHVIEREGEE -

Management + Firmware + Upgrade / Backup
¥ Status

¥ Metwork

¥ Port

¥ POE Setting

¢ VLAN

¥ MAC Address Table
% Spanning Tree

¥ ERPS

¥ Discovery

¥ DHCP

% Multicast

% [P Configuration
¥ Security

¥ ACL

¥ QoS

» Diagnostics

User Account
& Firmware

= Configuration
2 SNMP
= RMON
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> Action: FESIR(E -
® Upgrade: ftiEinF Mm@ DUT FHARENRE -
® Backup: 7t DUT miElm EH#E M ENEIREE -
» Method: ENEFAR/ BNTE -
® TFTP: = TFTP kAR / HEHEEE -
® HTTP: £/ WEB 2IE & R4/ H1nE)5e -
> Filename: ABIERRIE  CREZEIH CHOFRREES -

BB Apply S FHE -

Upgrade !
Backup

TFTP
HTTP
Image

Hostname

Apply
> Action: FNEEEE -
® Upgrade: ftiEIRF#ME DUT FHARENE -
® Backup: i DUT miEln =¥ E D INEEIERE -
> Method : BNEEAAR/BNTTE -
® TFTP: &M TFTP RAAR/ B D)5 -
® HTTP: {#F WEB ZIE 2R A4/ HEHEE -
> Firmware : FERZPIFPRIRNZREAE -
> Address Type: &7 TFTP falfRzs i 25! -
® Hostname: RS ZHEEIELEMRENIUL -
® IPv4: £F IPv4 1ERGEARESAILE -
® |IPv6: #H IPv6 fERREIAREEMLIL -
> Server Address : &7 TFTP falARz& it
> Filename: &in TFTP AR EWFNEBMREERS -

BB Apply BB FLE -
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19.3 EcE(Configuration)

19.3.1 FA#R/E B (Upgrade / Backup)

ERAEEEE IR AR EERF DT PCARRERE LEIRBRZAA - ILEEHEAEES
HTTP 2k TFTP fERRzs ARk i 1o 8BS R 18AE -

Management + Configuration + Upgrade / Baclup

Upgrade i

Running Configuration :
Startup Configuration
O Backup Configuration

Filename 2

Apply

User Account
2 Firmware
& Configuration

Save Configuration
2 SNMP
2 RMON

Upgrade Configuration

> Action: RERE -

® Upgrade: #&ImE @ DUT FA4REN5E -

® Backup: 7t DUT [@i&in =t E DR EE -
> Method: BREHHSE -

® TFTP: M TFTP KA AR ENE -

® HTTP: {#F WEB BIE 23K F4REN5E -

EaR=—F"

> Configuration: ZEHE! -

BN

® Running Configuration: SiZ|HAETHRERE -
® Startup Configuration: BB ERE -
E

i -

® Backup Configuration : BiRE N
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> Address Type: &7 TFTP fElfRzs i 25 -
® Hostname: FRAMAEEEERRARSEMIL -
® IPv4: EF IPv4 1ERRERARESALLE -
® |Pv6: M IPv6 fEREIAREEMLIL -

> Server Address : &7 TFTP falARz& it -

> Filename: i&ln TFTP EREE LHORERERS -

BB Apply B FRE -

Backup Configuration

! () Upgrade
) Backup i

) Running Configuration :
) Startup Configuration

> Action: FRERE -

® Upgrade: #Wi&ImF Mm@ DUT FH4kENS -

® Backup: 7t DUT [@i&in =B M ENIEAE -
> Method: REHHFE -

® TFTP: =M TFTP RE IS -

® HTTP: £F WEB BIERKE NN -
> Configuration: ZEHE! -

® Running Configuration : BMETHRERE -
Startup Configuration : HMHEIEIRERE -
Backup Configuration : H®DHEMNRERE -
RAM Log : B f#FE RAM RYHE -
Flash Log : B fEFERFHHEES -

BB Apply B FRE -
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19.3.2 {R7¥FEXE(Save Configuration)

SEREEEEERMURE LME "Apply” BRAK - AHRIMBREMHHNEEERGEEETHR
E - ERBETREPINSY - WEARETREEHIS —EREHUFRFREBRE LI
% WEAERF EREERRETE DUT EWRERE - LIKREE "Restore Factory Default” #iELH
PRFRRR(E -

Management + Configuration + Save Configuration
Status

Network T
Port
POE Setting |
MAC Address Table

Spanning Tree
ERPS Apply ] [ Restore Factory Default

Running Configuration
Startup Configuration
Backup Configuration
Startup Configuration

Destination File | () Backup Configuration

Discovery
DHCP

Multicast

IP Configuration

Security
ACL

QoS
Diagnostics

L EE BE BE BE BE BE BE BE BE BE BE BE BE BE EE -

User Account

Firmware

Configuration
Upgrade / Backup

= SNMP
= RMON

> Source File: 2RFIEZRE -
® Running Configuration : BHIETREEEIBEM -
® Startup Configuration : £ EN EEREZIHRYM -
& E S

a2 3

® Startup Configuration: 115

ERGREERE -
® Backup Configuration : EiEERERENRTE -

HE " Apply " # AR Z B 5 F 3 5 % "Restore Factory Default " K /[5]H 7852 15 -
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194 ESHEEERHESNMP)

SNMP 48 SNMP vl ~ v2 # v3 - BEBEEAEXENEEERE (MIB) REZRMEH - @FEbE
WERHE R BB -

19.4.1

BNEEREE

2R (View)

#8 MIB it RIS rVIZE - BB 1) ID BHEEF IR OID E - B LUfE

AEZENBZERIEEMF AR - toJLIEA OID - 52 "add"#"Delete" THAEETTE R

Status
Network
Port

POE Setting
VLAN

MAC Address Table

Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration
Security

ACL

QoS
Diagnostics

User Account
= Firmware
= Configuration
& SNMP

Group

Community

User

Engine ID

Trap Event

Nofification
2 RMON

[Management + SNMP + View

View Table

Showing | Al | entries Snipiotiieis e g
(] |\ﬁew | 0ID Subiree | Type |

‘ all 1 Included

First | | Previou
| Add || Delete |

R

i

View

SNMPHjviewZ 1 - ARERBIVEZETT

Subtree OID

HE
EEZESNMPE R B ZEHBRAY ASN. 1R RI5E (OID)

View Type

EBRPE SN HREERIMIB
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Add View

| OID Subtree |

[ Apply H Close ]

>  View: M A—EBRHWEREZTE -

> Object Subtree: ¥##Z "FHAETER" FHER OID - HWIERPEZFIRS OID - BRPH
DR HRZE AT A FER -

>  Type:
Include : EPLUEPTE MIB S EERTP -
Excluded : EPLUiGFTE MIB HEBRTERRR P -

19.4.2 E##H(Group)

£ SNMPv1 71 SNMPv2 o - #12¥5 &2 SNMP FAE—#E38 %X - #B¥F R 27 SNMP R
W - 28 - FAAERNALBFF B ENE A NE - FIL SNMPv1 1 SNMPv2 W A% % - £ SNMPv3 o] 1)
& E "Authentication and Privacy” EMNZZE - & "add" » "Edit"#1"Delete"INEEETERE -

Management + SNMP + Group
Status

Network Group Table

Port

POE Setiing Showing entries Showing 0 to 0 of 0 entries Q I:
VLAN — T T o=
MAC Address Table
Spanning Tree
ERFPS

Discovery

DHCP

Multicast

View

W | Group | Version | Security Level I Read | Write | Notify

0 results found.

First | | Previou

| add || Edt || Delete

IP Configuration
Security

ACL

QoS

£ & &€ € &€ &€ &€ &€ &€ &€ £ &€ & € € =

Diagnostics

User Account
= Firmware
= Configuration
& SNMP
View
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Rz i3t
Group FEESNMPEAHEH - EEARER3EFIT
1EESNMPRR A

* SNMPv1 : SNMPiRAL

e SNMPv2: ER#ERFE-SNMPIRZA2c

* SNMPv3: FRHEBELZEZHEE(USM)-SNMPhRZA3
1EESNMPZ 2 4R Al

* No Security : IEEAHITHEIRE

* Authentication : FEERTARNEBNH EIS MR

* Authentication and Privacy : 18R 1THINE NI EIF 0 0E
1EESNMPHE R EIRFEY

* Read: FTEMRHNERFINRRE

Version

Security Level

View . Write: FREiRiEEBERASA
o Notify: EFfEmiE FRESHE - SESNMPEREEEEMAS
Add Group

[ Apply H Close ]

> Group: ¥5E SNMP ##H32H - EEARER 30 @=FT
> Version: 15E SNMP fR7 -

® SNMPv1:SNMP A1 -

® SNMPv2: EE#3EH SNMP hRA 2¢ -

® SNMPv3: EREZZHEE(USM)B SNMP kA 3 -
> Security Level : 8% SNMP ZZ 45l -
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® No Security : IEEAHITHERE -
® Authentication : IEERITARIMBII EIS0F0E
® Authentication and Privacy : fEE#RTHNENHEIS MR -
> View:
® Read: MNREP "Read” RIEZWMBENEBFTINARE -
® Write: WIRED "Write" RIEEZEMGENEEFTINARA -
® Notify: MR#ED “Notify” AIFTERR LRESHR - F0 SNMP EREEEBHAE -

HE"Apply "# 7 EHIEE - B "Close" % E -

19.4.3 18 (Community)

FLRHEE SNMPVL M v2 PERER - B4 SNMPv3 ERERELZEZUMIFLE - EHEBRBED

fo 7 FEVEPRAVEFAH - WA E "add” ~ "Edit"A"Delete"ThEEETEE -
Management + SNMP -+ Community

Status

Network Community Table

Port
POE Setting Showing entries Showing 1 to 1 of 1 entries

viAN

MAC Address Table ‘ | public all Read-Only
Spanning Tree
ERPS
Discovery
DHCP Il
Multicast

IP Configuration
Security

ACL

QoS

First

Edt || Delete

Diagnostics

User Account
= Firmware
= Configuration
& SMMP
View
Group
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R 1L it
SNMP# 2# 150
Community * Basic: snmptLEf e E BRI 7 EVERR
* Advanced : snmp*tEfigE R 4
Group 1EEBEESNMP groupfs T s EMSNMPE A - DIEE ML BNMH
View EESNMPEETR - DIE R B o] R4
SNMPZFHEUET
Access * Read-Only: R3E&
* Read-Write: &S

Add Community

[ Apply ][ Close l

» Community : SNMP #1185 &# - ERARES 20 BF7T -
> Type: }57%E SNMP pRAHEE! -
® Basic: SNMP st 25 EMM A MFEVER - 12N FEEROIDIRERSRENER - I - &
AEZEEE DB BEERT - REMEHREFEINEL MIB M4 -
® Advanced : SNMP B 5 E#¥/H - AN FEERBMATES - MO UERARENZ ZERE
MERM  HANGTIEREEEN - EANBHA -
View : 157 SNMP 87~ - DIE R B 0 R4 -
Access : SNMP FEUES -
® ReadOnly: R:& - ERGFHERERNRRE - BEHHTRETEX
® Read Write: X - EEGFIHERBER - IDIEIIRRERTEETENR - BABESEHLE -
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> Group: MIREERIEE SNMP IRAMBEEES "Advanced” A - NARERECRAERE
Ay SNMP 24 - DIEE & ol O -

HZE"Apply "# 7 HIZE - B "Close"FFi E -

19.44 {ER&E(User)

SNMP ERERENRE(ERERH - BRBMERRTTR) UREFHEMSIZE ID HEEBAVEE LT
MBEREE - RENEAZEBEFENEN - THESEMEBBENPRENTIVER -
BPEAE  PEEEEEAR—HAPMIIFE-RPDEFIVER - —EEAEREZE —FAEN

& -
EHZEEEEFEEIZ—E SNMPV3 A% - /BHE—fE SNMPv3 4 - 52 E" "add" - "Edit"

F"Delete"INEEETEIR -

Management + SNMP + User
Status
Metwork User Table
Port
POE Setting Showing entries Showing 1 to 3 of 3 enfries Q I:
VLAN
MAC Address Table -
Spanning Tree —
ERFS ::

[ | User | Group | Security Level | Authentication Method | Privacy Method |

numbperi  test2 Authentication SHA Mone
number?  test? Authentication SHA Mone

- snmptest  test Mo Security Mone Mone
Discovery

DHCP

Multicast

IP Configuration Add ] [ Edit ] [ Delete
Security
ACL
QoS

First | | Previous | 01 | Me

Diagnostics

User Account
= Firmware
= Configuration
& SNMP
View
Group
Community

Engine ID

Trap Event

Motification
2 RMON
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R 1

SEREIEES) SNMP IR0 FR9 SNMP B ST - BATTTHA30E
ST - #H SNMP VL 5 v2c - (IS S AR B S HEITR

Hi
:
=

User

Group 1EESNMPERZEFTEBRISNMPEF4H

SNMPHEPRIR T,
* No Security : FEEAHITHEIRE
e Authentication : IEEHITRIMNEBN T BIE M7 5E

 Authentication and Privacy : I5EEHTH MBI S0 E

Security Level

HEREILS" Authentication "=i" Authentication and Privacy "5 5] FHY

o TR HE
Authentication

Method

* None: EZESHRE
* MD5: #5EHMAC-MD5-965 R & 1 &
e SHA: iI5EEHMAC-SHA-96 5 R & 1
INE 7 E

Privacy Method * None: EFRREFIRE

» DES: ERIEZAE(DES)ERE

Authentication

Method

......................
......................

Password | [123456739( |

|
s

I S
| I '
| 0 i
| i '
| i ]

Apply ] [ Close

V.1.1a @ www.cerio.com.tw \. +(886) 2-8911-6160 m service@cerio.com.tw



USER MANUAL

> User: 15&&E#E SNMP RERE# Er) SNMP FHEEETHE - RAFnE S 30 @F 7T -
> Security Level : SNMP #[R&E T -

® No Security : IEEAHITHEIRGE -

® Authentication: IEEHTARMENTIEIZHTE -

® Authentication and Privacy : 18 EHTHNENT BB HRE

Authentication

> Method : #[R#EILA" Authentication "=k" Authentication and Privacy "i5 o] FHRUFD &5 1
® None: BERBMRE -
® MD5: f5&F HMAC-MD5-96 S15707% 173
® SHA: 15 HMAC-SHA-96 B 0:& 7

> Password: BNREEN  FTRESBEDSE32F

Privacy

> Method: MEWHE -
® None: BEEFIFRE -
® DES: ERNEZLEDES)EEEX -

> Password: EF\PERE  ZTEEHELS S E 64 T

BB Apply "3 E B E - 8" Close"BEAE -

19.4.5 5|Z ID(Engine ID)

5|2 ID REMAEEE SNMPv3 ERMWE—1RHE - SNMP {UEH RS EEEH SNMP 5|2 - 55K
ACEZOEEANE(Get ~ GetNext « GetBulk « Set) - W aEIEREEEHAR -

&8 SNMP f3EAEZ AR SNMPV3 AR A E R - F858H SNMP 5122 D BH{ERRMFER
MAC fiilt 48758 - SNMP 5|28 |ID & BN ERE—R - FAit—ERE P LrEAMmEREESRE
SIZ 1D - s E"add" - "Edit"#]"Delete"INEEETEE -
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Management + SNMP + Engine ID
Status

fletpek Local Engine ID

Port I .
o er Defined

POE Setting Engine ID |
VLAN

i
MAC Address Table

Spanning Tree Apply

ERPS

Discovery Remote Engine ID Table
DHCP

Multicast Showing entries Showing 0 to 0 of 0 entries Q I:
IP Configuration
] | Server Address | Engine ID |

Security |
ACL 0 results found.

QoS5
Diagnostics [

First | | Previous | |

€ € € &€ « €« € &€ | € €« €« €& €| € @ €©|

add || Eat || Delete |

Management

User Account
= Firmware
= Configuration
& SNMP
View
Group
Community
User

Local Engine ID
> EngineID: MREF "User Defined” , BIAKINSIZ |D REAZERTE, &RIFEHRBE MACHMEE
SRARRAITERSIE - FREEENSIZ IDBER 10 £ 64 +/EFIF T - BH/NERIEF 0 AERE
R 2 -

BLEEADply B TRE -

Remote Engine ID Table

e fivi it
Server Address = E AT

BEEREITSNMPSIZID - 5IZIDSEER10E64+ /3 ERF T - B+ EREF

Engine ID N
WNARERR2
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Add Remote Engine ID

Apply H Cloze l

Address Type : =l E AT HEFEE 5 F 142 78/IPv4/IPv6 -
Server Address : =lmF AL -

> EngineID: 15& &% SNMP 512 ID - 5|2 ID €E % 10 £ 64 +/NEHIF T - BH/NERET
ABBERR 2 -

HZE " Apply "# 7 HIZE - B "Close"FFi E -

19.46 SHHFE(Trap Event)

EHZEEEE I DIEERE R SNMP RESHHA -
EEUIIRE SNMP B ER Y REZXMASH - IAEEIEE RFC 1215 PFAERNAS
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Management + SNMP —+ Trap Event
Status
Network
Port
POE Setting
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP
Multicast

IP Configuration
Security

ACL

QoS

Diagnostics

User Account

= Firmware

= Configuration

& SNMP
View
Group
Community
User
Engine ID

Motification
= RMON

R T
Authentication SnsE th b‘ SNMPEﬁTﬂé%%ﬁHQHﬁ;ﬁg&ﬂQ Eﬁ'?%iﬁCommumty?—%Eﬁf—EKﬁEZ
Failure ERE S HRE BB AR -

Link Up/Down ERIBMEE E1Te MTEMASSRAIERERREN -

Cold Start AEE  HREEB TSRS REE MR R EE -

Warm Start HEE) ; H0 S E AT AR R IR R -

BB Apply "R AHIE BRE -
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19.4.7 @A (Notification)

BHZ MR BEEHMBROREEER - BHESBINRNEEREHARNEE - BIHERERE
EEZEFR P IR AN S EH BARAR SNMP RiE - SRXEFEZREMEHMBE
s - R EEMEWERPIHRSEERLENE - RRE"add" » "Edit"#"Delete"NEEETTE
# -

Notification Table

Showing entries Showing 11to 1 of 1 entries Q I:

‘ ] | Server Address | Server Port | Timeout | Retry | Version | Type | Community / User | Security Level |
[ 192.168.2.101 162 SNMPv1 Trap  public Mo Security

First | | Previous | 8 | Next [ | L

add || Edt || Delete

User Account
@ Firmware
= Configuration
& SNMP
View
Group
Community
User
Engine ID
Trap Event

= RMON

R A

Server Address SNMPPFEH R E RO IPAIHE ) F 1278

Server Port ESEGREE UDP EBIZIBARR
Timeout 15 SNMP @E#E
Retry 15 SNMP BAIRER T8

15 ESNMPBEI R A

* SNMPv1 : SNMPRR A LB H]
e SNMPv2 : SNMPhRZS 258 ]
e SNMPv3 : SNMPhRZ 358 ]

Version
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bRt
Type * Trap: B&ZESNMPIERHZ] =1

* Inform: B&ZXSNMPEANZ =

RBARSNMPL B /fEREEZTE - WIRRAZESNMPY3 - RIZERFERE
Community/User o | EEIAH S

SNMPEHMF Bl Z 4R Al

* No Security: BEEANITHE SR E

* Authentication : FEEHITARMEH EIN S 1050

Authentication and Privacy : 5B TH MBI BN S M E

Security Level

Add Notification

| @ Hostname !

CSNMPVT
SNMPv2 i
SNMPV3 i

-
|

8@ Mo Security :

-_—

1 Use Default :

apply || Close
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Address Type : &lm FHATHUEFREN S F14278/IPv4/IPV6 -
Server Address : SNMP PRz E R IP A7iEsl F 2 -
Version : 3§ SNMP BE1FRAS -
® SNMPv1:SNMP k7 1 78%0 -
® SNMPv2: SNMP 7K 2 3840 -
® SNMPv3:SNMP g7 3 @40 -
> Type: BHAFEL -
® Trap: 3% SNMP [aBf(ERFa)EIEH -
® Inform: %5 SNMP BHRIZIEH (V1 &BEH) -
» Community/User: FIREBHIAR SNMP 185 /EHE R - WIRRAZ SNMPV3 - RIZEREH
EE BAIRUHEE -
>  Security Level : SNMP 3B I BLE KA - L2 RAINBBRIERUEE/ERESE -
® No Security : IEEARHITHESMRE -
® Authentication: FEEHITRMEBHEINEMNRE -
® Authentication and Privacy : TEERTHNEBTENZMRE °
> Server Port: #EINEFEIMRES UDP EEIRARSE - MREP "use default” RIMER 162 - BRIBEE
FAERTE -
> Timeout: 5 SNMP BB - WIREP "use default” AlEZR 15 @ SRIGHFERERE -
> Retry: 5% SNMP BHIEHETEEE - WRED "use default” BIMER 3 - BRAIRERERTE -

BB Apply " FE S E . 8" Close"BLE -
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Lmnpdify your

19.5 RMON

19.5.1 #EHEIE(Statistics)

WEEBARERNERNREAFTER - oJDUEEENRIFTERE - LB AR 2 EMBEIR
MEREMIBEN(ERE - ZBAER) -
2 “Clear” ZFILEE - S22 "Refresh” EXEZAEEE - ZbH#Z "View” (@8 EHE -

Management + RMON —+ Statistics

Statistics Table

== Refresh Rate sec
» VLAN
¥ MAC Address Table i | B Bytes Drop | Packets | Broadcast | Multicast | CRC &
. n o
¥ Spanning Tree u Received | Events | Received | Packets | Packets =
EE 0 1 GE1 0 0 0 0 0
 Discovery O 2 GE2 0 0 0 0 0
I O 3 GE3 0 0 0 0 0
» Multicast . O 4 GE4 0 i} 0 0 0
# [P Configuration m 5 GE5 0 0 0 0 0
¥ Security —
J 6 GEB 0 0 0 0 0
» ACL —
Ll 7 GEY 0 o 0 0 0
# QoS -
- " (] 5 GEB 0 0 0 0 0
» Diagnostics —
[ 9 GES 0 o 0 0 0
User Account U 10 GET0 0 0 0 0 0
© Firmware | 1 GEM 0 0 0 0 0
= Configuration O 12 GE12 0 ] 0 0 0
@ SNMP | 13 GE13 0 0 0 0 0
& RMON ] 14 GE14 0 0 0 0 0
History [ 15 GE15 0 i} 0 0 0
Event O 16 GE16 0 0 0 0 0
Alarm ] 17 GE17 0 i} 0 0 0

Statistics Table
Refresh Rate sec

‘ Drop Packets | Broadcast | Multicast | CRC&Align | Undersize | Oversize Fragments |
Events | Received Packets Packets Errors Packets Packets
1 GE1 481071 0 2053 458 545 0 0 0 0
2 GEz 0 0 0 o 0 0 0 0 0
3 ce3 0 0 0 o o 0 0 0 0
4 Ge4 0 0 0 0 0 o 0 0 0
5 G=s 0 0 0 o o 0 0 0 0
5 G=5 0 0 0 o 0 0 0 0 0
7 GEr 0 0 o o o 0 0 0 o
8 Ges 0 0 0 0 0 0 0 0 0
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V.1l.1a

P . Frames of ‘ Frames of Frames of Frames of Frames of Frames Greater
64 Bytes 65 to 127 Bytes 128 to 255 Bytes 256 to 511 Bytes 512 to 1023 Bytes than 1024 Bytes
1] 1] 1215 1044 237 T 442 i1
i o o a o o L o
o ] o 1] o o i} o
i) o o o o o 0 o
1] o o a o o o o
] o o a o] o 0 o
o ] o 1] o o i} o
o 0 [v] 1] [v] o] 0 [v]
R f 3t
Port RMON#t &t BlIRRVE 218

Bytes Received

WRIR)\NIcHEE - SFEERIEM FCS J\uxl - BAEREIRMUT

Drop Events

EZNHEHE

Packets Received

EWHWHBEHE SREHRTE  SERIENEERETE

Broadcast Packets

RWNWREEERHEEE - ZHE SR EHE

Multicast Packets

RWNWREZRHEE

CRC & Align B BB S SRR (CRO) A S P 75 52 52 Y
Errors

Undersize BB/ B ()R 6418\ LI A H B
Packages

Oversize Packages

BB AT B (BE1518(E )/ \uTH)NEE

Fragments

EWR R ER(DR6ME ) \NITT AR E - AEEIauTT - (BEEFCS/\I7t4)
NEE
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EWREE1632E N\ a8 8 E - ZEFAeEMENTT - BEIFERN

ARFCSGEIMERE R MIFCS) It AHE B R &R ) \ N T AHE(FCSEERR) - B¢

BAIFFEE ) \NnAR(HEIER) - Jabbersf B ER R E U MEER LK
Jabbers APSENAE

s HEERNREBBMRUEGAKEWAIT)

« HEIEAEYCRC

o RIGAIZEIRXIEREH

BEWNERE - MREEE AT E - BlfF)abberslER IRFIERES BB A
Collision B EA A

Frames of 64

Bytes EWHNE 264N THENMER S

Frames of 65 to
127 Bytes

EWHNE 2652 127U ARIER S

Frames of 128 to
255 Bytes

BB E128 2255 T ARAIERIE

Frames of 256 to
511 Bytes

EWNEZ256 2511 TAHRRIERIE

Frames of 512 to
1023 Bytes

EWNEE51221023M oA ERE

FramesGreater
than 1024 Bytes

BB 2102421518 mANIEE S

19.5.2 ESEEc#xr(History)

£/ "History Table” BEEEZREFKER  BERENEAELIREWERERIR - HEBETIENZH
% vELRERLRHRER L JUBBERBELRHFRESR - 52 E "add"  "Edit" - "Delete" A "view"
TheEgETER -
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Management + RMON -+ History
Status
Network History Table
Port
POE Sefting Showing entries
VLAN
MAC Address Table
Spanning Tree
ERPS
Discovery
DHCP [
Multicast

T | Sample
' | Maximum | Current

[] 1 GE1 1800 50 50

Entry | Port | Interval

add || Edt || Deete || wview |

IP Configuration
Security

ACL

QoS

Diagnosfics

User Account
= Firmware
= Configuration
2 SNMP
& RMON
Statistics

Event
Alarm

B4 g
Port RMON/E S22 3 03 518

Interval REVER I R FE FE PR

Owner SHERERE (0~31E=FT)

RESANRAREE
Sample * Maximum: EXHNEAHE
* Current: XANERIE=
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Add History

[ Apply H Close l

Port: EZEEFRETHRE -

Max Sample : IEERFEANEAZE -

Interval : AR EWEEANFEBUMNREN) - EESEEANWLE -

Owner: #AzEK RMON B8y RMON TEULsifERE  EESHMHEAE BHE(0~31 &

PTT) -

YV V V V

HZE"Apply "# 7 HIZE - B "Close" B E -

19.5.3 E{(Event)

EHEHERRKRESYE  EUEHEELERFHNTHREERE "Alarms” BEH LER) - SHIJLZE
Hit fPEMWERAS - NRBIEFEI LRI H BB RE "Event Log Table” BE - W&k E"Add"-
"Edit" « "Delete"f"view"INEEETTEIE -
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= Firmware

= Configuration
= SNMP

& RMON

Network Event Table
Port

POE Setting Showing entries Showing 0 to 0 of 0 entries Q I:
VLAN

MAC Address Table
Spanning Tree
ERPS

Discovery

DHCP

Multicast

‘ [ ] | Entry | Community | Description | Motification | Time | Owmer |

0 results found.

First | | Previous |
| Add || Est || Deete || view |

IP Configuration
Security

ACL

QoS

User Account

Statistics
History

Alarm

V.1l.1a

I it
Entry BRSUHHENBE

Community BN EERIALES

Description NS ARV

Notification EHRBALEE - oJfERI{ES - None/Event Log/Trap/Event Log and Trap

Time BER AT

Owner SHWREERMEO0~31EFT)
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Add Event

@ Mone
: () EventLog
i (O Trap !
i () EventLog and Trap :

Description | [Defautt Description | §

Apply H Close l

Entry : ESHHERSERT -
Notification : IEESHRVBILEL - TEMNME :
® None: REMEEEAM -
® Eventlog: £ RMON # “Event Log table” HEC#xEHHE -
® Trap: BIREBILEIX trap IR -
® Eventlogand Trap: FEC#REHHFSTE 3% SNMP trap FLE -
> Community : 2BMBEIEESR "Trap” F "Event Log and Trap” K- 15E SNMP #LEf &% -
HEARESR 20 EFT -
Description : {8ESHRVHELL -
Owner: EESHHFIAEE -

HZE"Apply "# 7 HIZE - B "Close"FFIi E -

19.54 Z#(Alarm)

RMON ZEREMH 7 —1EHHE - AR ERSIEMRERER - IS ER#ENT BasstE th SNMP 94
AR LEMERSH - WARZERPEE LARSIEM MNEIRGEE - BB LA IRGER - AZEMLFA
S BEFEBHEEN NERGEE - B TEEHRE  RAEUB EARFIERTZRE N —EER - &
E"Add" - "Edit"F1"Delete"IREETEIR -
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» Status

¥ Network

# Port

% POE Setting

¥ VLAN

# MAC Address Table
¥ Spanning Tree

Management + RMON -+ Alarm

Alarm Table

Showing entries Showing 0 to 0 of 0 entries Q | |

m | entry Port| Counter

| Name | Value

‘Sampling Interval | Owner | Trigger

| Rising Falling
| Threshold | Event | Threshold | Event ‘

0 results found.

# ERPS
+ Discovery First | | Previous | S | Mext | | Last
. DHGP | A || Est || Deete |
¥ Multicast
» IP Configuration
» Security
¥ ACL
s QoS
% Diagnostics
User Account
= Firmware
= Configuration
2 SNMP
& RMON
Statistics
History
Event
i R it
Port RMONZEHAEHEIBRTE
HURET 8128
* DropEvents (Drop Event) : EWHEZH BN EHEE
* Octes (Received Bytes) : #UH/\iI7o/HE
» Pkts (Received Packets) : EWHHEEE
* BroadcastPkts (Broadcast Packets Received) : EWHIEE
HEE
e MulticastPkts (Multicast Packets Received) : #HUIZEE
Counter =25
* CRCAlignError (CRC and Align Error) : #4gJCRCEEFR A
% 5 7R Y

UndersizePkts (Undersize Packets) : ZEWRIE/ N ENEE
OversizePkts (Oversize Packets) : EUWHEB K BMNE S
Fragments (Fragments) : £/ R BB E

Jabbers (Jabbers) : jabber TI BB EH £

Collisions (Collisions) : EUIIEZRE
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* Pkts640ctetes (Frames of 64 Bytes) : ##UZ 64 fITANTIBE S
127 It =

* Pkts65t01270ctetes (Frames of 65 to 127 Bytes) : ##UHY 65 &

* Pkts128to2550ctetes (Frames of 128 to 255 Bytes) : #UZRY 128
£ 255 it B E

* Pkts256t05110ctetes (Frames of 256 to 511 Bytes) : #ULHY 256
2511 Ut EEE

* Pkts512t010230Octetes (Frames of 512 to 1023 Bytes) : R
512 £ 1023 Ut EE =

* Pkts1024t015180ctets (Frames Greater than 1024 Bytes) : #ZUHY
1024215181t AT BIEI=
R EIHE:
Version * Absolute: FREZSEEREEMRA RIS EEERBEETILR
* Delta: FmEZSEREERANE(CELERGIEETER
Interval BEZR AN IS EE R
Owner EHMEENMMBEEEHE
Trigger SHEENER
Rising Threshold g8 - SHaIRGIE
Rising Event LB EASH
Falling Threshold B2 MRS HREIE
Falling Event ZHAFE NESH

V.1l.1a
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